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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
1.246.172.184 Korea, Republic of 147.237.76.176 test.ncore.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address Atacker get Address |Site Sgnature

Country
m ny- kosher - kravi . i df . : N i ecti
110. 249. 142. 199|Chi na 147.237.0.17 | 13076 HTTP. Apache Struts 2 Cmmand | nj ecti on 8 ock 1
il Wil nerability
110. 249. 142. 199|Chi na 147.237.77. 216 |dover . i df . i | ﬁogjzabmz Apache Struts 2 GBNL Command | nj ection 8 ock 1

188.165. 15. 43 |France 147. 237. 76. 147 |chi nuch. aka. i df . i | (228: HITP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

‘ Target Address

A tacker
Gountry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 78. 197 [147.237.77. 176 |lhited Sates matpash.idf.il |ET SCAN NVAP -sA (2) 2
66.249. 78. 187 [147.237.76.31 [Uhited Sates nakchal .idf.il |ET SCAN NVAP -sA (2) 2
218.246.0.97 [147.237.76. 199 |Chi na e.nakchal .idf.il |ET SCAN NMAP -sS wi ndow 1024 1
198.20.69.74  |147.237.72.167 |Lhited Sates i shurimaka.idf.i|[ET DROP Dshiel d B ock Listed Source 1
188. 6. 142. 254 |147.237.77.61 |Hungary e.cogat.idf.il [ET SCAN NVAP -sS w ndow 1024 1
46.166. 129. 183 |147. 237. 76. 86 |Net herl ands navy.idf.il ET SCAN NMVAP -sS wi ndow 4096 1
218.246.0.97 |147.237.77.233|Chi na atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
218.246.0.97 [147.237.76.86 |China navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
o5. 188 91 64 |147 237 8 24 |RUSSIAN e lifestyle.id.i ET SGAN Behavi oral Lhusual |y fast inbound Tel net Connecti ons, 1
Federation Potential Scan or Brute Force
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature
54.244.22.103 |Whited Sates 147.237.0.34 |tikshuv.idf.il |dr op Frst packet isn't SN drop 69
50.118.172.76 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 48
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 36
54.244.22.103 |Whited Sates 147.237.77.233|atal .idf.il dr op Frst packet isn't SN drop 31
46. 19. 86. 73 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Invalid AGK nunber noni t or 10
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 9
reamn ine: TCP Invali i i SSi
109. 253. 159. 133|I srael 147.237.77. 243 ot e, i o1 [ SAMNG Engine: TP Invalid  invalid segnent retransnissi on drop 9
Ret r ansni ssi on Packet dr opped.
119.188.4.3 Chi na 147.237.76.30 [himush.icf.il |dr op SAMrul e drop 8
46. 19. 86. 253 I srael 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 8
46. 19. 86. 253 I srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 8
5.102. 254.106 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |6
46. 19. 85. 250 | srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 187 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 6
212.76.127.10 |[lIsrael 147.237.77. 176 |matpash.iof .i| |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6
46. 19. 85. 187 | srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
41.33.232. 66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |noni tor 6
Sreaming Engine: TCP Invalid i i ssi
109. 253. 143. 181|i srael 147. 237. 77. 243 |robi 1 e, i of . i | 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i SSi
46.19.85.231  |israel 147. 237,72, 166 |aka i or i1 | €M NG Engi ne: TP alid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 250 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber alert
46. 19. 85. 177 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or
Sreaning Engine: TGP Invalid ' i ssi
46.120. 128. 120 i srael 147. 237.77. 243 |mobi l e. i . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 196 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or
212.179.150. 17 |l srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
Sreanmng Engine: TCP Invalid i i ssi
199.30.16.188 |Wnited Sates 147. 237. 76. 200 |ei tan. aka. i o . 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.
2.54.159. 118 I srael 147.237.72. 156 |aman. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect
195.34.150.18 |Austria 147.237.77. 216 [dover.idf.il (Bl ock HTTP Non Conpl i ant Feiled to handl e connection data  |monitor
91.200.12.141 |lkrai ne 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop
212.179.150.17 |israel 147.237.77. 216 |dover.idf.il [Bad TCP sequence SINWAK retransmt with different | oo |a
W ndow scal e
91.200.12. 143 |kraine 147.237.77. 216 |dover.idf.i| |drop SAMrul e drop 4
Sreaning Engine: TGP Invalid i i sSi
54.172.96.232 |lited Sates 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. g 4
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid ' i ssi
40.77.167.5 Wited Sates 147. 237.77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
109. 67. 197. 123 |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansm ssi on Packet dr opped.
37.26.147.252 |lIsrael 147.237.77. 216 [dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid i i ssi
194.90.131.82 [israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
81.218.168.13 |Israel 147.237.72. 166 |aka i or i1 | €M NG Engi ne: TP alid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109. 253. 136. 79 | srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 58 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 86. 103 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence Invalid AGK nunber noni t or
Sreaning Engine: TGP Invalid i i sSi
77.127.227.53  |israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
5.102. 254.253 | srael 147, 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
81.218.199. 202 |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansm ssi on Packet dropped.
212.76.127.111 |(lIsrael 147.237.77. 176 |natpash.idf.i| [Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 3
Sreanming Engine: TCP Invalid i i ssi
2.54.188.225  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
2.54.147. 84 I'srael 147. 237.77. 243 |nobi l e. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
46.19. 85. 91 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
84.228.191. 225 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
41.86. 164,245 |122aN& Wited 47 537 77 216 |dover.ick.il  |drop Frst packet isn't SIN drop 3
Republ i ¢ of
Sreaning Engine: TCP Invalid i i SSi
2.54.155.210  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
212.179.150. 17 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 3
Sreaning Engine: TCP Invalid i i SSi
66.249.65.82  |nited Sates 147. 237. 76. 200 |ei tan. aka. i df .| g =g Invalid segnent retransmssion. o, 2
Ret r ansm ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
213.57.143. 149 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 9
46. 19. 85. 82 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 8
54.172.96.232 |lhited Sates |[147.237.76.86 |navy.idf.il Ml tipl e Unaut hori zed UR. Access from 54.172.96. 232 Bl ock 7
54.172.96.232 |lhited Sates [147.237.76.86 |navy.idf.il PHP At t enpt Bl ock 3
Unknown Par anet er
85. 65.126. 155 |l srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 13%ct | 01%ct | 03$chl Ques |None 3
tion$76 in aka.idf.il/nan/giyus/ questi onnaire. aspx
2.54.5.41 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 3
46. 19. 85. 164 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 3
176.13.12.172 |israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
176. 13. 15. 95 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 3
2.54.27.73 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 2
Unknown Par anet er
85. 65.126. 155 |l srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 13%ct | 01%ct | 03$chl Ques |None 1
tion$7 in aka.idf.il/nai n/gi yus/ questionnaire. aspx
37.26.148.195 |[Israel 147.237.76.39 |nobile. neitav.idf.il |SSL Wntraceabl e Connection - Cpen Mde None 1
176.13.16. 142 |Israel 147. 237.76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to waw chi nuch. aka. i df.il/404. htm B ock 1
109. 253. 143. 181 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
118.173.219. 56 [Thai l and 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
193.124.156.9  [F912 1147 237.77. 216 |dover. i ff . i | e el IT/yi’ﬁ)G\;_(ir%gce%js%TeXt n Bock |1
109. 253. 159. 133|I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
54.172.96.232 |[Uited Sates [147.237.76.86 |navy.idf.il m“;;(l’;' izgfd_ iLIF/Lt (frf];e;festlohonepage/ B3 vi k. php Bock |1
217.194.197.80 |lsrael 147.237.72. 166 |aka. i df . i | Ut raceabl e SSL Sessi ons: Cpen Mde None 1
157.55. 2. 174 Wited Sates [147.237.77.216|dover.idf.il Unhaut hori zed URL Access to wan i df .il/watch B ock 1
Unknown Par anet er
85. 65.126. 155 |l srael 147.237.72. 166 |aka. i df . i | ct | 00%$ct | 00$cphMai n$TochenPl acetbl der $ct | 13%ct | 01%ct | 03$chl Ques |None 1
tion$82 in aka.idf.il/nain/giyus/ questionnaire. aspx
198. 20. 69. 74 Wited Sates |[147.237.72.167|i shurimaka.idf.il Unaut hori zed URL Access to 147.237.72. 167/ B ock 1
110. 249. 142. 199|Chi na 147.237.0. 17 g; .niyl- kosher-kravi .| Uhaut hori zed URL Access to 147.237.0.17/index. | ogi n. action B ock 1
66.249. 64. 233 [Israel 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to v idf.il/error. htm B ock
217.194. 207. 24 |lsrael 147.237.72. 166 |aka. i df . i | Ut raceabl e SSL Sessi ons: Cpen Mde None
Unknown Par anet er
85.65.126. 155 [l srael 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPt acetbl der $ct | 13$ct | 02$ct | 03$txtField [None 1
in aka.idf.il/nain/giyus/questionnaire. aspx
46.120.128. 120 |Israel 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 1
208, 115.113.89 |United Sates |147.237.72. 166 |aka. i df . | et forl ﬁzﬂ‘mﬁﬁf;‘;ﬂ <t s/ v behazca, or g | Bock |1
110. 249. 142. 199|Chi na 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ i ndex. | ogi n. acti on B ock 1
68.180.228. 112 [Uhited Sates |147.237.77. 216 |dover. i df .i | muitgfo_rilf/etinﬁti/fﬁ; e cont 1ol o headr per Bock |1
27.254.247.36  [Thail and 147.237.77. 216 |dover . i df . i | e Ze e L0 ver. aspxcsad n@achi | d. com Bock |1
08.143.148. 107 |Whited Sates [147.237.77.170 |mmar achot . i df . i | Unaut hori zed URL Access to 147.237.77. 170/ check B ock 1
213.8.204.6 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka. i df . il/nai nsachar B ock 1
118.173. 219.56 |Thai | and 147.237.72. 166 |aka. i df . i | Nmbldt;)p' e Untraceabl e S Sessi ons from 118. 173. 219.56 (Qpen None 1
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