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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
50. 118. 172. 76 Lhited Sates 147.237.77. 216 dover.idf.il |SYNHood out of context drop 199




02-05-2016-07:04:02 to 02-05-2016-08:04:02

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action

91.20.12.178 Ger many 147.237.72. 166 aka.idf.il Cl06: HTTP. maj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Ste

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 78. 146 147.237.72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
59. 45. 79. 117 147. 237.76. 201 Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 39 Chi na nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
209. 126. 116. 147 147.237.77. 212 Lhited Sates e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.0.19 Chi na madi matal .idf.il ET SCAN Potential SSH Scan 1
89. 248. 172. 154 147.237.77. 235 Net her | ands sviva. idf.il ET SCAN Potential WNC Scan 5800- 5820 1
89. 248. 172. 154 147.237.77. 74 Net her | ands lawidf.il ET SCAN Potential VNC Scan 5800- 5820 1
59. 45. 79. 117 147.237.77.233 Chi na atal.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77. 212 Chi na e. dover.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77.178 Chi na e. mat pash. i df .i | ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76. 147 Chi na chi nuch. aka. i df .i ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8.27 Chi na e madimatal .idf.il ET SCAN Potential SSH Scan 1
89. 248. 172. 154 147.237.77. 227 Net her | ands e. hanaz. i df .il ET SCAN Potential VNC Scan 5800- 5820 1
89. 248. 172. 154 147. 237. 8. 50 Net her | ands e tikshuv.idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
59. 45. 79. 117 147. 237.77. 234 Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77. 227 Chi na e. hanaz. i df .il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77.179 Chi na e mazi.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
50.118.172.76 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 40
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 35
Sreanming Engine: TCP Invalid i i ssi
212.179. 218. 166 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 24
Ret r ansni ssi on Packet dropped.
46.32.126.171  |Jordan 147.237.77. 176 |nat pash. i f . i | drop First packet isn't SN drop 18
91.253.79.250 |ltay 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
46. 19. 85. 250 I srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
192.118.60.69 |l srael 147.237.77. 170 |naar achot .i df . i | Bad TCP sequence I'nval i d AGK nunber nonitor |7
Sreaning Engine: TQP Invalid i i sSi
109. 253. 150. 252 || srael 147.237.77. 243 |nobi | e. i of .| g =g Invalid segnent retransmssion. | o 6
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 250 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |6
192.118.60.69 |l srael 147.237.77. 170 |naar achot . i of . i | Bad TCP sequence I'nval i d ACK nunber alert 6
46. 19. 85. 200 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 62 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert 6
46. 19. 85. 200 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence I'nval i d ACK nunber nonitor |6
41. 33.232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6
54.244,22.103 |lhited Sates |147.237.77.176 |natpash.idf.il drop First packet isn't SN drop 6
46. 19. 85. 62 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber nonitor |6
121.210.9. 93 Australia 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
195. 34.150. 18  |Austria 147.237.77. 216 |dover. i df . i | Bl ock HTTP Non Conpli ant Failed to handl e connection data [nonitor (4
Sreanming Engine: TCP Invalid i i ssi
87. 68. 41. 26 I'sr ael 147. 237.77. 243 |nobi l e.i df .i1 9 =9 Invalid segnent retransmssion. . 3
Ret r ansmi ssi on Packet dropped.
Russi an C Streamng BEngine: TGP Invalid|invalid segnent retransnission.
141.8.132. 112 Federat i on 147.237.72.166 |aka.idf .il Ret 1 ansni ssi on Packet dr opped. drop 3
Sreanming Engine: TCP Invalid i i ssi
79.180.58.135 |Israel 147. 237. 72. 166 |aka i of . i | 9 =9 Invalid segnent retransmssion. . 3
Ret r ansmi ssi on Packet dropped.
46.19. 86. 127 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |3
Sreaming Engine: TCP Invalid i i ssi
5.28.156.215  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
79.182.98.87  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
37.26.148.243 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
46.19. 86. 60 I'srael 147.237.77. 226 [ "™ chanatz.aka. idf- 1 1pad TCP sequence Inval i d ACK nunber monitor (3
Sreaming Engine: TCP Invalid i i ssi
79.182.108.92 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
217.132.59.88 | srael 147.237.77. 233 |atal i df . Bad TCP sequence Sretransmt with different 4o 3
w ndow scal e
109. 253. 219. 131|l srael 147.237.77. 170 |naar achot . i df . i | Bad TCP sequence I'nval i d AGK nunber alert 2
50.118.172. 76 |Lhited Sates |147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber nonitor |2
109. 253. 219. 131 |l srael 147.237.77. 170 |maar achot . i f . i | Bad TCP sequence Inval id ACK nunber noni t or 2
91. 200. 12. 7 Wkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
193. 202. 110. 189|Net her | ands 147.237.77. 216 |dover. i df .| B ock HTTP Non Conpli ant Failed to handl e connection data [nonitor |2
Sreaning Engine: TGP Invalid ' i ssi
66.249.65.82  |Uited Qates |147.237.76. 200 [ei tan. aka i df il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
50. 18. 94. 121 Lhited Sates [147.237.77. 216 [dover.idf.il B ock HTTP Non Conpli ant Fai l ed to handl e connection data |nonitor
46. 19. 85. 14 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
77.201. 201. 147 |France 147. 237. 76. 199 |e. nakchal . i df . i1 Geo- | ocati on enf or cenment Geo-I ocat i on i nbound drop 1
enf or cenent
5.39. 222. 159 Net her | ands 147.237.77.234 |halag.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
54.251. 144. 191 | ngapore 147.237.0.17 ;nlnly kosher-kravi.1d oy At t ack SYN -> SYN-ACK -> RST rej ect 1
184.105.139.72 |Wited Sates |147.237.0.17 ]["I"Iy kosher-kravi. 1d oy At t ack SYN -> SYN-ACK -> RST rej ect 1
46.19. 86. 60 I srael 147.237.77. 226 ‘I’“’“"‘Chanmz'aka' Hdf-T lsyN At ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 140 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber alert
212.34.23.56 Jor dan 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or
188. 120. 148. 226l srael 147.237.72. 156 |anan. i df . i Bad TCP sequence Inval i d AGK nunber noni t or
37.187.114.171 |France 147. 237. 77. 227 |e. hanaz. i df . i | Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
66. 249. 78. 95 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
94.230.93.236 |lsrael 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |1
218.104. 49. 211 |China 147.237.76.39 |nobile. neitav.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 38 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
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A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46.121.37.45  |israel 147.237.0.34 |tikshuv.idf.il Too Many of the Sane Response Code (404) in Session from Bl ock 107
46.121. 37. 45
84.109.73.180 [Israel 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code B ock 5
2.54.18. 233 I srael 147.237.77.243|nobi | e.i df . i | Ml tipl e Unauthori zed URL Access from 2.54.18. 233 Bl ock 4
192. 243.55. 130 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tipl e Lhaut hori zed URL Access from 192.243.55. 130 B ock 3
109. 253. 150. 252|1 srael 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code B ock 3
66.249.78.159 |[Israel 147.237.77. 216 |dover.idf . il Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 159 Bl ock 3
46.19. 86. 6 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
192. 243. 55. 130 |Doni ni ca 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka. i df . i1/ giyus/ kadat z B ock 2
. . . Unaut hori zed URL Access to
2.54.18.233 I srael 147.237.77.243|nobi l e.i df . i | nobi l e, i df . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1431 B ock 2
Russi an Paraneter Type Mol ation
188. 143. 232. 70 . 147.237.77. 216 |dover.idf.il ct100$Cont ent P acekbl der 1$ucArti cl eLobbyCont r ol $dat epi cker in Bl ock 2
Federati on . )
wa i df . i | /1283- en/ dover . aspx
192.118.60.69 |l srael 147.237.77. 170 [maar achot . i df . i | Ml tipl e Unaut horized URL Access from 192. 118. 60. 69 B ock 2
192.118.60.69 |Israel 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to maarachot.idf.il/pdf/files/4/ Bl ock 1
24.135.55. 228 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed URL Access to ww cogat.idf.il/xnrpc. php B ock 1
98.143.148. 107 |lhited Sates |147.237.77.176 [nat pash. i df .i | Unhaut hori zed URL Access to 147.237.77. 176/ check Bl ock 1
P . Unaut hori zed URL Access to
66.249.69. 120  |Israel 147.237.0.15  |kosher-kravi.idf.il | 0 ey idf il /tenpl at es/ gener al / gener al . aspx Bl ock 1
217.132.59.88 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1412-he/ atal . aspx  |B ock 1
. . D stributed Unaut hori zed URL Access on
5.36.173.58 Ooman 147.237.77. 176 |nat pash. i df . i | vaw cogat . i df . i 1/ xmh ¥ pe. php Bl ock 1
157.55.39.138 |Uhited Sates |147.237.72.166|aka.idf.il Lhaut hori zed URL Access to v aka. i df.il/ishurindnan B ock 1
68.180.228.112 |lhited Sates |147.237.77.216|dover.idf.il Ml ti pl e Unaut horized URL Access from 68. 180. 228. 112 B ock 1
. . Unaut hori zed URL Access to
66.249.64.230  |Israel 147.237.77. 216 [dover. i df . il 147, 237. 77. 216/ 1133- 20050- he/ dover . aspx Bl ock 1
37.187.114.171 |France 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to /irj/portal B ock 1
109. 67. 52. 48 I srael 147.237.76.30 |hi nush.idf.il PHP Att enpt B ock 1
66.249.78.89 | srael 147.237.77.74 |lawidf.il llegal Paraneter Encoding searchext in None 1
wn | aw i df . i |/ 275- he/ pat zar . aspx
46.121.37. 45 I srael 147.237.0.34 |tikshuv.idf.il Too Many 404: Response Code per Session B ock 1
5. 39. 222. 159 Net her | ands 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ rom 0 Bl ock 1
Unknown Par anet er
176.13.12. 182 |Israel 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPt acetbl der $ct | 13$ct | 02%$ct | 03$t xt Fi el d [None 1
inaka idf.il/nain/giyus/questionnaire. aspx
68.180. 229. 239 |[Lhited Sates [147.237.72.166|aka.idf.il Uhknown Paraneter siteid in v aka idf.il/sites/home/default.asp |[None 1
. . Unaut hori zed URL Access to
66.249.69.8 I srael 147.237.77. 234 |hal ag.ldf.l ! wwv | ogi stics.atal.idf.il/tenpl ates/shared usercontrol s/trajector/ Bl ock !
46. 19. 85. 140 I srael 147.237.77.216|dover. i df . i | Abnormal |y Long Request net hod B ock 1
109. 67. 52. 48 I srael 147.237.76.30 |hi nush.idf.il Unaut hori zed URL Access to waw chi nush. atal .idf.il/xmrpc. php B ock 1
. . Unaut hori zed URL Access to
66.249.78.95  [Israel 147.237.77. 216 [dover. i df . il 147, 237. 77. 216/ 1153- 14220- he/ dover . aspx Bl ock 1
5.39.222. 159 Net her | ands 147.237.77.216|dover.i df . i | Unaut hori zed URL Access to 147.237.77.216/rom0 B ock 1
. . Unknown Paraneter VI EASTATEENCRYPTED i n
79.180.58.135 |Israel 147.237.72. 166 |aka. i df . i | vow aka. i df .|/ nai v sachar / nar ki veysachar . aspx None 1
. . Unaut hori zed URL Access to
66. 249. 69. 24 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_storagel fi | es/ 1/ 2431 | pg B ock 1
192. 243. 55. 133 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 192. 243, 55. 133 B ock
46.19. 85. 140 I srael 147.237.77.216|dover.i df .i | Mal for med URL Bl ock
5.28.129. 43 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 894- he/ nakhal . aspx  [B ock 1
. . Unaut hori zed URL Access to
66.249.78.109  |Israel 147.237.77. 216 [dover. i df . il 147, 237.77. 216/ 1133- 19379- he/ dover . aspx B ock 1
m ny- kosher - kravi . i
54.251. 144. 191 |S ngapore 147.237.0. 17 of niyl Unaut hori zed URL Access to / B ock 1
24.135.55. 228 147.237.77. 176 |mat pash. i df . i | PHP Attenpt Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 69. 32 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_st or agel fi | es/ O/ 3350. | pg B ock 1
: . . Unaut hori zed URL Access to
208.115.113.89 |lLhited Sates |147.237.77.216|dover.idf.il vw i i |/ newsi t ef engl i shi docunent s. asp B ock 1
. . Unknown HTTP Request Met hod
46. 19. 85. 140 I srael 147.237.77. 216 |dover.idf . il 3a. 1448464947, 1. 1448464947 1448464947 in URL B ock 1
5.36.173.58 Ooman 147.237.77. 176 |mat pash. i df . i | Distributed PHP Attenpt Bl ock
109. 253. 150. 2521 sr ael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Qode B ock
54. 251. 144. 191 |S ngapore 147.237.72.167|i shurimaka.idf . il Lhaut hori zed URL Access to / B ock 1
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