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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 86 navy.idf.il B ock Np Al _Net drop 2
173.195. 0. 23 Lhited Sates 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
94. 102. 48. 195 Net her | ands 147.237.76. 34 yohalan.idf.il |Block Udp All Nets drop 1
173.195.0. 21 Lhited Sates 147. 237. 72. 166 aka.idf.il Invalid TGP H ags drop 1
173.195. 0. 22 Lhited Sates 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

At t acker At t acker

count ry ’Target Address |Site dgnature
m ny- kosher - kravi . i df . : N i ecti
218.24.91.130 |china 147.237.0.17 |V 13076 HTTP. Apache Struts 2 Cnmmand | nj ecti on 8 ock 1
il Wil nerabi lity
218.24.91.130 |hina 147. 237.77. 216 |dover . i df . i | \1;0[17;: abm’? Apache Struts 2 GG\ Command | nj ection 8 ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

attack

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
185. 106. 92. 137 [147.237.0.34 tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
175.99. 87.209 |147. 237. 76. 176 |Tai wan test.ncore.idf.il |ET SCAN NVAP -sS w ndow 1024 1
114.112.90.54 |147.237.8.46 [China e.chinuch.idf.il  [ET SCAN NVAP -sS wi ndow 1024 1
104. 128. 144. 131|147. 237. 77. 216 |Canada dover.idf.il ET SCAN NVAP -f -sS 1
85.93.5. 65 147.237.8.14  |Ger many e.orchot.idf.il ET SCAN Potential SSH Scan 1
175.99. 87. 209  |147. 237. 76. 176 [Tai wan test.ncore.idf.il |ET SCAN NMAP -sS wi ndow 4096 1
114.112.90.54  [147.237.76.39 |China nobi | e.nei tav.idf.i[ET SCAN NVAP -sS wi ndow 1024 1
104. 128. 144. 131|147. 237. 77. 216 |Canada dover.idf.il ET SCAN NVAP -sS w ndow 2048 1
85.93. 5. 66 147.237.72. 14 |Ger many dover.idf.il(od) |[ET SCAN Potential SSH Scan 1
46,120, 51 94 147 237 76.30 |1srael Himsh i df | ET DCB Large anount of TCP ZeroWndow - Possibl e Nkiller2 DDos 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
41.33. 231. 90 Egypt 147.237.77. 216 |dover. i df il drop SMrule drop 36
141.0. 14. 182 Eur ope 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 18
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
185.32.179. 118 |Israel 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Tinmeout [reject
. . SYNWAXK retransmt with .
185. 32, 179. 118 |lIsrael 147. 237.77. 216 |dover.idf.il Bad TCP sequence different vi ndow scal e mnitor |6
41.33.232. 66 Egypt 147. 237. 77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
46.19. 85. 113 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber aert
Sreaning Engine: TCP Invalid i i ssi
85.64.46.201  |Israel 147.237. 77. 243 |robi 1 e. i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dropped.
37.46.38. 112 I srael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Inval i d AGK nunber mnitor |5
. . SYNWAXK retransmt with .
185. 120. 126. 72 147.237.77. 216 |dover. i df .il Bad TCP sequence different vi ndow scal e mnitor |5
195.34.150.18 |Austria 147.237.77. 216 |dover. i df . i1 Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4
Russi an D Streaming Engi ne: TCP Inval i d|invalid segnent retransnission.
5. 255. 253. 36 Federat i on 147.237.72. 166 |aka. i df . il Ret 1 ansni ssi on Packet dr opped. drop 3
Sreaning Engine: TGP Invalid i i ssi
109. 66.182.51  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
2.52.16. 105 I'srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.249.78.230 |Wited Sates |147.237.77. 243 [nobile.idf.il 9 =g Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
46. 19. 85. 226 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber aert 3
46. 19. 85. 226 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber nonitor |3
Sreaning Engine: TQP Invalid i i Ssi
66.249.65.122 |Wnited Sates |147.237.76. 200 |eitan. aka. i df . g =g Invalid segnent retransmssion. | 2
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.117. 108. 248 i srael 147.237.77. 243 |nobi L e.i df i 9 =g Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i Ssi
66.249.78.130 |lWited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret ransm ssi on Packet dropped.
188. 120. 148. 182l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |2
5.102. 254. 34 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber nonitor |2
66. 147.244.138 |Uhited Sates |147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor |2
77.201. 201. 147 |France 147. 237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
146. 185, 239, 102|¥SSI 147.237.0.17 | y-kosher-kravi.id oo At ack SYN -> SYN-ACK -> RST rej ect 1
Federation f.il
87.69. 139. 28 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
74.82. 47. 20 Lhited Sates [147.237.8.24 |elifestyle.idf.il Geo- | ocati on enf or cenment Geo-I ocat i on i nbound drop 1
enf or cenent
184. 105. 139. 122|Uhited Sates [147.237.77.61 |e.cogat.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
115. 230. 124. 164|Chi na 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
79.181. 149. 7 I 'srael 147. 237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 1
171.233.50.88 |V etnam 147. 237. 7. 216 |dover. i df .i Bad TCP sequence SYNHACK retransmt with monitor |1
different w ndow scal e
5.29.134. 144 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber alert 1
104. 128. 144. 131|Canada 147. 237. 77. 216 [dover.i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.58 Whited Sates |147.237.8.27 |enadimatal.idf.il  |Geo-location enfor cement Ceo-I ocati on i nbound drop 1
enf or cenent
54.251. 144. 191 |9 ngapore 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 224|United Sates [147.237.77.234|hal ag.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
37.187.114. 171 |France 147.237.76.44 |e.refuah.idf.il Geo- 1 ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
130. 193. 50. 33 RJSIS::t”ion 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
79.181.149.7 I srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
173.56.29.215 |Lhited Sates [147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |1
5.29.134. 144 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
104.130.78.65 |Wited Sates [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
74.220.215.204 |lhited Sates |147.237.77.176 |natpash.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
54. 251. 144. 191 |S ngapore 147.237.77. 205 |prisha.idf . il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 235|Wnited Sates  [147.237.8.24 |elifestyleidf. il Geo- 1 ocati on enf or cenent Séfg)lrggz:mon I nbound drop 1
37.187.114. 171 |France 147.237.77. 121 |e. navy. i of . i Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
71. 6. 165. 200 Lhited Sates |[147.237.0.19 |nmadi matal.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184.105.139.76 |Wited Sates |147.237.77. 226 }’W“"‘Cha"atz' aka.Tdf- 1 |ovN At ack SYN -> SYN-ACK -> RST rej ect 1
109. 65. 129. 163 |l srael 147.237.77. 216 |dover. i df i SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
77.201. 201. 147 |France 147.237.76. 201 |e. atal .i df . Geo- 1 ocati on enf or cement Geo-I ocat i on i nbound drop 1

enf or cenent
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Action ‘Count
2.54.5.41 | srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 3
192. 243. 55. 138 |Doni ni ca 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 192. 243. 55, 138 Bl ock 3
41.238.250.58 |Egypt 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to wanidf.il/arr/ Bl ock 2
66.249. 78. 159 |l srael 147.237.77.216|dover. i df . il Mil ti pl e Unaut horized URL Access from 66. 249. 78. 159 B ock 2
94.185.83.100 [Sweden 147.237.77. 176 [mat pash. i df . i | Unaut hori zed URL Access to testp5. niel no. | ubin. pl/testproxy. php  |B ock 1
66.249.78.95 |[lIsrael 147.237.77.216|dover.idf . il Unaut hori zed URL Access to 147.237.77.216/ Bl ock 1
162. 243. 175. 87 |Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to v idf.il/1294-en/ v idf.il/english |B ock 1
68. 180. 228. 112 |Lhited Sates |147.237.77. 216 |dover. i df .i | Unaut hori zed URL Access to v idf.il/english/news/jenin. stnf B ock 1
target="_hl ank
213.91.208.170 |Rul gari a 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
ww. chamat z. aka. i df .
94. 185. 83. 100 |Sweden 147.237.77. 226 i Unaut hori zed URL Access to testp3. pospr.waw pl/test proxy. php B ock 1
. . Unknown Paraneter docl.. in
66. 249. 78. 146 |l srael 147.237.72. 166 |aka. i df . i | v aka. i o . i |/ nai v/ gi yus/ general . aspx None 1
176.13.7.65  |Israel 147.237.72. 166 |aka. i df . i | Unknown Parameter __\ EBTATEENCRYPTED | n None 1
wan aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx
. . . Paraneter Type M ol ati on PageNumin
68.180.230.29 |lhited States |147.237.77.176|nat pash. i df .i | v cogat . i df . i | / 1038- ar/ cogat . aspx Bl ock 1
: . ] Unaut hori zed URL Access to
54.172.96.232 |Uhited States |147.237.76.86 |navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 1
) m ny- kosher - kravi . i d ) o )
218.24.91.130 |China 147.237.0. 17 £l Uhaut hori zed URL Access to 147.237.0.17/1 ogi nui . action B ock 1
94.185.83. 100 |Sweden 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to testp4. pospr.waw pl / t est proxy. php B ock 1
. . Unaut hori zed URL Access to
178.255.215. 87 |France 147.237.77.216 dover. i df . i | wwi i df . i |/ 1133- 10645- he/ kkkkkkk=173f e03bkkkkkkk 173f e03b |2 °K !
68. 180. 230. 29 |Wnited States |147.237.77.176|mat pash. i df . i | Paraneter Type Mol ati on PageNimin Bl ock 1
wan cogat . i df . i | /1043- he/ cogat . aspx
66.249. 65. 122 |Israel 147.237.76.200|ei tan. aka. i df . i | tnknown Par anet er sear chext in None 1
) T ) T ’ i ) vy el tan. aka. i df . il/1013-en/ ei t an. aspx
218.24.91.130 |China 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to 147.237.77. 216/ 1 ogi nui . acti on B ock 1
: . . . Unaut hori zed URL Access to
157.55.39. 152 |Lhited Sates |147.237.0.34 |tikshuv.idf.il v ti kshuv. i df . i |/ shar ed/ user cont rol s/ header upper / B ock 1
66.249. 78. 159 |l srael 147.237.77.216|dover . i df . i | Lhaut hori zed URL Access to wanidf.il/error. htm Bl ock 1
Unaut hori zed URL Access to
192. 243. 55. 133 |Doni ni ca 147.237.72. 166 |aka. i df . i | ww aka. i df . i |/ kamar/ Kkl al i / def aul t. asp?cat i d=598308doci d=70078& [Bl ock 1
list=1
85. 64. 46. 201 [l srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code Bl ock 1
66.249.78. 4 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1407-he/ at al . aspx Bl ock 1
157.55.39.176 |lLhited Sates [147.237.77.216|dover.idf.il Unhaut hori zed URL Access to waw i df.il/aman B ock 1
68.180. 228. 112 [Lhited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ation PageNumin waw i df.il/1133-ar/ dover. aspx |B ock 1
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