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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
204. 42. 253. 2 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ock Np Al _Net drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry  [Target Address |Site |Sgnature Devi ce Action |Oount |
202. 69.240.221 |Hong Kong 147.237.77.170 |mmarachot.idf.il |22280. HITP. Jooma Qbject Injection Wil nerability B ock 1
202.69.240.221 |Hong Kong 147.237.76. 31 nakchal .idf.il 22280: HITP. Joonmha (bject |njection Vil nerability B ock 1
202.69.240.221 |Hong Kong 147.237.77. 74 lawidf.il 22280: HTTP. Joomha (bj ect |njection Wil nerability B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent

66.249. 78. 15 147.237.77. 74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2)

209. 126. 116. 147|147.237.76.30 |Lhited Sates |hinush.idf.il |ET SCAN NVAP -sS wi ndow 1024

94.102.49. 151 |147.237.0.19 |Netherl ands nadi matal .idf.i ET SOAN Behavi gral Uhusual Ty fast Termnal Server Traffic, Fotentid
Scan or Infection

1 186. 105. 42 147 237.76.30 |india i rsh i il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
Potential Scan or Brute Force

201.7.213. 4 147.237.77. 216 |Brazil dover.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound

193. 105. 134. 220(147. 237. 77. 61 |Sweden e.cogat.idf.il |[ET SCAN NMAP -sS wi ndow 1024
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
46.19. 86. 71 I srael 147.237. 72. 167 |i shurimaka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni tor |48
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
41. 33.232. 66 Egypt 147.237.77. 216 [dover.idf il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5
196. 217.42. 135 |Morocco 147.237.77. 216 |dover.idf.il dr op drop 4
46. 19. 85. 28 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d AGK nunber alert 4
195.34.150. 18 |Austria 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data |nonitor |4
46. 19. 85. 28 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber nonitor |4
46.19. 85. 34 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d AGK nunber nonitor |3
Sreanming Engine: TCP Invalid i i SSi
109. 64. 168. 142 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
46. 19. 85. 34 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TCP Invalid i i ssi
109. 66. 158. 105 |I srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
79.179.52.91  |Israel 147. 237.72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.249.78.239 |Wnited Sates |147.237.76.200|eitan aka idf.il 9 =g Invalid segnent retransmssion. |4 2
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
192. 243.55. 129 |oomi ni ca 147. 237.72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dropped.
176. 126. 85. 176 |Czech Republic |147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
85.64.72. 228 I srael 147.237.72. 156 |anan.i df .il Bad TCP sequence I'nval i d AGK nunber alert
184.105.139. 87 |Wited Sates |147.237.0.16 I”Y"‘OSher'kraV"'df" SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 158|Uhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
8. 37. 227. 69 g”&;ymus 147. 237. 77. 216 |dover . i of . i | Bl ock HTTP Non Conpl i ant Response out of state monitor |1
141.212.122.69 |wited Sates [147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
193. 105. 134. 220|Sweden 147.237. 77. 176 |nat pash. i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
107.182.20.202 |Wnited Sates  |147.237. 7. 216 |dover. i df .i | Header Rej ecti on ?zggzgtre‘ ection pattern found in |, ovor |1
184.105. 247. 227|Whited Sates [147.237.0.34 |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
74.82. 47.59 Wited Sates [147.237.0.33 |[idf.il drop drop 1
180. 97. 106. 36  |Chi na 147.237. 72. 156 |anan.i df . i drop SAMrul e drop 1
46.19. 85. 28 I srael 147.237.77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.79 |Wited Sates |147.237.76. 199 |e. nakchal .idf. il Geo- | ocati on enf or cenent Sﬁfolrggihton i nbound drop 1
193. 105. 134. 220|Sneden 147. 237.77. 226 V‘:"IW chanatz. aka. 1df ey At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 64 |Wited Sates |147.237.76. 199 |e. nakchal .idf. il Geo- | ocati on enf or cenent Sﬁfolrggihton i nbound drop 1
193. 105. 134. 220|Sweden 147.237.77.19 |lawforumidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
85. 64. 72. 228 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |1
184.105.139. 87 |Wited Sates |147.237.76.202|e halag.idf.il Geo- | ocati on enf or cenent Sﬁ?olggi'mo” i nbound drop 1
72.208. 58. 93 Lhited Sates [147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AGK nunber aert 1
Russi an . . . . Geo- | ocati on i nbound
146.185. 239. 102 o - 147.237.8.24 |e.lifestyleidf.il Geo- | ocati on enf or cenent enf or coment drop 1
141.212.122.74 |wited Sates |147.237.77. 226 V‘:"IW chanatz. aka. 1df ey At t ack SYN -> SYN-ACK -> RST rej ect 1
193. 105. 134. 220|Sweden 147.237.77. 178 |e. nat pash. i df .| Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
108. 61. 166. 139 |[Uhited States  |147.237.77.216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
184. 105. 247. 231 |Uhited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82. 47.59 Lhited Sates |[147.237.8.28 e nobileks.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
180. 97. 106. 161 |Chi na 147.237.76.31 |nakchal .idf.il drop SAMrule drop 1
141.212.122. 154|Wited Sates [147.237.0.19 |[nadimatal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
193. 105. 134. 220|Sneden 147. 237. 77. 227 |e. haraz. i of . | Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
141.212.122.65 |wited Sates [147.237.76.201 | atal .idf. il Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
193. 105. 134. 220|Sweden 147.237.77.74 [lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
) e . Geo- | ocati on i nbound
91. 207. 60. 66 Wkrai ne 147.237.77. 121 |e. navy.idf il Ceo- 1 ocati on enf or cenent enf or coment drop 1
184. 105. 247. 211|Wited Sates |147.237. 72. 167 |i shuri maka. i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
72.208.58. 93 Lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or
146. 185. 239. 102 stls;;”i o 147.237.76. 200 |eitan. aka.i df . i1 SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
216.218.206. 70 |lhited Sates |147.237.0.19 |[nadimatal.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Devi ce

At acker

ount ry Target Address |Site Sgnature Acti on ‘Count
185. 25. 151. 159 |Pol and 147.237.77.234|hal ag. i df . i | Unhaut hori zed URL Access to testp3. pospr.waw pl /t est proxy. php B ock 1
91.207.60.66 |Wkraine 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to 147.237.77.216/ B ock
. . . Unaut hori zed URL Access to
192. 243. 55. 134 |Doni ni ca 147.237.72. 166 |aka. i df . i | vow aka. i df i1/ edi nd| | br ary/ gener al doc. asp?doci d=61860 B ock 1
120.89.50.92  |Philippines 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At enpt B ock 1
66. 249. 78. 233 |l srael 147.237.76.200(ei tan. aka. i df . i | Unknown Paraneter |ang in eitan. aka.idf.il/938-en/ eitan. aspx None 1
197.38.199.1  |Egypt 147.237.77. 216 |dover . i df . i | PHP At t enpt B ock 1
185. 25. 151. 159 [Pol and 147.237.77.235|sviva.idf .i | Uhaut hori zed URL Access to testp5. miel no. | ubin. pl/testproxy. php  |B ock 1
) www. chamat z. aka. i df )
91. 207. 60. 66 Lkrai ne 147.237.77. 226 i Uhaut hori zed URL Access to 147.237.77. 226/ Bl ock 1
. . . Uhaut hori zed URL Access to
192. 243.55. 135 |Dom ni ca 147.237.72. 166 aka. i df .1 waw aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=59331&doci d=64441 Bl ock !
120.89.50.92  [Philippines  [147.237.77.176 |nat pash. i df.il Unaut hori zed URL Access to ww cogat . i df.il/xnirpc. php B ock
66. 249. 78. 236 [l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock
197.38.199.1 |Egypt 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to ww i df.il/xmrpc. php B ock 1
. . . Unaut hori zed URL Access to
192. 243. 55. 129 |Doni ni ca 147.237.72. 166 |aka. i df . i | vown aka, i of i 1/ ei tan/ prati mpi rt eyt kuf af 2doci d=32810 Bl ock 1
107. 182. 20. 202 |Lhited Sates |147.237.77.216|dover.idf.il Enail collector robots 14 B ock 1
66.249.78.18 |[lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 925- he/ at al . aspx B ock
. . . Unaut hori zed URL Access to
192.243.55. 136 |Dom ni ca 147.237.72.166 |aka. i df . i | wiw aka, i df . i | / mai n/ gi yus/ gener al . aspx?cat | d=58624&doci d=68486 | °X !
157.55.39. 152 [lhited Sates |147.237.0.34 |tikshuv.idf.il Suspi ci ous Response Code B ock 1
66.249. 78. 242 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ 1. he/ print. css B ock 1
192. 243. 55. 132 |Doni ni ca 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 192. 243, 55, 132 B ock 1
107.182. 20. 202 |Lhited Sates |147.237.77.216|dover.idf.il eMii | Hoarding B ock 1
. . Unaut hori zed URL Access to
66.249.78.95 |l srael 147.237.77. 216 |dover . i df . i | 147. 237, 77. 216/ 1133. 20477- hel dover . aspx B ock 1
192. 243. 55. 137 |Doni ni ca 147.237.72. 166 |aka. i df . i | thaut hor i zed URL Access to B ock 1
wn aka. i df . i | / consol e/ cor e/ doc_ngr/ gener al . aspx
185. 25. 151. 159 [Pol and 147.237.72.167|i shuri maka. i df . il Uhaut hori zed LRL Access to testp5. miel no. | ubin. pl/testproxy. php  |B ock 1
91.207.60.66 |Wkraine 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77.74/ B ock 1
. ] ] Unaut hori zed URL Access to
192. 243.55. 132 |Dom ni ca 147.237.72. 166 [aka. i df . i waw aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=59390&doci d=22645 B ock !
. . - URL is Above Root Directory
108. 61. 166. 139 [Wited States |147.237.77.216|dover.idf.il vowvi o i1/ ../ shared/cl i entscri pts/j query/j query-1 4.2, min. | s B ock 1
. . Unaut hori zed URL Access to
66. 249. 78. 159 |l srael 147.237.77.216|dover.i df .i | ww i o i 1/ engl i sh/ doct ri nef doct ri ne. st Bl ock 1
. . . Unaut hori zed URL Access to
192.243.55. 138 |Dom ni ca 147.237.72.166 |aka. i df . i | wiw aka, i df . i | / mai n/ gi yus/ gener al . aspx?cat | d=58564&doci d=35728 | °X !
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