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Top Attackers In DDoS-Defence

Attacker Address Attacker Country Target Address Site Signature Device Action Count
204.42.253.2 United States 147.237.76.44 e.refuah.idf.il Block_Ntp_All_Net drop 2

 02-05-2016-04:04:05 to 02-05-2016-05:04:05 



Top Attackers In IPS

Attacker Address Attacker Country Target Address Site Signature Device Action Count

202.69.240.221 Hong Kong 147.237.77.170 maarachot.idf.il 22280: HTTP: Joomla Object Injection Vulnerability Block 1

202.69.240.221 Hong Kong 147.237.76.31 nakchal.idf.il 22280: HTTP: Joomla Object Injection Vulnerability Block 1

202.69.240.221 Hong Kong 147.237.77.74 law.idf.il 22280: HTTP: Joomla Object Injection Vulnerability Block 1
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Top Attackers In IDS

Attacker Address Target Address
Attacker
Country

Site Signature Count

195.34.150.18 147.237.77.216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4

66.249.78.15 147.237.77.74 United States law.idf.il ET SCAN NMAP -sA (2) 2

209.126.116.147 147.237.76.30 United States himush.idf.il ET SCAN NMAP -sS window 1024 1

94.102.49.151 147.237.0.19 Netherlands madim.atal.idf.il
ET SCAN Behavioral Unusually fast Terminal Server Traffic, Potential
Scan or Infection

1

1.186.105.42 147.237.76.30 India himush.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections,
Potential Scan or Brute Force

1

201.7.213.4 147.237.77.216 Brazil dover.idf.il ET DROP Spamhaus DROP Listed Traffic Inbound 1

193.105.134.220 147.237.77.61 Sweden e.cogat.idf.il ET SCAN NMAP -sS window 1024 1
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Top Attackers In FW

Attacker Address
Attacker
Country

Target Address Site Signature Message
Device
Action

Count

46.19.86.71 Israel 147.237.72.167 ishurim.aka.idf.il Bad TCP sequence Invalid ACK number monitor 48

41.33.231.90 Egypt 147.237.77.216 dover.idf.il drop SAM rule drop 36

212.143.142.56 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 6

41.33.232.66 Egypt 147.237.77.216 dover.idf.il Block HTTP Non Compliant Failed to handle connection data monitor 5

196.217.42.135 Morocco 147.237.77.216 dover.idf.il drop drop 4

46.19.85.28 Israel 147.237.77.216 dover.idf.il Bad TCP sequence Invalid ACK number alert 4

195.34.150.18 Austria 147.237.77.216 dover.idf.il Block HTTP Non Compliant Failed to handle connection data monitor 4

46.19.85.28 Israel 147.237.77.216 dover.idf.il Bad TCP sequence Invalid ACK number monitor 4

46.19.85.34 Israel 147.237.77.216 dover.idf.il Bad TCP sequence Invalid ACK number monitor 3

109.64.168.142 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

46.19.85.34 Israel 147.237.77.216 dover.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 3

109.66.158.105 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

79.179.52.91 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

66.249.78.239 United States 147.237.76.200 eitan.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 2

192.243.55.129 Dominica 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 2

176.126.85.176 Czech Republic 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 2

85.64.72.228 Israel 147.237.72.156 aman.idf.il Bad TCP sequence Invalid ACK number alert 1

184.105.139.87 United States 147.237.0.16
my-kosher-kravi.idf.i
l

SYN Attack SYN -> SYN-ACK -> RST reject 1

141.212.122.158 United States 147.237.76.86 navy.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

8.37.227.69
Anonymous
Proxy

147.237.77.216 dover.idf.il Block HTTP Non Compliant Response out of state monitor 1

141.212.122.69 United States 147.237.76.44 e.refuah.idf.il Geo-location enforcement
Geo-location inbound
enforcement

drop 1

193.105.134.220 Sweden 147.237.77.176 matpash.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

107.182.20.202 United States 147.237.77.216 dover.idf.il Header Rejection
header rejection pattern found in
request

monitor 1

184.105.247.227 United States 147.237.0.34 tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

74.82.47.59 United States 147.237.0.33 idf.il drop drop 1

180.97.106.36 China 147.237.72.156 aman.idf.il drop SAM rule drop 1

46.19.85.28 Israel 147.237.77.216 dover.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

141.212.122.79 United States 147.237.76.199 e.nakchal.idf.il Geo-location enforcement
Geo-location inbound
enforcement

drop 1

193.105.134.220 Sweden 147.237.77.226
www.chamatz.aka.idf
.il

SYN Attack SYN -> SYN-ACK -> RST reject 1

141.212.122.64 United States 147.237.76.199 e.nakchal.idf.il Geo-location enforcement
Geo-location inbound
enforcement

drop 1

193.105.134.220 Sweden 147.237.77.19 law-forum.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

85.64.72.228 Israel 147.237.72.156 aman.idf.il Bad TCP sequence Invalid ACK number monitor 1

184.105.139.87 United States 147.237.76.202 e.halag.idf.il Geo-location enforcement
Geo-location inbound
enforcement

drop 1

72.208.58.93 United States 147.237.77.216 dover.idf.il Bad TCP sequence Invalid ACK number alert 1

146.185.239.102
Russian
Federation

147.237.8.24 e.lifestyle.idf.il Geo-location enforcement
Geo-location inbound
enforcement

drop 1

141.212.122.74 United States 147.237.77.226
www.chamatz.aka.idf
.il

SYN Attack SYN -> SYN-ACK -> RST reject 1

193.105.134.220 Sweden 147.237.77.178 e.matpash.idf.il Geo-location enforcement
Geo-location inbound
enforcement

drop 1

108.61.166.139 United States 147.237.77.216 dover.idf.il Directory Traversal directory traversal overflow monitor 1

184.105.247.231 United States 147.237.76.86 navy.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

74.82.47.59 United States 147.237.8.28 e.mobile-ks.idf.il Geo-location enforcement
Geo-location inbound
enforcement

drop 1

180.97.106.161 China 147.237.76.31 nakchal.idf.il drop SAM rule drop 1

141.212.122.154 United States 147.237.0.19 madim.atal.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

193.105.134.220 Sweden 147.237.77.227 e.hamaz.idf.il Geo-location enforcement
Geo-location inbound
enforcement

drop 1

141.212.122.65 United States 147.237.76.201 e.atal.idf.il Geo-location enforcement
Geo-location inbound
enforcement

drop 1

193.105.134.220 Sweden 147.237.77.74 law.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

91.207.60.66 Ukraine 147.237.77.121 e.navy.idf.il Geo-location enforcement
Geo-location inbound
enforcement

drop 1

184.105.247.211 United States 147.237.72.167 ishurim.aka.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

72.208.58.93 United States 147.237.77.216 dover.idf.il Bad TCP sequence Invalid ACK number monitor 1

146.185.239.102
Russian
Federation

147.237.76.200 eitan.aka.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

216.218.206.70 United States 147.237.0.19 madim.atal.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1
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Top Attackers In WAF
Attacker
Address

Attacker
Country

Target Address Site Signature
Device
Action

Count

185.25.151.159 Poland 147.237.77.234 halag.idf.il Unauthorized URL Access to testp3.pospr.waw.pl/testproxy.php Block 1

91.207.60.66 Ukraine 147.237.77.216 dover.idf.il Unauthorized URL Access to 147.237.77.216/ Block 1

192.243.55.134 Dominica 147.237.72.166 aka.idf.il
Unauthorized URL Access to
www.aka.idf.il/edim/library/generaldoc.asp?docid=61860

Block 1

120.89.50.92 Philippines 147.237.77.176 matpash.idf.il Distributed PHP Attempt Block 1

66.249.78.233 Israel 147.237.76.200 eitan.aka.idf.il Unknown Parameter lang in eitan.aka.idf.il/938-en/eitan.aspx None 1

197.38.199.1 Egypt 147.237.77.216 dover.idf.il PHP Attempt Block 1

185.25.151.159 Poland 147.237.77.235 sviva.idf.il Unauthorized URL Access to testp5.mielno.lubin.pl/testproxy.php Block 1

91.207.60.66 Ukraine 147.237.77.226
www.chamatz.aka.idf
.il

Unauthorized URL Access to 147.237.77.226/ Block 1

192.243.55.135 Dominica 147.237.72.166 aka.idf.il
Unauthorized URL Access to
www.aka.idf.il/main/giyus/general.aspx?catid=59331&docid=64441

Block 1

120.89.50.92 Philippines 147.237.77.176 matpash.idf.il Unauthorized URL Access to www.cogat.idf.il/xmlrpc.php Block 1

66.249.78.236 Israel 147.237.76.42 refuah.idf.il Unauthorized URL Access to 147.237.76.42/robots.txt Block 1

197.38.199.1 Egypt 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/xmlrpc.php Block 1

192.243.55.129 Dominica 147.237.72.166 aka.idf.il
Unauthorized URL Access to
www.aka.idf.il/eitan/pratim/pirteytkufa/?docid=32810

Block 1

107.182.20.202 United States 147.237.77.216 dover.idf.il E-mail collector robots 14 Block 1

66.249.78.18 Israel 147.237.77.233 atal.idf.il Unauthorized URL Access to 147.237.77.233/925-he/atal.aspx Block 1

192.243.55.136 Dominica 147.237.72.166 aka.idf.il
Unauthorized URL Access to
www.aka.idf.il/main/giyus/general.aspx?catid=58624&docid=68486

Block 1

157.55.39.152 United States 147.237.0.34 tikshuv.idf.il Suspicious Response Code Block 1

66.249.78.242 Israel 147.237.76.42 refuah.idf.il Unauthorized URL Access to 147.237.76.42/style/1.he/print.css Block 1

192.243.55.132 Dominica 147.237.72.166 aka.idf.il Multiple Unauthorized URL Access from 192.243.55.132 Block 1

107.182.20.202 United States 147.237.77.216 dover.idf.il eMail Hoarding Block 1

66.249.78.95 Israel 147.237.77.216 dover.idf.il
Unauthorized URL Access to
147.237.77.216/1133-20477-he/dover.aspx

Block 1

192.243.55.137 Dominica 147.237.72.166 aka.idf.il
Unauthorized URL Access to
www.aka.idf.il/console/core/doc_mgr/general.aspx

Block 1

185.25.151.159 Poland 147.237.72.167 ishurim.aka.idf.il Unauthorized URL Access to testp5.mielno.lubin.pl/testproxy.php Block 1

91.207.60.66 Ukraine 147.237.77.74 law.idf.il Unauthorized URL Access to 147.237.77.74/ Block 1

192.243.55.132 Dominica 147.237.72.166 aka.idf.il
Unauthorized URL Access to
www.aka.idf.il/main/giyus/general.aspx?catid=59390&docid=22645

Block 1

108.61.166.139 United States 147.237.77.216 dover.idf.il
URL is Above Root Directory
www.idf.il/../shared/clientscripts/jquery/jquery-1.4.2.min.js

Block 1

66.249.78.159 Israel 147.237.77.216 dover.idf.il
Unauthorized URL Access to
www.idf.il/english/doctrine/doctrine.stm"

Block 1

192.243.55.138 Dominica 147.237.72.166 aka.idf.il
Unauthorized URL Access to
www.aka.idf.il/main/giyus/general.aspx?catid=58564&docid=35728

Block 1
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