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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
204. 42. 253. 2 Lhited Sates 147.237.76. 39 nobi | e.nei tav.idf.il B ock Np Al _Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 31 nakchal .idf.il B ock Np All _Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 34 yohal an.idf.il Bock Np Al Net drop 2
204. 42. 253. 2 Lhited Sates 147.237. 76. 38 eeneitav.idf.il B ock Np Al Net drop 2
204. 42. 253. 2 Lhited Sates 147. 237. 76. 30 hi nush. i df .i | Block Np Al Net drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count
202. 69. 240. 221 Hong Kong 147.237.76.42 |refuah.idf.il |22280. HITP. Joonha Qhject Injection Wil nerability B ock 1
202. 69. 240. 221 Hong Kong 147.237.76.30 |hinush.idf.il [22280: HITP. Jooma Qject Injection Wl nerability B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 78. 206 147.237.72. 166 Lhited Sates akaidf.il ET SCAN NVAP -sA (2) 2
107. 2. 79. 150 147.237.77. 243 Lhited Sates nobi | . i df.il ET SCAN NMVAP -sS wi ndow 3072 1
85. 93. 5. 66 147.237.8. 27 Ger many e.nadi matal .idf.il ET SCAN Potential SSH Scan 1
209. 126. 116. 147 147.237.76. 44 Lhited Sates e.refuah.idf.il ET SCAN Potential SSH Scan 1
201. 232. 25. 160 147. 237.72. 166 Col onbi a aka.idf.il ET SCAN NMVAP -sS wi ndow 3072 1
193. 105. 134. 220 147. 237.77. 234 Sweden hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 106. 92. 137 147.237.77.61 e.cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
107. 2. 79. 150 147.237.77. 243 Lhited Sates nobi | . i df.il ET SCAN NMAP -sS wi ndow 4096 1
89. 248. 172. 110 147. 237.72. 166 Net her | ands aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
222.186.34. 14 147.237.76. 148 Chi na gocent er. aka. i df .i | ET SCAN Potential SSH Scan 1
201. 232. 25. 160 147. 237.72. 166 Col onbi a aka.idf.il ET SCAN NMAP -sS wi ndow 4096 1
188. 6. 142. 254 147. 237. 76. 196 Hungary e.sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
120. 26. 115. 52 147. 237. 76. 200 Chi na eitan aka idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
41.33. 231. 90 Egypt 147. 237. 77. 216 |dover.i df .i | drop SAMrule drop 30
107.167.105. 70 |Uhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 19
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
Sreanming Engine: TCP Invalid i i SSi
79.180.59. 252 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [nonitor 6
208.54.39.130 |lWited Sates [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
195.34.150.18  |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |4
208.54.70.186 |lWited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 182 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
Russi an . Co Streaming Engine: TCP Inval i d |invalid segnent retransmission.
130. 193. 37. 16 Federat i on 147.237.0.34 |tikshuv.idf.il Ret 1 ansni ssi on Packet dr opped. drop 3
213. 8.204. 42 | srael 147. 237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect
208.54.39.130 |[hited Sates [147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 182 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber aert
95.183.53.16  |Saitzerl and 147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 2
enf or cenent
Sreaning Engine: TCP Invalid i i ssi
66.249.65.125 |Uited Sates |147.237. 76. 200 |ei tan. aka i df i 9 =9 Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.
95.183.53.16  |Saitzerl and 147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 2
enf or cenent
95.183.53.16  |itzerland  |147.237.8.24 |elifestyle.idf.il  |Geo-location enforcenent Ceo-| ocati on i nbound drop 2
enf or cenent
Sreaming Engine: TGP Invalid i i ssi
66.249.78.233 |thited Sates |147.237.76.200 [eitan. aka. i df.il 9 =g Invalid segnent retransmssion. 2
Ret ransni ssi on Packet dropped.
141.212.122.64 |Wiited Sates |147.237.8.24 |elifestyleidf.il  |Geo-1ocation enfor cement Ceo-I ocati on i nbound drop 1
enf or cenent
e . Geo- | ocati on i nbound
54.251. 144. 191 |S ngapore 147.237.72. 217 |e.idf.il Geo- | ocati on enf or cenent enf or cenent drop 1
Russi an ; . . Geo- | ocati on i nbound
146. 185. 239. 102 o at i on 147.237.8.28 |e.nobile-ks.idf.il Ceo- 1 ocati on enf or cenent onf or coment drop 1
37.187.114.171 |France 147.237.76. 202 |e. hal ag.i df . Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
141.212.122. 119|wited Sates  |147. 237. 77. 226 “:"IW chanatz. aka. 1df ey af t ack SYN -> SYN-ACK -> RST rej ect 1
95. 183. 53. 16 Sii t zer| and 147.237.8.46 |e.chinuch.idf.il drop First packet isn't SYN drop 1
69. 167.168. 241 |Lhited Sates |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data |nonitor |1
193. 105. 134. 220|Sweden 147.237.72. 167 |i shurimaka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 126|nited Sates |147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.65 |wited Sates [147.237.8.24 |elifestyleiicf.il  |[Geo-1ocation enfor cenent Geo-1 ocati on i nbound drop 1
enf or cenent
195. 154. 146. 225|F ance 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
180.97.106.37  |China 147.237.77. 233 |atal .idf il drop SMrule drop 1
141.212.122. 122|hited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
70.39.186.222 |Satellite Provid{147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
193. 105. 134. 220|Sneden 147.237.72. 217 |e.idf .1 Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
46.121.142.2 I srael 147.237. 72. 166 [aka.i of .i | Bad TCP sequence Inval i d AGK nunber aert 1
141.212.122. 127|Wnited Sates |147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 71 |wited Sates [147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
206.192.168.17 |Lhited States  |147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber aert 1
188.6.142. 254  |Hungary 147.237.76. 196 |e. sviva. i df . il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
141.212.122. 123|United Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
o . Geo- | ocati on i nbound
77.201.201. 147 |France 147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent enf or cement drop 1
193. 105. 134. 220|Sweden 147.237.77. 234 |hal ag.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.121.142.2 I srael 147.237. 72. 166 [aka.i of .i | Bad TCP sequence I'nval i d AGK nunber nonitor |1
141.212.122. 144|Wnited Sates [147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 72 |Wited Sates [147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
95.183.53.16  |Swtzerland  |147.237.8.27 |enmadimatal.idf.il  |Geo-1ocation enfor cement Geo-I ocat i on i nbound dr op 1
enf or cenent
206.192.168.17 |Lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |1
68.0.149. 75 Lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d AGK nunber aert 1
193. 105. 134. 220|Sweden 147.237.72. 156 |anan.i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.19. 85. 34 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |1
141.212.122. 124|Wnited Sates  |147.237.0.200 [nu.idf.il Geo- | ocati on enf or cenent Ceo-I ocati on i nbound drop 1

enf or cenent
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|Top Attackers In V\AF|

Attacker Address

A tacker

Sgnature

Devi ce

‘Target Address |Site

‘Count

Country Action
109. 253. 204. 87 |l srael 147.237.0.19 |madimatal .idf.il Too Many of the Sane Response Code (404) in Session from Bl ock 211
109. 253. 204. 87
109. 253. 204. 87 |l srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code Bl ock 114
109. 253. 204. 87 |Israel 147.237.0.19 |nadi matal .idf.il Too Many of the Sane Response Code (403) in Session from Bl ock 54
109. 253. 204. 87
Unknown Par anet er
149.78.238.91 |Israel 147.237.72. 166 [aka. i df . i | ct100%$ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaPrint in None 1
ww aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
m ny- kosher - kravi . i i i
66.249.78.94  |Israel 147.237.0.17 ny llegal Paraneter Encoding rnd in . None 1
df.il mny-kosher - kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
197.38.199. 1 Egypt 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to waw idf.il/xmrpc. php B ock 1
Unaut hori zed URL Access to
54.172.96.232 |thited Sates [147.237.76.86 [navy.idf.il W navy. i df . i |/ wepdwul | t exnt menj uznj r kzl 2ou/ yuy3t r plot vhxeon Bl ock 1
i aski t
. . Unaut hori zed URL Access to
176. 9. 58. 227 Ger many 147.237.76.42 |refuah.idf.il refua. atal i df.i1/shared usercontrol s/ header upper/ B ock 1
m ny- kosher - kravi . i , _
66. 249. 78. 94 | srael 147.237.0. 17 df il Mitiple Illegal Paraneter Encoding from66.249. 78. 94 None 1
208.115.113.89 [Lnited Sates [147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to nakhal .idf.il/page. asp Bl ock
66.249. 64. 233 [Israel 147.237.77.216|dover . i df . i | Lhaut hori zed URL Access to v idf.il/error. htm Bl ock
178. 49. 154. 149 RJSIS;;ni o 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df . i|/894-he/ chi nuch. aspx  |Bl ock 1
] . - Paraneter Type M ol ati on PageNumin
68.180.230. 224 [Wited Sates |[147.237.76.31 |nakchal .idf.il vw nakhal .1 df i 1/ 1117- he/ nakhal . aspx B ock 1
. m ny- kosher - kravi . i _ . .
110. 249. 142. 199|Chi na 147.237.0. 17 df il Unaut hori zed URL Access to 147.237.0.17/ mai n. action B ock 1
. . . Unknown Par anet er sear chText in
66.249.65. 125  Israel 147.237.76. 200 (ei tan. aka. i df . i | voww i tan. aka i df i1/ 1012- en/ e t an. aspx None 1
192. 243. 55. 133 |Doni ni ca 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to waw aka. i df.il/giyus/kadatz B ock 1
88.73.10. 48 Ger many 147.237.77. 216 |dover.idf .i | Unaut hori zed URL Access to www i df.il/hebrew an Bl ock
. . . Unaut hori zed URL Access to
40.77.167.27  |Wited Sates [147.237.76.86 |navy.idf.il v navy. | df i |/ 1132- 8613- he/ navy. aspx. aspx Bl ock 1
110. 249. 142. 199|Chi na 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to 147.237.77. 216/ mai n. action B ock 1
66.249.65. 174 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1403-he/ atal . aspx  |B ock 1
197.38.199. 1 Egypt 147.237.77.216|dover. i df .i | PHP Attenpt B ock 1
54.172.96.232 |lnited Sates [147.237.76.86 [navy.idf.il Ml tipl e Unaut hori zed URL Access from 54.172. 96. 232 B ock 1
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