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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Site

Signature

Device Action

Count

77.221.28.107 Bosni a and Her zegovi na 147.237.76. 198 e.yohal an.idf.il Bl ock_UWp Al _Nets drop 1
179. 105. 41. 95 Brazil 147.237.76. 199 e. nakchal .idf.il B ock_Udp Al _Nets dr op 1
192. 223.27. 11 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il Bock Np Al Net drop 1
77.221.28.107 Bosni a and Her zegovi na 147.237.76. 199 e. nakchal .idf.il B ock Udp Al Nets drop 1
179. 105. 41. 95 Brazil 147.237.76. 200 eitan. aka.idf.il B ock Wp Al Nets drop 1
77.221.28.107 Bosni a and Her zegovi na 147. 237. 76. 196 e.sviva.idf.il B ock_UWp Al _Nets drop 1
179. 105. 41. 95 Brazil 147.237.76. 197 e. hinush.idf.il Bl ock_UWp Al _Nets drop 1
179. 105. 41. 95 Brazil 147.237.76. 201 e atal.idf.il B ock_Udp Al _Nets dr op 1
77.221.28. 107 Bosni a and Her zegovi na 147.237.76. 197 e hinush.idf.il B ock Udp Al Nets drop 1
179. 105. 41. 95 Brazil 147.237.76. 198 e.yohal an.idf.il B ock_Udp Al Nets drop 1
179. 105. 41. 95 Brazil 147.237.76. 202 e halag.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature Devi ce Action |Oount |
202. 69. 240.221 |Hong Kong 147.237.76.147 |chinuch. aka.idf.il [22280: HITP. Jooma Qbject Injection Wi nerability B ock 1
202.69.240.221 |Hong Kong 147.237.77.74 lawidf.il 22280: HITP. Joonha (bj ect |njection Vil nerability B ock 1
52.1.90. 117 Lhited Sates 147.237.77.216 |dover.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
188. 165. 15. 60 France 147.237.72.167 |ishurimaka.idf.il |28 HITP.  AnrefBot craw er B ock 1
202.69.240.221 |Hong Kong 147.237.0.15 kosher-kravi .idf.il [22280: HITP. Jooma Qoject Injection Wil nerability B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 8
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
104. 128. 144. 131|147. 237. 77. 74 |Canada lawidf.il ET SCAN NVAP -f -sS 1
87.154.134. 212 |147.237.76.38 |Ger nany eeneitav.idf.il |ET SCAN NVAP -sS w ndow 1024 1
. . . |ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
71.122.164.179 |147.237.8.27 Lhited Sates e.nadi matal .idf.il . 1
Potential Scan or Brute Force
188. 6. 142. 254  |147. 237. 76. 148 |Hungar y gqcenter.aka. i df.il [ET SCAN NVAP -sS w ndow 1024 1
. . .. |ET SCAN Behavi oral ULhusual Iy fast inbound Tel net Gonnecti ons,
114. 35.204. 196 |147.237.0.19 |Taiwan nadi matal .idf.il . 1
Potential Scan or Brute Force
104. 128. 144. 131|147. 237. 77. 74 |[Canada lawidf.il ET SCAN NVAP -sS wi ndow 2048 1
93.104.213.84 |147.237.72.14 |Ger nany dover.idf.il(od) |ET SCAN NVAP -sS w ndow 1024 1
82.117. 208. 243 |147.237.77. 235 sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
46. 45. 137. 67 147.237.76.39 [Turkey nobi | e. nei tav. i df.i [ET SCAN NMAP -sS wi ndow 1024 1
i ET SCAN Behavi oral Uusual |y fast i nbound Tel net Gonnecti ons,
121.165.121. 35 |147.237.76.31 |FO"& RePUDIIC ) hal i il ) y 1
of Potential Scan or Brute Force
104. 128. 144. 131|147. 237. 77. 178 |Canada enatpash.idf.il |[ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
54.244.22.103 |United Sates|147.237.0.34 |tikshuv.idf.il dr op First packet isn't SWN drop 74
109. 253. 220. 2221 srael 147.237.77. 243 |nubi 1 e.i df .i Streamng Engi ne: TCP Inval id invalid segnent retransnission. Packet | o 24
Ret r ansn ssi on dr opped.
176.13.4.160  |Israel 147. 237. 77. 216 |dover. i df . Streaning Engi ne: TCP Invalid finvalid segnent retransnission. Packet drop 18
Ret r ansni ssi on dr opped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 12
188.6.142. 254 |Hungary 147.237.76. 42 |refuah.idf.il Streamng Engi ne: TP TCP segnent out of maxi mmalloved |, 9
Segnent Limt Enf or cenent sequence. Packet dropped.
46. 19. 85. 18 I sr ael 147.237.72. 167 [ishurimaka.icf.il |Bad TCP sequence Inval i d ACK nunber nonitor |8
54.244.22.103 |lhited Sates|147.237.77.233|atal .idf.il dr op First packet isn't SYN drop 8
41.33.231. 90 Egypt 147. 237.77. 216 |dover.i of .i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data monitor |8
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |5
195. 34.150.18 |Austria 147.237. 77. 216 |dover.i df .il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data nonitor |4
66.249. 78,233 |nited Sares|147. 237. 76 200 |eitan akaich i1 | Cam NG Engine: QP Inval id finvalid segnent retransmission. Packet |y 4
Ret r ansni ssi on dr opped.
40.77.167.20  |Wited Sates|147. 237.77. 243 |nobil e i of .1 Streaming Engi ne: TCP Inval id finvalid segnent retransmssion. Packet drop 3
Ret r ansni ssi on dr opped.
62.219. 154. 246 |l srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
79.176.5.184  |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid Jinvalid segnent retransnission. Packet drop 3
Ret ransni ssi on dropped.
79.181.133. 223 |Israel 147. 237.72. 166 |aka. i df .| Sireaning Engi ne: TCP [nval 1d |ivalid segnent retransrassion. Racket | 3
Ret r ansn ssi on dr opped.
188. 120. 159. 40 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid Jinvalid segnent retransnission. Packet drop 3
Ret ransni ssi on dr opped.
66.249.78.230 |Wited Sates|147. 237. 77. 243 |nobi 1 e.i of .1 Streamng Engine: TCP Invalid invalid segnent retransnission. Packet drop 3
Ret r ansn ssi on dr opped.
37.26.148.185 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid Jinvalid segnent retransnission. Packet drop 3
Ret ransni ssi on dr opped.
66. 24, 78.245 |United Sates|147. 237, 76. 200 |eitan. aka iof. i1 |2 €M NG Engine: TCP Inval id invalid segnent retransnission. Packet drop 2
Ret r ansn ssi on dr opped.
46. 19. 85. 217 I 'srael 147.237.77.74 |[lawidf.il Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 65 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert
66.249.65.85  |United Sares|147. 237. 76200 |eitan aka ich il | cam NG Engine: QP Inval id finvalid segnent retransmission. Packet |y 2
Ret r ansni ssi on dr opped.
46. 19. 85. 65 I 'srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Invalid ACK nunber monitor |2
50. 50. 50. 254 Lhited Sates|147. 237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
46.19. 85. 161 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |2
147. 235. 8. 63 I sr ael 147. 237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
141.212. 122. 146|Uhited Sates|147. 237. 76. 202 |e. hal ag.i df .i | Geo-| ocat i on enf or cenent Geo- 1 ocation i nbound enf or cenent drop 1
221.199. 217. 173|Australia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.122.73 |whited Sates|147. 237. 76. 177 ncore. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
188. 6. 142. 254  |Hungary 147.237.76. 44 |e.refuah.idf.il Geo-| ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 1
104. 128. 144. 131|Canada 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
176. 228. 144. 37 |[Israel 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122. 150|thited Sates|147.237.0.15  |kosher-kravi.idf.il|SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 119|lhited Sates|147.237.76. 34 |yohal an.idf.il drop drop 1
41.234.116.195 |Egypt 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 1
141.212.122.66 |lhited Sates|147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
188. 6. 142. 254  [Hungary 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
147.235.8.63 |l srael 147. 237.72. 166 |aka. i f . Bad TCP sequence mﬁsg‘;j;ansn“ wth different moni tor |1
141.212. 122, 146|nited Sates|147. 237. 77. 235 [sviva.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.74 |wnited Sates|147.237.0.34  |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
188. 6. 142. 254  |Hungary 147.237.76. 148 |gocent er. aka. i df . i | |dr op drop 1
109. 253. 132. 214 |l srael 147.237.0.15 |kosher-kravi.idf.il|Bad TCP sequence Invalid ACK nunber alert 1
180. 97.106. 36  |Chi na 147.237.76.39 [nwbil e. neitav.idf.i|dr op SAMrul e drop 1
141.212.122. 151 |thited Sates|147.237.0.15  |kosher-kravi.idf.il|SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 217 I sr ael 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122. 125|Uhited Sates|147. 237.76. 201 |e.atal .idf.il Geo- 1 ocati on enf or cenent Geo-| ocat i on i nbound enf or cenent drop 1
203. 73. 250. 221 [Tai vian 147. 237. 72. 156 |anan. i df .i Header Rej ection :‘ﬁ:;tre] ection pattern found in moni tor |1
42.62.74.70 Chi na 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop
141.212.122.66 |lhited Sates|147. 237. 77. 234 |hal ag.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry ‘Target Address |Site S gnature Action ‘Count

84.228.41.97 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
212.116. 164. 20 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 2
66.249. 78. 121 |[lsrael 147.237.76. 147 |chi nuch. aka. i df . i | |Wauthorized URL Access to chinuch. aka.idf.il/404. htm B ock 2
176.13. 20. 125 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
46.117.84.21 |Israel 147.237.77.233|atal .idf.il Paraneter Type Mol ation searchText in wwatal .idf.il/1511-he/atal . aspx |B ock 2
109. 67. 128. 54 |Israel 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77.234/ i mages/ shared/ bul l et 1. gi f  [Bl ock 1
66.249.78. 45 I'srael 147.237.77. 226 mfhan&t 7 akad mmmx?uuttzggrrr;atzze.daklf; d?f?‘laﬁetngl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !

Illegal HITP \ersion the green fields outside. Vétch the goats chew ng

the grass. Wat is the neaning of life? Lifeisn't about getting to the end
188. 6. 142. 254 |Hungary 147.237.76.42 |refuah.idf.il Gats know this. You shoul d know too. Gats are wise. Goats are cute. (Bl ock 1

Listen to themt This is the nessage. Love goats, |ove the Internet! o8Y??

Kecske. HITP/ 1.0
79. 183. 198. 251 |l srael 147.237.77.216|dover. i df . i | Mil tipl e Wnaut hori zed URL Access from 79. 183. 198. 251 B ock 1
54, 251. 144. 191 |S ngapor e 147.237.77. 170 |n@ar achot . i df . i | Unaut hori zed URL Access to / B ock
146. 185. 234. 48 RF;:::I”I o |147-237.76.42 [refuah.idf.il \;Pjrwa'rgi;z‘:\f d(]f'_"?tl' /oggieﬁ;/c:‘;e;(;{ gspx Bock |1
40.77.167.51 |lhited Sates |147.237.76.31 |nakchal .idf.il Unaut hor i zed URL Access to 147.237.76. 31/ B ock 1
188. 6. 142. 254 |Hungary 147.237.76.42 |refuah.idf.il Mal formed URL towar ds B ock 1
79. 183. 198. 251 |I srael 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to waw i df.il/images/ shared/ nenust rech. png" |Bl ock 1
66.249.65.82 |lIsrael 147.237.76.200(ei tan. aka. i df . i | Uhaut hori zed URL Access to eitan. aka.idf.il/tenpl ates/links/links.aspx  |B ock 1
157.55.39.138 |lhited States [147.237.72.166 |aka. i df .i | mu;gr:gfdl |L2_a§rf:re/sfsort:s/ downl oad o m asp Bock |1
66.249. 78. 159 |l srael 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to waw idf.il/error. htm Bl ock 1
40.77.167.94 |hited Sates |147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to waw tikshuv.idf.il/site/links. aspx B ock 1
203. 73. 250. 221 |Tai wan 147.237.72. 156 |aman. i df . i | Enail collector robots 14 B ock 1
83. 130. 108. 242 |I srael 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to v idf.il/https:/wawidf.il/ Bl ock 1
66. 249. 66. 132 |l srael 147.237.72. 156 |anman. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/robots. txt B ock 1
66.249.78. 177 |lIsrael 147.237.76.200(ei tan. aka. i df . i | Unknown Parangter lang in v eitan. aka. idf.il/938-en/ eitan. aspx None 1
203. 73. 250. 221 |Tai wan 147.237.72. 156 [anan. i df . i | eMii | Hoar di ng Bl ock 1
66.249.78. 4 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1235- he/ at al . aspx B ock 1
188. 6. 142. 254 |Hungary 147.237.76. 42 |refuah.idf.il Abnormal |y Long Request request version B ock 1
68.180. 228. 112 |Lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed LRL Access to www i df .il/dover/site/ nai npage. asp Bl ock 1
54, 251. 144. 191 |S ngapor e 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to / B ock 1
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