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202. 69. 240. 221 Hong Kong 147.237.0. 34 tikshuv.idf.il |22280: HITP. Jooma Qbject Injection Wil nerability B ock 1
202. 69. 240. 221 Hong Kong 147. 237.76. 86 navy.idf.il 22280: HITP. Joonmha (bj ect |njection Vil nerability B ock 1
202. 69. 240. 221 Hong Kong 147.237.77.176  |mat pash.idf.il |22280: HITP. Joonha @bject Injection Wil nerability B ock 1
198. 20. 99. 130 Net her | ands 147.237.77.61 e.cogat.idf.il [13840: TLS QpenSSL Heartbeat Packet B ock 1
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41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il |Tehila - Perl LWP with fake user agent 10
80, 246. 130, 233|147 237 77 233 |1 1 ael atal idh il ET DC5 Large anmount of TCP ZeroWndow - Possible Nkiller2 DDos 4
attack
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il [Tehila - Perl LW with fake user agent 4
61.240. 144. 64 [147.237.76.42 |China refuah.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
114.112.90. 54 |147.237.77. 216 |Chi na dover.idf.il |ET SCAN NMAP -sS w ndow 1024 1
79.204.183.185 |147.237.76.34 |Ger many yohal an.idf.il [ET SCAN NVAP -sS w ndow 1024 1
209. 126. 116. 147|147. 237. 76. 197 |Lited Sates e himush.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
114.112.90. 54 |147.237. 77. 233 |Chi na atal .idf.il ET SCAN NVAP -sS w ndow 1024 1
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94.159. 154. 240 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence S retransmt with different monitor  [204
w ndow scal e

46. 19. 85. 18 I srael 147.237.72. 167 |i shuri maka. i of . i | Bad TCP sequence Inval i d ACK nunber nonitor |64

176.13.9. 244 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 34
Sreaning Engine: TCP Invalid i i ssi

79.183. 191. 220 |i srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. | 21
Ret r ansni ssi on Packet dropped.

196. 217. 42. 135 |Mor occo 147.237.77. 216 |dover.idf.il dr op drop 14

reamn ine: TCP Invali i i ssi

109. 66. 184.54 I srael 147. 237. 76. 200 |ei tan. aka. i df . i | Streaning Engine: TCP Inval id invalid segrent retransmssion. |, op 12
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

185.3.147.189 | srael 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dr opped.

212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 9

46. 19. 85. 190 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACGK nunber moni tor |9

41.33.231.90 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 9

91.200.12.7 Lkr ai ne 147.237.77. 216 |dover.idf.il dr op SAMrule drop 8

80. 246. 130. 233 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACGK nunber moni tor |6

94. 159. 154. 240 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 5

46. 19. 85. 109 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber nonitor |5

80. 246. 130. 233 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber aert 5

94. 159. 154. 240 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |5

84.94.74.88 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber monitor |5

41. 33. 232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5

46. 19. 85. 109 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 5
Sreamng Engine: TCP Invalid i i ssi

66.249.78.239  |Wited Sates [147. 237. 76. 200 [ei tan. aka i df .i 9 =g Invalid segnent retransmssion. . 4
Ret r ansni ssi on Packet dropped.
o SYN+ACK retransmt with .
62.114.153.70  |Egypt 147.237.77. 216 |dover. i df .i | Bad TCP sequence different i ndow scal moni tor |4
91. 200. 12. 7 krai ne 147.237.77.74 |(lawidf.il dr op SAMrul e drop 4
195. 34.150. 18  |Austria 147.237.77. 216 |dover. i df . i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |4
91. 200. 12. 7 Wkrai ne 147.237.77.176 [nat pash.idf . il dr op SAMrul e drop 4
5.22.129. 241 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreanming Engine: TCP Invalid i i ssi

79.179.22.31  |israel 147.237.72. 166 |aka. i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dropped.

62.114.153.70 |Egypt 147. 237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaning Engine: TCP Invalid i i ssi

109.66.26.12  |Israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

84.228.108. 212 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

80. 246. 136. 212 |I srael 147. 237.77. 243 |mwbi le. i f . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.

185.3.147.189 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreamng Engine: TCP Invalid i i ssi

79.183.112.11 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.

62.114.153. 70  |Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
Sreanming Engine: TCP Invalid i i ssi

217.132.69. 252 | srael 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.

176.241.251.4 |Fance 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TGP Invalid i i ssi

2.54. 28. 63 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

79.177.137. 189 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.

62.114.153.70 |Egypt 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 3

79.179.144.75 |Israel 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2

84.94.74.88 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert 2

46. 19. 85. 89 | srael 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
Sreamng Engine: TCP Invalid i i ssi

66.249.78.233  |Uited Sates [147. 237. 76. 200 [ei tan. aka i f .i 9 =g Invalid segnent retransmssion. 2
Ret r ansni ssi on Packet dr opped.

84.111.184. 187 |lsrael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2

109. 253. 194. 69 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence Invalid ACK nunber noni t or

. . . SYNtAXK retransmt with .

189. 100.51. 179 |Bazil 147.237.72. 166 |aka.idf.il Bad TCP sequence di fferent i ndow scal noni t or 1

54.251.144. 191 |Sngapore  |147.237.77.226 "f"l"“ha”atz' aka. df |y At ack SYN -> SYN-ACK -> RST rej ect 1

184.75.93.170 |wnited Sates |147. 237. 77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber aert 1

41.234.116. 195 |Egypt 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1

80. 246. 133. 214 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1

141.212. 122, 153|hited Sates |147.237.0.33  [idf.il drop drop 1
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79.182.8.110 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 46
109. 253. 193. 224 /1 sr ael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
197.38.208.49 |Egypt 147.237.77. 176 |mat pash. i df . i | PHP Att enpt B ock 3
197.38.208.49 |Egypt 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to v cogat . idf.il/xmrpc. php Bl ock 3
79.180. 24. 251 |Israel 147.237.77.74 |lawidf.il PHP At t enpt B ock 2
212.116.164.20 |[Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock 2
79.180. 200. 166 [l srael 147.237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to waw chi nuch. aka. i df . il/404. ht m B ock 2
. . . Unknown Par aneter searchText in
66.249.78.239 |Israel 147.237.76.200|ei tan. aka. i df . il eitan, aka.idf i1/ 1013 en/ ei t an aspx None 1
www. chamat z. aka. i d .
54.251. 144. 191 |S ngapore 147.237.77. 226 £l Uhaut hori zed URL Access to / B ock 1
157.55.39.176 |lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.il/anan B ock 1
. - Unaut hori zed URL Access to
109. 253. 129. 115(I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f Bl ock 1
71.177.165.191 |lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed UR. Access to ww i df . i|/894-en/idf gdover. aspx B ock 1
. - Unaut hori zed URL Access to
66. 249. 69. 24 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. storagel {1 | es/ 6/ 2306. | pg B ock 1
149. 88. 45. 70 | srael 147.237.72. 166 |aka. i df . i | Ut raceabl e SSL Sessi ons: Cpen Mde None 1
37.26.146.171 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
79.180.24.251 |[Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to ww nag. i df.il/xmrpc. php B ock 1
66.249.78.239 |[lIsrael 147.237.76.200|ei tan. aka. i df . i | Lhknown Paraneter searchText in eitan. aka.idf.il/982-en/ eitan. aspx [None 1
m ny- kosher - kravi . i
60.214.152. 78 |Chi na 147.237.0. 17 of niyl Uhaut hori zed URL Access to 147.237.0. 17/ regi ster. do B ock 1
- . . Unaut hori zed URL Access to
192.243.55. 138 |Dom ni ca 147.237.72.166 |aka. i df . i | waw aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=58560&Joci d=44878 Bl ock !
79.180. 24. 251 |Israel 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 1
. - . Unknown Par anet er searchText in
66.249.78.233 |l srael 147.237.76.200(ei tan. aka. i df . i | citan, aka. i df i1/ 1086-en/ e t an. aspx None 1
37.187.114.171 |France 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed UR. Access to /irj/portal B ock 1
_ www. chanmat z. aka. i d , o
157. 55. 39. 33 Lhited Sates |147.237.77.226 £l Unaut hori zed URL Access to waw chanat z. aka. i df . i1/404. aspx B ock 1
. . Unaut hori zed URL Access to
66.249. 78.242 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_st or agel f | es/ 5/ 3385. | pg B ock 1
60.214.152.78 [China 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to 147.237.77. 216/ regi ster. do B ock 1
146. 185. 234. 48 RJSS::t”ion 147.237.76.42 |refuah.idf.il Mil ti pl e Unaut hori zed URL Access from 146. 185. 234. 48 B ock 1
79.180. 24. 251 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/xnrpc. php B ock 1
. - Unaut hori zed URL Access to
66.249.78.236 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel {1 | es/ 7/ 2277, | pg B ock 1
Unknown Par anet er
46.121.65.148 [l srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 13%ct | 01%ct | 03$chl Ques |None 1
tion$l4 in aka.idf.il/nai n/ g yus/ questi onnaire. aspx
] - . Unknown Paraneter pageNumin
157. 55. 39. 96 Lhited Sates |[147.237.72.166aka.idf.il ww aka. i o i 1/ pat zar/ Kl al i def aul t. asp None 1
68.180. 228. 112 [Lhited Sates |147.237.77. 216 |dover. i df . i Paraneter Type Mol ation PageNimin Bock |1
wawy i df . i | /1153-he/ dover . aspx
m ny- kosher - kravi . i ' i
66.249. 64, 143 I srael 147.237.0.17 ny llegal Peraneter Encoding rnd in . None 1
df.il mny-kosher - kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
Russi an . . Parameter Type M ol ati on searchText in
146. 185. 234. 48 eration 147.237.76.42 |refuah.idf.il voww ref ua. at al i o . i 1/ 994 hel ref uah, aspx B ock 1
Unknown Par anet er
2.54.2.166 I srael 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaBack in None 1
ww aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
79.180.24.251 |[israel 147.237.77.74 [lawidf.il Ml tipl e Unaut horized URL Access from 79. 180. 24. 251 B ock 1
66.249.78.239 |l srael 147.237.76.200|ei tan. aka. i df . i | Uhaut hori zed URL Access to eitan. aka.idf.il/89%-en B ock 1
46.152.174.65 [Saudi Arabia  |147.237.77.216|dover.idf . il Dstributed Unaut horized LRL Access on v i df.il/anan B ock 1
157.55.39. 152 |Uited Sates [147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to ww ti kshuv.idf.il/tenpl ates/general/ |B ock 1
94.159. 154. 240 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl el shared/reset. css |B ock 1
68.180.228.112 [lhited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df . i|/894-en/i df gdover. aspx B ock 1
] . . Lhaut hori zed URL Access to aka.idf.il/portal mlui nitenpl ates/ xce
208.115.111.73 |lhited Sates [147.237.72.166 |aka. i df.il xx¥ 3ox XY xex! xEXTHXTHXT XixPxTHx'x" X Bl ock 1
66.249.65. 174 |l srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
Russi an Unaut hori zed URL Access to
146. 185. 234. 48 . 147.237.76.42 |refuah.idf.il ww ref ua. atal . idf.il/tenplates/ news/ news. i n. aspx/t enpl at es/ sendt o [Bl ock 1
Federation ) .
fri end/ sendt of ri end. aspx
5.29.102. 18 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
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