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|Top Attackers | n DDoS- Def ence |

02-05-2016-00:04:06 to 02-05-2016-01:04:06

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
82. 145. 217. 212 Eur ope 147.237. 76. 147 chi nuch. aka.idf.il ock I p Wb _In drop 7
115. 239. 228. 10 Chi na 147.237.76. 39 nobi | e.neitav.idf.il |JLMPurple Con Limt Htp dr op 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack forward 2
115. 239. 228. 10 Chi na 147.237.76. 39 nobi | e.neitav.idf.il |JLM Under Attack Con Htp drop 2
181. 211. 35. 102 Ecuador 147. 237. 76. 202 e halag.idf.il ock Wdp Al _Nets drop 1
27.113. 227. 47 Japan 147.237.76.176 test.ncore.idf.il ock Wdp Al _Nets drop 1
146. 185. 239. 100 Russi an Federation 147.237. 76. 147 chinuch. aka.idf.il bl ock-sp-traf 1 dr op 1




02-05-2016-00:04:06 to 02-05-2016-01:04:06

|Top Attackers In IPS|

At tacker At acker Tar get

’Site Sgnature

Country Addr ess

m ny-kosher - kravi . i df .i [13076: HITP: Apache Struts 2 GG\L Conmand Injection

27.154. 224. 210 |Chi na 147.237.0. 17 | Wl nerabi ity

Bl ock 1




02-05-2016-00:04:06 to 02-05-2016-01:04:06

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 66. 23 147.237.72. 156 |Lhited Sates |aman.idf.il ET SCAN NVAP -sA (2) 2
209. 126. 116. 147|147. 237. 72. 167 |Whited Sates [ishurimaka.idf.il|ET SCAN Potential SSH Scan 1
L ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkil | er2 DDos
176.13. 0. 133 147.237.77. 233 [ srael atal.idf.il 1
attack
, _ . |ET SCAN Behavi oral Unhusual |y fast inbound Tel net Gonnecti ons,
118. 253.83. 175 |147.237.8.28 |China e.nobil e-ks.idf.il . 1
Potential Scan or Brute Force
109. 235. 254, 181|147. 237. 72. 217 |Tur key eidf.il ET SCAN NVAP -sS wi ndow 3072 1
202.171.181. 44 |(147.237.76.86 |Australia navy. i df il ET SCAN NMAP -sS wi ndow 1024 1
193. 105. 134. 220|147. 237.77. 19 |Sweden lawforumidf.il |[ET SCAN NVAP -sS w ndow 1024 1
165. 215. 209. 15 |147.237.77.216 |Lhited Sates |[dover.idf.il Tehila - Perl LWP wth fake user agent 1
109. 235. 254. 181|147. 237. 72. 217 |Turkey eidf.il ET SCAN NVAP -sS wi ndow 4096 1




02-05-2016-00:04:06 to 02-05-2016-01:04:06

|Top Attackers In FW |

Attacker Address |Attacker ountry|Target Address |Ste Signature /?i'. (;i
149. 154. 240. 211|Bel gi um 147.237. 77. 176 |nat pash. i df . i | drop First packet isn't SWN drop 101
Sreamng Engine: TCP Invalid i i ssi
87.68.153. 111 | srael 147. 237.77. 243 |nubi | e.i df .i 9 =g Invalid segnent retransmssion. |, 51
Ret r ansni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
; . . SYNretransmt wth different .
100. 15. 110. 207 |Uhited Sates 147.237.72. 166 |aka.i df .i | Bad TCP sequence i ndow scal monitor |22
Syrian Arab s .
178.52.195. 221 Republ i ¢ 147.237.77. 176 |matpash.i df .i | Bad TCP sequence Invalid ACK nunber aert 20
Syrian Arab S . .
178.52.195. 221 Republ i ¢ 147.237.77. 176 |nat pash. i df . | Bad TCP sequence Invalid ACK nunber monitor |20
84.111.84.196 |l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber nonitor |16
172.56.17.119 |Uhited Sates 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
Sreamng Engine: TCP Invalid i i ssi
5.22.131.104  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
reamng BEngine: TCP Invali i i ssi
5.102. 254.253  |Israel 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Inval i dfinvalid segnent retransnissi on, drop 9
Ret ransm ssi on Packet dropped.
84.111.84.196 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 9
176.13.0.133  [Israel 147.237.77. 233 |atal i df i Bad TCP sequence SWretransmt wth different ., |g
w ndow scal e
212.143.142.56 |l srael 147.237.77. 216 |dover.idf .i 1 drop First packet isn't SW drop 7
176.13.0. 133 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber nonitor |7
79. 180. 242. 108 |l srael 147.237. 72. 156 |anan.i df . i | Bad TCP sequence monitor |7
Li byan Arab . . -
41.254. 8. 199 3 iriya 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
176.13.0. 133 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence Invalid ACK nunber alert 6
reamn ine: TCP Invali i i Ssi
212.179. 213. 67 |Israel 147.237.77. 243 |robi le. i f . | Streamng Engi ne: TCP alid|invalid segnent retransnissi on, drop 6
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
66.249.69. 122 |Wited Sates  |147.237.77.234|halag.idf. il 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
reamn ine: TCP Invali i i Ssi
37.26.146.254 | srael 147.237.77. 243 |nobi l e i df .1 Streaning Engi ne: TCP Invalid|invalid segrent retransnission. | 6
Ret r ansmi ssi on Packet dropped.
149.78.154.69 |l srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber noni t or
84. 109. 200. 228 |l srael 147.237.76.31 |nakchal .idf.il Bl ock HTTP Non Conpli ant Fai | ed to handl e connection data |noni t or
Sreaming Engine: TCP Invalid i i ssi
45.73.117. 61 147. 237. 77. 216 |dover. i of . i1 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
196. 217. 42. 135 |Mor occo 147.237.77. 216 |dover.idf.il dr op drop
41. 33.232. 66 Egypt 147. 237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [noni tor
46.19. 85. 6 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi
66. 249. 69. 8 Wited Qates  |147.237.77. 234 |halag.idf il 9 =g Invalid segnent retransmssion. . 4
Ret ransm ssi on Packet dropped.
109. 253. 137. 208|I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber nonitor |4
5.22.131. 43 I'st ael 147.237.77. 226 [ " chanat z. aka. 1df 1pad TOP sequence Inval i d ACK nunber monitor  [4
195.34.150. 18 |Austria 147.237.77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data |monitor |4
Sreamng Engine: TCP Invalid i i ssi
109.66.17.24  |israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
77.127.235.178 |Israel 147. 237.77. 243 |nobile. i f .| Streaning Engine: TCP al i dfinvalid segnent retransnissi on drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13. 4. 17 I srael 147. 237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
2.52. 40. 210 I'srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.178.166.55 |Israel 147. 237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
109.67.36.86  |Israel 147.237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. | . 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.177.5.191  |israel 147. 237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
185.3.146.193 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
46.121.105. 227 |israel 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreanming Engine: TCP Invalid i i ssi
79.183.143.32 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i sSi
2.54.166.223  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.178.237.28 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i sSi
66.249.78.146 |lited Sates  |147.237.72. 166 |aka idf. il g =g Invalid segnent retransmssion. | . 3
Ret r ansmi ssi on Packet dropped.
109. 253. 137. 208|I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber alert 3
Sreaning Engine: TQP Invalid i i ssi
149.78.254.79 | srael 147. 237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | . 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
37.26.146.189 |l srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
5.22.130. 246 | srael 147.237.72. 167 |i shurimaka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaming Engine: TCP Invalid i i ssi
79. 180. 224. 163 i srael 147. 237.72. 166 |aka.i df .1 9 59 Invalid segment retransmssion. 3

Ret r ansm ssi on

Packet dropped.




02-05-2016-00:04:06 to 02-05-2016-01:04:06

Attacker Address |Attacker Gountry|Target Address

109. 253. 212. 173|l srael

147.237.72. 166

dte

aka.idf.il

Signature

Sreamng Engi ne: TCP Inval i d|invalid segnent retransnission.

Ret r ansm ssi on

Packet dropped.

79.178.114. 166 |lsrael

147. 237. 72. 166

aka.idf.il

Streamng Engi ne: TCP Inval i d|invalid segnent retransnission.

Ret r ansm ssi on

Packet dropped.




02-05-2016-00:04:06 to 02-05-2016-01:04:06

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.16. 33 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 11
84.109. 200. 228 |l srael 147.237.76.31 |nakchal .idf.il |Mitiple Wauthorized URL Access from 84.109. 200. 228 B ock 6
84.109. 200. 228 |l srael 147.237.76.31 |nakchal .idf.il |Wauthorized HTTP Mt hod B ock 5
198.46.121.97 |Uited Sates |147.237.77.216|dover.idf . il Mil tipl e Uhaut horized URL Access from 198. 46. 121. 97 Bl ock 3
84.111.184. 187 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 2
Unknown Par arret er
84.109.234.45 |lIsrael 147.237.72.166|aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP acekbl der $ct | 13%ct | 01$ct | 03%chl Quest i on$42 [None 1
inaka idf.il/main/giyus/questionnaire. aspx
’ . . Unhaut hori zed URL Access to
68.180. 230. 29  [Uhited Sates |147.237.77. 176 |nat paSh' idf.il wan cogat . i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
198. 27. 66. 66 Canada 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to 147.237.77. 74/ si p_storagel fil es/ 8/ 888. pdf B ock
2.54.159. 21 I srael 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None
. . NULL Character in Method [[#23]1[[#3]]1[[#3]]1[[#0]] (nSA AtKA2@A»i A€
185. 120. 126. 82 147.237.77.216|dover.idf .l AS] [ #22] ] 2 Aeo AfAcA? B ock 1
93. 160. 60. 22 Denmar k 147.237.77.216|dover.idf .il Ml tipl e Unaut horized URL Access from 93.160. 60. 22 B ock
84.108. 187. 127 |Israel 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Gonnection - Uhknown SSL Sessi on None
- . . Unaut hori zed URL Access to
192.243.55. 135 |Dom ni ca 147.237.72.166 [aka. i df . i | ww aka. i df.il/eitan/ pratinpirteyerua/ ?doci d=37400 Bl ock !
. . Unaut hori zed URL Access to
66. 249. 78. 89 I srael 147.237.77.74 |lawidf.il vawnc | aw i df i 1/ consol ef cor e/ doc._myr / doc._ngr . asp B ock 1
Unknown Par arret er
84.109.234.45 |lIsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP aceHbl der $ct | 13$ct | 01$ct | 03$chl Quest i on$71 [None 1
inaka idf.il/nain/giyus/questionnaire. aspx
77.84.150.216 |France 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to wwwu i df.il/dover/sitel mai npage. asp B ock 1
37.26.146.254 |[Israel 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 1
. . Uhknown HTTP Request Method [[#23]1[[#3]1[[#3]1[[#0]](nBA AtK
185. 120. 126. 82 147.237.77. 216|dover . i df . i | Bo@hvi AEAS] [ #22]] 2} BeR AAaA? in WRL [[#0]][[#20]] B ock 1
100. 15. 110. 207 |Wited Sates |147. 237. 72. 166 |aka. i df . i | Ml tiple Fullw dth/Hal fw dth Lhi code Encoding on LR Paraneter(+) from g 1
100. 15. 110. 207
Lo . . Uhaut hori zed URL Access to
192.243.55. 136 |Dom ni ca 147.237.77. 176 [matt pash. i df . i | ww cogat . i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper Bl ock !
66.249.78.184 |[Israel 147.237.76.200(ei t an. aka. i df . i | [Unknown Paraneter SearchText in wwueitan. aka.idf.il/938-en/eitan aspx |None 1
183. 250. 164. 156|Chi na 147.237.77.216|dover.i df . il Unaut hori zed URL Access to 147. 237.77. 216/ i ndex. | ogi n. acti on Bl ock 1
Unknown Par arret er
77.125.76.132 |Israel 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP! aceHbl der $ct | 13$ct | 01$ct | 03$chl Quest i on$83 [None 1
inaka idf.il/nain/giyus/questionnaire. aspx
198.46.121.97 |lnited Sates |147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to wwuidf.il/newsitel english/nain. asp B ock 1
Unknown Par arret er
37.142.64.104 |lIsrael 147.237.72.166|aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP acekbl der $ct | 13%ct | 01$ct | 03%chl Quest i on$ll [None 1
inaka idf.il/main/giyus/questionnaire. aspx
192. 243. 55. 132 |Doni ni ca 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka. idf.il/ishuriniexanpcert Bl ock 1
; ; . . Unaut hori zed URL Access to
157.55.39. 148 [hited Sates |147.237.0.34 |tikshuv.idf.il vawn ti kshuv. i df . |/ shar edl user cont r ol s/ header upper / B ock 1
192. 243. 55. 137 |Doni ni ca 147.237.72. 166 [aka. i df . i | D stributed Unhaut hori zed LRL Access on waw aka. i df . i|/gi yus/kadat z B ock 1
66.249.78.234 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
185. 120. 126. 82 147.237.77.216|dover . i df . i Abnormal |y Long Request et hod B ock 1
85.64.215.116 |[Israel 147.237.72. 156 [aman. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
Unknown Par anet er
84.108. 148. 250 |l srael 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acetbl der $ct | 13$ct | 01$ct | 03$chl Quest i on$78 [None 1
inaka idf.il/nain/giyus/questionnaire. aspx
212.179. 213. 67 |lsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
192. 243. 55. 134 |Doni ni ca 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to vww aka. i df.il/giyus/ general B ock 1
Unknown Par aret er
37.142.64.104 |[Israel 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP! acetbl der $ct | 13$ct | 01$ct | 03$chl Quest i on$96 |None 1
inaka idf.il/nain/giyus/questionnaire. aspx
157. 55. 39. 200 Lhited Sates |147.237. 77. 176 |nat pash. idf.il Uhaut hori zed URL Access to 147.237.77.176/ B ock 1
84.109. 200. 228 |l srael 147.237.76.31 |nakchal .idf.il |Unauthorized URL Access to nakhal .idf.il/sip storage/files/2/ B ock 1
194. 72. 238. 241 LK!i“r:gegom 147.237.77.216|dover. i df . il Unaut hori zed URL Access to wwuidf.il/xyzzy Bl ock 1
68.180. 229. 121 |[Lhited Sates |147.237.76.200|ei tan. aka. i df . i | |tnknown Paraneter &ortDir in ww eitan. aka.idf.il/1103-he/ ei tan. aspx None 1
. . Illegal Byte Gode Character in Method [[#23]1[[#3]1[[#3]]1[[#0]] (n®A AtA
185. 120. 126. 82 147.237.77. 216 (dover . i df . i | Ao@Ari AEAS] [ #22] ] 2} Aeho AfAaA? Bl ock 1
85. 250. 164. 204 [l srael 147.237.77.216|dover . i df . i Uhaut hori zed LRL Access to waw i df.il/894-he B ock 1
Unknown Par arret er
84.108. 148. 250 |l srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP aceHbl der $ct | 13%ct | 01$ct | 03%chl Quest i on$81 [None 1
in aka.idf.il/nain/giyus/questionnaire. aspx
192. 243. 55. 135 |Doni ni ca 147.237.72. 166 [aka. i df . i | O stributed Unhaut hori zed URL Access on wwu aka. i df.il/ishurimiexanpcert |B ock 1
54.251.144. 191 |9 ngapore 147.237.77. 176 |mat pash. i df . i|  [Waut hori zed URL Access to / Bl ock
176.13.0. 133 | srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1517- he/ at al . aspx B ock
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