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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count
146. 185. 239. 100 Russi an Federation 147.237. 76. 86 navy.idf.il bl ock-sp-traf 1 drop 1
198. 20. 69. 98 Lhited Sates 147.237.76. 196 e.svivaidf.il|Bock Np Al _ Net dr op 1
66. 249. 81. 206 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue- D r - Trave- 2 dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Sgnature Devi ce Action |Count
188. 165. 15. 201 France 147.237.77. 170 naar achot . i df .| 228: HITP. AnrefBot craw er B ock 1
151. 80. 31. 112 Italy 147.237.0.15 kosher-kravi.idf.il 28: HITP.  AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.81.240 |147.237.0.15 |United Sates |kosher-kravi.idf.il ET SCAN NVAP -sA (2) 4
188. 152. 234. 175|147, 237. 77. 216 |Italy dover.idf.il ET VBB SERVER PyQurl Suspi ci ous Wser Agent | nbound 2
112. 196. 49. 101 |147.237.76.31 |India nakchal . i df il ET SCAN NVAP -f -sS 1
80. 82. 64. 37 147.237.72. 166 |Netherlands  [aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61.240.144.66 [147.237.0.35 |[China akavs. i df . il ET SCAN NMAP -sS wi ndow 1024 1
218. 246. 0. 97 147.237.76.30 [China hi nush. i df . i ET SCAN NMAP -sS wi ndow 1024 1
209. 126. 116. 147|147. 237. 77. 176 |United Sates |natpash.idf.il ET SCAN NMAP -sS wi ndow 1024 1
209. 126. 116. 147|147.237.72. 14 |whited Sates |dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
189. 234.56. 9 147.237.0.17 |Mexico mny-kosher-kravi . i df.il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
112.196. 49. 101 |147.237.76.31 |India nakchal . i df il ET SCAN NMAP -sS wi ndow 2048 1
104. 128. 144. 131|147. 237. 8. 46  |Canada e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.151.52.161 |147.237.77.19 |Wraine lawforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
209. 126. 116. 147|147.237. 77. 216 |Uited Sates |dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
209.126. 116. 147(147.237. 76. 31 |Lnited Sates |nakchal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
198.50.174.36 |Canada 147.237.72. 156 |aman.idf il SYN Attack rej ect 325
198.50.174.36 |Canada 147. 237. 76. 147 [chi nuch. aka. i df . i [|SYN At t ack rej ect 304
198.50.174.36 |Canada 147. 237. 76. 147 [chi nuch. aka. i of . i I|SYN At t ack SYN -> SYN-ACK -> RST rej ect 190
198.50. 174.36 |Canada 147.237.72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 144
198.50.174.36 |Canada 147.237. 72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 96
198.50.174.36 |Canada 147. 237. 76. 147 |chi nuch. aka. i df . i I[SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 71
149. 154. 250. 147 |Bel gi um 147.237.77. 176 |mtpash.idf.il  |drop First packet isn't SN drop 38
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
195. 239. 16. 53 RJF Sﬁ::ﬂ on 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 24
195. 239. 16. 40 RJSIS;;ni o 147.237.77.74 [lawidf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data  [nonitor  [24
Sreaming Engine: TGP Invalid i i ssi
79.177.209. 211 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 12
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19. 86. 94 I'srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
Sreanming Engine: TCP Invalid i i SSi
66.249.81.217 |lited Sates  |147.237.76.200 [eitan. aka idf. il 9 =g Invalid segnent retransmssion. o, 8
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 65. 147. 34 |[Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
31.210. 186. 143 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |6
Russi an D Streaming Engine: TCP Invalid Invalid segnent retransmssion.
141. 8.132. 112 ration 147.237.72. 166 |aka.idf .il Ret 1 ansni ssi on Packet dr opped. drop 6
reanming BEngine: TCP Invali i i ssi
37.26.146.140 | srael 147.237.72. 166 |aka. i df . i Streaning Engi ne: TCP Invalid finvalid segnent retransmissi on. drop 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
46.19.85.44  |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
77.127.2.125 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 5
5.102. 254. 60 I sr ael 147. 237. 72. 166 |aka.i df . i | Bad TCP sequence I'nval i d ACK nunber nonitor |5
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data  |nonitor 4
185. 3. 146. 233 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
37.46. 39. 167 I srael 147. 237. 72. 166 |aka.i df . | Bad TCP sequence I'nval i d ACK nunber nonitor |4
79.182.192. 175 [lIsrael 147. 237.77. 216 |dover.idf .il Bad TCP sequence noni t or 4
41.33.232. 66 Egypt 147. 237.77. 216 |dover. i of .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 4
Russi an s -
195. 239. 16. 53 eration 147.237.77.74 |(lawidf.il dr op First packet isn't SN drop 4
105.239.16. 40 |USSI N 147.237.77.74 |lawidf.il dro First packet isn't SN dro 4
) T Federation ) T ) P P& P
190. 208. 62. 245 |Chile 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
179. 218. 50. 153 |Brazil 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
reanming BEngine: TCP Invali i i ssi
79.180.111.34 | srael 147.237.72. 166 |aka. i df . i Streaming Engine: TCP Invalid invalid segnent retransmissi on. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
109. 65. 102. 164 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
79.178.167. 120 |israel 147.237.72. 166 |aka. i df . i Streaming Engine: TCP Invalid invalid segnent retransmissi on. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
79.180. 224. 163 I srael 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
5.22.135. 249 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaning Engine: TCP Invalid i i ssi
79.178.184. 254 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 67.17. 118 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.183. 140. 108 |I srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.178.237.28 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
37.46. 39. 236 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence I'nval i d AGK nunber moni t or 3
64.246. 165. 200 |Wnited Sates  |147.237.77.74 |lawid.il Header Rej ection Pﬁ;re‘ ection pattern fownd in- 00 |3
Sreanming Engine: TCP Invalid i i SSi
79.177.145.33 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.179.124. 172 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
77.126.144.3  |israel 147. 237. 72. 166 |aka. i of . i | 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 64. 162. 23 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
37.26.149.211 |Israel 147. 237. 72. 156 [anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect
66. 249. 69. 85 Lhited Sates 147.237.77. 176 |nat pash. i df . i | drop First packet isn't SN drop
87.68. 148. 99 I sr ael 147.237.0.34 |tikshuv.idf.il  [SYN Attack SYN -> SYN-ACK -> RST rej ect
195. 239. 16. 40 R‘SIS:;”i o 147. 237. 77. 216 |dover . i df . Bl ock HTTP Non Conpl i ant Failed to hand e connection data  [monitor  [2
46.19. 85. 111 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
2.54.29.76 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 17
79.178.31.210 |[Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 13
109. 253. 145. 172|I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock
185. 3. 144. 89 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
77.127. 240. 235 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
. . . Too Many of the Sane Response Code (404) in Session from
79.183. 140. 108 |l srael 147.237.0.34 |tikshuv.idf.il 79. 183, 140. 108 B ock 2
46.238.247.31 |Pol and 147.237.77.74 |lawidf.il PHP At t enpt B ock 2
46.19. 85. 199 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
46.238.247.31 |Poland 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to ww | aw i df.il/xmrpc. php B ock 2
66.249.78.159 |[lIsrael 147.237.77.216|dover. i df .i | Mil tipl e Uhaut hori zed UR. Access from 66.249. 78. 159 B ock 2
46.19.86.0 I srael 147.237.0.19 [madimatal .idf.il Distributed Suspici ous Response Code B ock 2
109. 253. 204. 1361 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 2
46. 19. 86. 36 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
117.78.13.18 Chi na 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to atal .idf.il/894-he B ock 1
Unknown Par anet er
46.19. 86. 85 I srael 147.237.72. 166 [aka. i df . i | ct1 00%$ct | 00$cphMai n$TochenP aceHbl der $ct | 13%ct | 01%$ct | 03$chl Quest [None 1
ion$38 in aka.idf.il/nain/giyus/questionnaire.aspx
2.51.16. 133 ;"ﬁ:rt:tde:(ab 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to ww i df.il/xmrpc. php B ock 1
Unknown Par anet er
84.111.61.185 |[lIsrael 147.237.72. 166 |aka. i df . i | ct 1 00%$ct | 00$cphMii n$TochenP acetbl der $ct | 13%ct | 02$ct | 03t xt Fiel d  |None 1
inakaidf.il/main/ giyus/questionnaire. aspx
192. 243. 55. 129 |Doni ni ca 147.237.77. 176 |mat pash. i df . i | D stributed Suspici ous Response Code B ock 1
. . Unaut hori zed URL Access to
66. 249. 69. 24 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ shar ed/ ol ent scr i pt s/ | quer y/ expand. j s Bl ock 1
157. 55. 39. 65 Lhited Sates |147.237.77.176|nat pash. i df.il Uhaut hori zed LRL Access to waw cogat . i df.il/size220x0/ si p_st or age |Bl ock 1
41. 250. 38. 45 Mor occo 147.237.77. 216 |dover.i df . il Uhaut hori zed LRL Access to wawidf.il/arr/ B ock 1
Unknown Par arret er
109. 160. 194. 110|I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl acetbl der $ct | 13$ct | 01$ct | 03%chl Quest |None 1
ion$l in aka.idf.il/nain/giyus/ questionnaire. aspx
Unhaut hori zed URL Access to
192. 243. 55. 132 |Doni ni ca 147.237.77. 176 |mat pash. i df . i | WA cogat . i df . i |/t enpl at es/ shar ed/ user cont rol s/ nor ei nf of ti chnun. yo Bl ock 1
sh@nai | . com
. - Unaut hori zed URL Access to
66.249.78.242 |Israel 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ styl e shar ed/ dat epi cker . css Bl ock 1
124.123.21.71 |india 147.237.77.216|dover.idf .i | Dstributed PHP Att enpt Bl ock 1
Unknown Par aret er
84.228.8.138 I srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenPl acetbl der $ct | 13$ct | 01%ct | 03%chl Quest |None 1
ion$20 in aka.idf.il/nain/giyus/questionnaire. aspx
L . . DO stributed Lhaut hori zed URL Access on
192. 243.55. 130 |Domi ni ca 147.237.72. 166 |aka. i df . i | v aka. i o i 1/ gi yus/ kadat 7 Bl ock 1
66.249.74.106 |lIsrael 147.237.76.30 |hi nush.idf.il Lhaut hori zed UR. Access to chinush.atal .idf.il/tenpl ates/news/null |B ock 1
157.55.39. 173 |lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to v idf.il/el ram B ock 1
82.118. 236. 3 Bul garia 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
192. 243.55. 133 |Doni ni ca 147.237.72. 166 |aka. i df . i | Distributed Lhauthori zed URL Access on B ock 1
viwe aka. i df . i |/ gi yus/ kadat z
Unknown Par anet er
185.32.179.70 |Israel 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMii n$TochenPl acetbl der $ct | 13$ct | 01%ct | 03%chl Quest |None 1
ion$42 in aka.idf.il/nain/giyus/questionnaire. aspx
. - Unhaut hori zed URL Access to
66.249.78.248 |l srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ styl el 1. hel scrol | er/ ski . css B ock 1
124.123.21.71 |india 147.237.77.216|dover.i df . il D stributed Waut hori zed URL Access on waw i df .il/xmrpc. php B ock 1
37.142.68.7 I srael 147.237.77. 176 [mat pash. i df . i | PHP At t enpt B ock 1
93. 160. 60. 22 Dennar k 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to waw i df.il/newsitelenglish Bl ock 1
192. 243.55. 130 |Doni ni ca 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/giyus/kadatz B ock 1
79.179. 155. 153 I srael 147.237.72.166 |aka. i df . i | Wnknown Parameter VI EVBTATEENCRYPTED i n None 1
wan aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx
m ny- kosher - kravi . i i i
176.13.6.182  |Israel 147.237.0.17 ny-Kosher-kra 'llegal Paraneter Encoding rnd in . None 1
df.il m ny-kosher -kravi . i df . i | /aj ax/ cr eat ecapt chai nage. aspx
. . - Unhaut hori zed URL Access to
109. 253. 203. 92 |l srael 147.237.77.243|nobi l e. i df . i | nobi | e, i o i |/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1071 Bl ock 1
Unknown Par anet er
84.108. 7. 227 I srael 147.237.72. 166 |aka. i df . i | ct| 00%$ct | 00$cphMai n$TochenP aceHol der $ct | 13%ct | 02$ct 1 03$txtField  [None 1
inakaidf.il/main/giyus/questionnaire. aspx
- ; ; DO stributed Lhaut hori zed URL Access on
192. 243. 55. 134 |Doni ni ca 147.237.72. 166 |aka. i df . i | v aka, i o i 1/ gi yus/ kadat 7 Bl ock 1
192. 243.55. 129 |Doni ni ca 147.237.72. 166 [aka. i df . i | Mil ti pl e Unaut horized LRL Access from 192. 243. 55, 129 B ock 1
68.180.228. 112 |lhited Sates |147.237.77.216|dover.idf.il Paraneter Type M ol ation PageNumin vww i df.il/1362-he/ dover. aspx |Bl ock 1
149.78.185.96 |l srael 147.237.72. 166 |aka. i df . i | Wnhknown Par arret er ct| 00Sct | 00$cphii n$cphSachar $ctl 09 in None 1
wn aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
54. 251. 144. 191 |9 ngapor e 147.237.76.200|ei tan. aka. i df .i | Uhaut hori zed URL Access to / Bl ock 1
37.142.68.7 I srael 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to v cogat.idf.il/xmrpc. php B ock 1
- . Unhaut hori zed URL Access to
95. 86. 66. 230 | srael 147.237.72. 156 |anan. i df . i | - Jidf. i1/ https: / w idfil/ Bl ock 1
79. 180. 200. 197 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: pen Mbde None 1
192. 243.55. 132 |Doni ni ca 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 192. 243. 55, 132 B ock 1
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