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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
212.179. 54. 237 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
120. 192. 250. 30 Chi na 147.237. 76. 44 e.refuah.idf.il B ock Wp Al Nets dr op 1
66. 240. 236. 119 Lhited Sates 147. 237. 76. 196 e svivaidf.il Block Udp All Nets drop 1
123. 151. 42. 61 Chi na 147.237.76. 39 nobi l e.neitav.idf.il |[Block Udp All Nets Gon_Linit drop 1
66. 249. 93. 182 | srael 147.237. 72. 166 aka idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - reset 1
77.127. 205. 52 | srael 147.237. 76. 86 navy.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry | Target Address |Site |Sgnature Devi ce Action |Count |

121.100. 143. 153 |China 147.237.77.170 |maarachot.idf.il |22280. HITP. Joomha Qhject Injection Wil nerability B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
66.249. 81. 183 |147.237.77.233|Wited Sates [atal .idf.il ET SCAN NVAP -sA (2) 2
115. 214. 69. 151 |147. 237. 76. 147 |Chi na chi nuch. aka. i df .i | ET SCAN NMAP -sS wi ndow 3072 1
98.119.105. 221 |147.237.76.201 |Whited Sates |e.atal.idf.il ET SCAN NMAP -sS wi ndow 2048 1
93.104.213.84 |147.237. 77. 233|Ger many atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 246. 0. 97 147.237.0.17 |[China mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
79.180. 207. 45  |147.237.72. 166 | srael aka. idf.il portscan: TCP O stributed Portscan 1
194.50.116.59 |147.237.77.216 ?ég:;;”im dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
59.95. 216. 89 147 237.0.33 |india o~ ET SCAN Behavi oral Lhusual |y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
125. 212. 232. 144|147. 237. 76. 201 | et nam e.atal.idf.il ET SCAN NVAP -sS wi ndow 3072 1
123. 58. 145. 200 |147. 237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
123. 58. 145. 200 |147.237.76.39 [China mobi | e. nei tav. i df.il ET SCAN Potential VWNC Scan 5900- 5920 1
123. 58. 145. 200 |147.237.0.16 [China ny-kosher-kravi.idf.il  |[ET SCAN Potential VNC Scan 5900- 5920 1
115. 214. 69. 151 |147. 237. 76. 147 |Chi na chi nuch. aka. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
98.119.105. 221 |147.237.76.201 |Lhited Sates |e.atal.idf.il ET SCAN NVAP -f -sS 1
85. 93. 5. 66 147.237.76.30 |Ger many hi nush. i df . i ET SCAN Potential SSH Scan 1
185. 106. 92. 137 [147.237.8. 46 e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
49.143.32.8 147. 237. 72. 166 okfrea’ Republic |y ic il ET SCAN Potential SSH Scan 1
125. 212. 232. 144|147. 237. 76. 201 |M et nam e.ata.idf.il ET SCAN NMAP -sS wi ndow 1024 1
123. 58. 145. 200 |147. 237. 76. 197 |Chi na e. hinush. i df il ET SCAN Potential VNC Scan 5900- 5920 1
123. 58. 145. 200 |147.237.76.38 [China eengitav.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
reamn ine: TCP Invali i i ssi
80.178. 150. 48  |Israel 147. 237. 77. 243 |nobi | e. i of . | Streamng Engi ne: TCP Inval id invalid segnent retransnission drop 42
Ret r ansni ssi on Packet dropped.
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
Sreanming Engine: TCP Invalid i i ssi
77.127.209. 155 |Israel 147.237.72. 166 |aka. i of . 9 =g Invalid segnent retransmssion. g 30
Ret ransmi ssi on Packet dropped.
66.249.81.179 |lhited Sates |147.237.77. 233 |atal .idf.il dr op Frst packet isn't SYN drop 23
Sreaming Engine: TGP Invalid i i ssi
80. 246. 136. 226 |l srael 147. 237.77. 243 |nobil e. i f . | 9 =g Invalid segnent retransmssion. o 21
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 253. 220. 1161 sr el 147. 237.77. 243 |mwbi l e, i f . i1 9 =g Invalid segnent retransmssion. | 18
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
176.13. 15. 2 I'sr ael 147. 237.77. 243 |nobi le.i df .i1 9 =g Invalid segnent retransmssion. . 15
Ret ransni ssi on Packet dropped.
82.145. 223. 133 |Europe 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 14
66.249.81.175 |lhited Sates |147.237.77.233|atal .idf.il dr op First packet isn't SYN drop 13
80. 246.139. 74 [ srael 147.237. 77. 216 |dover. i f . i Bad TCP sequence SINACK retransmt with monitor |12
di fferent w ndow scal e
) s SN retransnmit wth different .
109. 253. 150. 1241 srael 147.237.0.19 |nadimatal .idf.il Bad TCP sequence wi ndow scal e nonitor |9
79.182.122. 165 |[lIsrael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
o SYNretransmit wth different .
87. 68. 30. 228 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence wi ndow scal @ monitor |8
reamn ine: TCP Invali i i ssi
37.26.148.237 |Israel 147.237. 77. 243 |nobi | e. i of . | Streamng Engi ne: TCP Inval id invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dropped.
s SYNretransmit wth different .
85.250.221. 14 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence wi ndow scal @ monitor |6
197. 36. 180. 69  |Egypt 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreanming Engine: TP Invalid i i ssi
79.179.201. 172 | srael 147.237.77. 243 |nubi | e.i df i 9 =9 Invalid segnent retransmssion. g 6
Ret ransn ssi on Packet dropped.
37.26.148.205 | srael 147.237. 77. 216 |dover. i f . i Bad TCP sequence SINACK retransmt with monitor |6
di fferent w ndow scal e
46. 19. 85. 160 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |5
94.230.86.222 |lIsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |5
46.117.140.60 |israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |5
46. 19. 85. 160 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber aert 5
176.13.9.91 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |4
192.117.173. 48 |l srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Sreanming Engine: TCP Invalid i i ssi
157.55.39. 180 |Wnited Sates |147. 237.76.86 [navy.idf.il 9 =9 Invalid segnent retransmssion. o 4
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
66.249.78.147 |Wnited Sates [147.237.76.86 |[navy.idf.il 9 =g Invalid segnent retransmssion. g 4
Ret ransni ssi on Packet dropped.
46.19. 85. 172 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber aert 4
31.210.187.36 | srael 147.237.77. 226 "f"l"“ha”atz' aka.1dl |gag TCP sequence Invalid ACK nunber monitor |4
195.34.150.18 |Austria 147. 237. 77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Failed to handl e comnection data |[monitor |4
46.117.140.60 [Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 4
46. 19. 85. 172 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
82.81.41.81 I srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Sreamng Engine: TCP Invalid i i ssi
5.29. 74. 101 I srael 147. 237. 77. 176 |mat pash. i df .| 9 =9 Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dr opped.
37.46. 39. 62 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
176.13.9.91 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert 4
Sreanming Engine: TGP Invalid i i ssi
84.108. 136. 222 |Israel 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =g Invalid segnent retransmssion. . 4
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
77.125.75.192  |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
109. 65.31. 153 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.182.236.63 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
79.178.188. 234 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
84.110. 209. 217 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
109. 253. 158. 35 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert 3
Sreamng Engine: TCP Invalid i i ssi
77.127.206. 141 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. o 3
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 65. 103. 206 |I srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
5.22.131.108 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |3
66.249.81.183 |lhited Sates |147.237.77. 233 |atal .idf.il drop Frst packet isn't SYN drop 3
Sreaming Engine: TGP Invalid i i ssi
212. 179. 210. 158|I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.54.159.161 | srael 147. 237.77. 243 |mubi l e, i f . i1 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
188. 120. 148. 195|l srael 147.237.77.233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber nonitor |3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13. 6. 120 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 36
79.178.217.231 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code Bl ock 33
79.178.233.199 [Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code Bl ock 32
46.117.26.238 |[lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
64.71.32.32 ;“;tteeg 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed LRL Access from 64. 71. 32. 32 B ock 5
87.69.113.127 [Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 4
79.183.198. 251 |[lsrael 147.237.0.34 |tikshuv.idf.il Mil tipl e Lhaut hori zed URL Access from 79. 183. 198. 251 B ock 4
109. 253.194. 7  |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code Bl ock 3
46.19. 85. 176 I srael 147.237.0.19 |nadimatal .idf.il D stribut ed Suspici ous Response CGode Bl ock 3
109. 253. 220. 116|I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 3
89.138.19.115 [Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
176.13.11. 204 |lIsrael 147.237.0.19 |nadimatal .idf.il D stribut ed Suspici ous Response Gode Bl ock 3
2.54.35. 237 I srael 147.237.77.243|nobi l e. i df . i | D stributed Unaut hori zed URL Access on nobile.idf.il/nekudot/index |B ock 3
. - . Unaut hori zed URL Access to
176.13.15.2 I srael 147.237.77.243|nobi | e.i df . i | nobi | .1 df i 1/ cat eqor yt enpl at e/ i st chi | dsubcat egor | es/ 1423 B ock 2
31. 168. 246. 155 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
Unknown Par anet er
85. 250. 105. 80 [l srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Quest i o |[None 2
n$87 in aka.idf.il/nain/gi yus/ questi onnaire. aspx
2.54.153. 221 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code Bl ock
46. 19. 85. 152 I srael 147.237.0.19 |nadimatal .idf.il D stribut ed Suspici ous Response Gode Bl ock
66. 249. 78. 96 I srael 147.237.77.74 |lawidf.il Dstributed Il11egal Paraneter Encoding None
98. 130. 0. 140 Lsh'mt:: 147.237.77. 170 |maar achot . i df . i | Lhaut hori zed URL Access to maarachot . idf.il/bl og/wp-adnin/ B ock 1
. . . Unaut hori zed URL Access to
5.102.207.119 |[Israel 147.237.0.19 |nmadimatal .idf.il madi matal i df i |/ shar ed! aj ax/ updat enakat qaunt i ty. aspx B ock 1
Unknown Par anet er
85. 250. 105. 80 [l srael 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl acebbl der $ct | 13$ct | 01$ct | 03$chl Quest i o |[None 1
n$72 in aka.idf.il/nain/giyus/ questionnaire. aspx
80. 246. 136. 226 |l srael 147.237.77.243|nobi l e.i df . i | Uhaut hori zed URL Access to nobile.idf.il/authentication/index B ock 1
77.127.205.52 |lsrael 147.237.76.42 |refuah.idf.il PHP Att enpt B ock 1
2.54.53. 121 I srael 147.237.77.216|dover.i df . i Mil ti pl e Unaut hori zed URL Access from2.54.53. 121 Bl ock 1
Unknown Par anet er
85. 65.101. 238 |Israel 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphvai n$TochenP acetbl der $ct | 13%ct | 01$ct | 03$chl Quest i o |[None 1
n$113 in aka.idf.il/nai n/ gi yus/ questi onnai re. aspx
159. 203. 95. 115 g‘;tt:: 147.237.76.30 |hinush.idf.il Uhaut hori zed Method HEAD for chinush. atal .idf.il/ None 1
79.180.24.251 |Israel 147.237.77. 176 |nat pash. i df . i | PHP Attenpt B ock 1
66.249.78.159 |[Israel 147.237.77. 216 |dover.idf .l Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 159 Bl ock 1
104. 236. 91. 31 147.237.76.30 |hinush.idf.il Unaut hori zed Method HEAD for waw chi nush. atal .idf.il/ None 1
83.31.123.90 Pol and 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to 147.237.77. 216/ Bl ock 1
. . . D stributed Lhaut hori zed URL Access on
176. 109. 244. 254|kr ai ne 147.237.72. 166 [aka. i df . i | v aka, i df . i |/ 894- he/ chi nuch. aspx B ock 1
77.127.205.52 |[Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to ww refua. atal .idf.il/xnrpc. php B ock 1
Unknown Par anet er
87.69. 231. 61 I srael 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl acebbl der $ct | 13$ct | 01$ct | 03$chl Quest i o |[None 1
n$l in aka.idf.il/nain/giyus/ questi onnai re. aspx
2.54.53. 121 I srael 147.237.77.216|dover . i df . il Unaut hori zed LRL Access to www i df.il/1133-23132- he/ dover B ock 1
Unknown Par anet er
85. 65. 127. 57 I srael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPt acetol der $ct | 13$ct | 01$ct | 03%cbl Questi o [None 1
n$71 in aka.idf.il/nai n/gi yus/ questi onnaire. aspx
79.180.24.251 |[Israel 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to ww cogat . idf.il/xnirpc. php B ock 1
. . URL is Above Root Drectory
66.249.93.103 |[Israel 147.237.77.216|dover . i df . il v df i1/ /.. /i nages/i nf ocent eri t end br ovser . png B ock 1
m ny- kosher - kr avi . i
104. 236. 95. 228 147.237.0. 17 of niyl Unhaut hori zed URL Access to waw m ny-kosher-kravi.idf.il/ B ock 1
. . D stributed Lhaut hori zed URL Access on
85. 250. 165. 128 |l srael 147.237.72. 156 |arman. i df . i | - i1/ bt ps: /v il B ock 1
37.26.148.237 |lIsrael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code Bl ock 1
. - Unaut hori zed URL Access to
84.228. 200. 146 |l srael 147.237.72. 166 [aka. i df . i | vw aka. i df . i 1/ i yusnai n/ hore/ def aul t . aspx B ock 1
192. 243. 55. 135 |Doni ni ca 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il/tiznoret/cont act Bl ock 1
157. 55. 39. 33 g“;:s 147.237.72. 166 [aka. i df . i | Uhknown Paraneter docid in aka.idf.il/nain/sachar/klali.aspx None 1
Unknown Par anet er
87.69. 231. 61 I srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphvai n$TochenP acekHbl der $ct | 13%ct | 01$ct | 03$chl Quest i o |[None 1
n$27 in aka.idf.il/nain/giyus/ questionnaire. aspx
85. 250. 55. 95 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
176. 13. 7. 200 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 1
67.55. 85. 148 Lsh'mt:: 147.237.77. 170 |maar achot . i df . i | Lhaut hori zed URL Access to maarachot . idf. il /wp-admn/ B ock 1
. . Unaut hori zed URL Access to
109. 66. 114. 123 |l srael 147.237.76.42 |refuah.idf.il v refua atal i df.il/resourcel userfol | ow esourcel or eat of B ock 1
. . Ml tiple Ful I width/Hal fw dth Lhi code Encodi ng on URY Par anet er (+)
85.250.221. 14 |l srael 147.237.72. 166 [aka. i df . i | from 85. 250. 221. 14 B ock 1
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