02-04-2016-19:04:02 to 02-04-2016-20:04:02

@
1"PT SwNn ()

oV

www.gov.il

|Top Targets |

IDF Under Attack

Daily Report

360+

180-
Nunber
a 904"
At acks

. N
& {»‘\c
e .
\g &
P 6\@
&

. ‘\ \.
rb;\& ’» \ Q}.‘\b 4:\6 \&\ .
X N\ O .
¥y & & & &
® O N
Qo
&
Top Tar get

M dover.idf.il

M nadi matal .idf.il

W aka. idf.il

Watal .idf.il

M nobile.idf.il

M tikshuv.idf.il

M aman.idf.il

M ishurimaka.idf.i
lawidf.il

M nat pash. i df . i |

Nunber
(6]
At acks

Top Attackers

M 79.179. 26. 174
41.199.17.76
W 2.52.31. 157
37. 26. 148. 200
5. 22.134.198
M 176.13.6.7
I 41.33.231.90
M 31.210.178.175
46. 19. 85. 205
M 37.26.148. 176




02-04-2016-19:04:02 to 02-04-2016-20:04:02

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signhature Device Action Count
0.0.0.0 147.237.77. 216 dover.idf.il |HITP Page H ood Attack drop 6
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Count
121.100. 143. 153  [China 147.237.76.42 |refuah.idf.il| |22280. HITP. Jooma Qhject Injection Wil nerability B ock 1
188. 165. 15. 13 France 147.237.76.42 |refuah.idf.il 228 HITP. AnrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
80, 246. 133, 217|147 237 77 216 |1 1 ael dover i df il ET DCS Large anount of TCP ZeroWndow - Possibl e Nkiller2 DDos 3
attack
66.249.81. 253 |147.237.72. 166 |Wiited Sates  [akaidf.il ET SCAN NVAP -sA (2) 2
61.90. 3. 152 147.237.76. 34 [Thailand yohal an. i df .i| ET SCAN NVAP -sS wi ndow 4096 1
115. 236. 75. 201 |147. 237. 77. 216 [Chi na dover.idf.il ET SCAN Potential SSH Scan 1
61.90. 3. 152 147. 237.76. 34 |Thail and yohal an. i df .il ET SCAN NVAP -f -sS 1
218.246.0. 97 147. 237. 72. 166 |Chi na akaidf.il ET SCAN NVAP -sS wi ndow 1024 1
115. 236. 75. 201 [147.237.76.34 |China yohal an. i df .i| ET SCAN Potential SSH Scan 1
37.142.223.171 |147.237.72.166 |l srael aka. idf.il portscan: TCP O stributed Portscan 1
109. 160. 238. 207|147. 237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
2.54.138. 161 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
185.112.81.67 |147.237.76. 202 e halag.idf.il ET SCAN Potential SSH Scan 1
185.112.81. 67 |147.237.76.30 hi nush. i df . il ET SCAN Potential SSH Scan 1
71. 6. 165. 200 147.237.76.199 |Whited Sates  [e nakchal .idf.il [ET SCAN NVAP -sS wi ndow 2048 1
185.112.81. 67 |147.237.0.19 madimatal.idf.il |ET SCAN Potential SSH Scan 1
180. 97.106. 37  |147.237.77.19 |China lawforumidf.il |ET SCAN Potential SSH Scan 1
61.182.170.38 |147.237.76. 198 |Chi na e.yohalan.idf.il |ET SCAN Potential SSH Scan 1
180. 97. 106. 37  |147. 237. 72. 166 |Chi na aka.idf.il ET SCAN Potential SSH Scan 1
61.182.170.38 [147.237.76. 147 |Chi na chinuch. aka.idf .i I|ET SCAN Potential SSH Scan 1
149. 88. 140. 109 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
61.90. 3. 152 147. 237. 76. 34 |Thail and yohal an.idf.il ET SCAN NVAP -sS wi ndow 2048 1
115. 236. 75. 201 |147. 237. 76. 199 |Chi na e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
46.116.50.241 [147.237.77. 216l srael dover.idf.il portscan: TCP DO stributed Portscan 1
213.57.165. 243 |147.237.72. 166 |l srael aka. idf.il portscan: TCP O stributed Portscan 1
109. 186. 28. 130 |147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
37.142.134. 102 |[147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
185.112.81.67 |147.237.77.234 hal ag.idf.il ET SCAN Potential SSH Scan 1
87.69.207. 137  |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
185.112.81. 67 |147.237.76. 199 e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
77.125.118. 165 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
185.112.81. 67 |147.237.72.14 dover.idf.il(old) |ET SCAN Potential SSH Scan 1
71. 6. 165. 200 147.237.76. 199 [Lited Sates e.nakchal .idf.il |[ET SCAN NVAP -f -sS 1
185. 106. 92. 137 |147. 237.76. 42 refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
66.249.81.129 |147.237.72.166 |lhited Sates |akaidf.il ET SCAN NVAP -sA (2) 1
180. 97. 106. 37  |147.237. 72. 167 [Chi na ishurimaka.idf.il|ET SCAN Potential SSH Scan 1
61.182.170.38 [147.237.76. 176 |Chi na test.ncore.idf.il [ET SCAN Potential SSH Scan 1
176.13.18. 15 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
79.179.26.174 |israel 147.237.77. 233 |atal i df .l Bad TCP sequence SNretransmt with different moni tor  [186
w ndow scal e
e SN retransmit wth different .
41.199. 17. 76 Egypt 147.237. 77. 216 |dover.idf .i | Bad TCP sequence wi ndow scal e noni t or 71
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
Sreamng Engine: TCP Invalid i i ssi
77.126.85.80  |israel 147. 237. 77. 243 |nubi l e.i df . i 9 =g Invalid segnent retransmssion. 24
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
31.210.182. 173 | srael 147.237.77. 243 |robi | e. i of .| 9 =g nvalid segnent retransmssi on. drop 18
Ret ransmi ssi on Packet dropped.
46. 19. 85. 205 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 17
Sreaming Engine: TGP Invalid i i ssi
109. 253. 132. 177|I srael 147.237.77. 243 |nobil e.i df .| 9 =g Invalid segnent retransmssion. drop 12
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
217. 132. 126. 250|1 srael 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. 12
Ret r ansni ssi on Packet dropped.
2.54.48.191 I srael 147.237. 72. 167 |i shuri maka. i of .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
2.52.37.172 I srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
Russi an s -
37.140.189.200 - -0 = 147.237. 77. 216 |dover.idf .i | drop First packet isn't SN drop 11
Sreanming Engine: TCP Invalid i i ssi
2.54.53.52 I'sr ael 147.237.77. 243 |robi | e. i of .| 9 =g nvalid segnent retransmssi on. drop 9
Ret ransmi ssi on Packet dropped.
95.108. 133. 213 |Ssian 147.237.77. 216 |dover. i df . i1 dr op First packet isnt SN drop 9
.108. 133. erati on . 237.77. Jidf.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
Sreamng Engine: TCP Invalid i i ssi
192. 117. 150. 2331 sr ael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dropped.
192.116. 111. 11 |l srael 147.237. 72. 167 |i shuri maka. i of .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
Sreamng Engine: TCP Invalid i i ssi
213.57. 235. 229 | srael 147.237.0.19  |nadimatal .idf.il 9 =g Inval id segnent retransmssion. 8
Ret r ansni ssi on Packet dropped.
Vb Server Enforcenent HTTP Deni
130.203.136.75 |Wited Sates  [147.237.77.74 [lawidf.il _ Véb Servers S ow Denial of | o ect 8
Mol ation Servi ce
46.19. 85. 94 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 104 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi
66.249.78.230 |lnited Sates |147.237.77.243|mobile.idf. il 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.182.22.72  |israel 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
46.19.86.7 | srael 147.237. 72. 166 |aka. i df . i dr op First packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi
82.166.112. 179 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
79.182.34.183 |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.176 |l srael 147.237.77. 243 |nobil e. i of . 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
80. 246. 139. 190 |l srael 147.237. 72. 166 |aka. i df il SYN At tack SYN -> SYN-ACK -> RST rej ect
46.121.102. 214 |l srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
. . SYNPAXK retransmt with different .
37.26. 147.207 |lsrael 147.237.72. 156 |anan.idf . il Bad TCP sequence wi ndow scal e noni t or 6
46.19.85.205  [israel 147.237.77. 216 |dover.icf.il  [Bad TCP sequence SINCACK retransmt with different |oonior o
w ndow scal e
185. 24. 207. 44 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
31.168. 186. 184 |Israel 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN ACK -> Ti meout rej ect 6
46. 19. 85. 104 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert 6
37.26.147.207 |lIsrael 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout aert 5
79.176.54.208 |lsrael 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN ACK -> Ti meout rej ect 5
37.26.147.207 |lIsrael 147.237.72. 156 |anan. i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 5
. . SYNPAXK retransmt with different .
79.176.54.208 |lsrael 147.237.72. 166 |aka.i df . il Bad TCP sequence wi ndow scal e noni t or 5
37.26.147.207 |lIsrael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 85. 56 I srael 147.237.72. 156 |aman. i df .i Bad TCP sequence Invalid ACK nunber noni t or 5
176.13. 1. 168 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber aert 5
41.199.17.76 Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
76.164.237.123 [lhited Sates  [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data  [noni tor 5
37.26.147.207 |Israel 147.237.72. 156 |aman. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 5
176.13.1. 168 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 5
46.19. 85. 6 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [monitor |4
31.210. 187. 237 |l srael 147.237.77. 216 |dover. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 4
185. 120. 126. 73 147.237.0.34 |tikshuv.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Sreamng Engine: TCP Invalid i i ssi
87.69.33.189  |Israel 147.237.77. 243 |mubi le.i o . i1 9 =9 Invalid segnent retransmssion. 4
Ret r ansni ssi on Packet dropped.
31.210.187.58 |[lsrael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d AGK nunber monitor |4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
2.52.31. 157 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 45
37.26.148.200 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 45
5.22.134. 198 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 44
176.13.6.7 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 40
31.210.178.175 |[Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 35
37.26.148.176 |[Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 33
176.13.16. 137 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 29
213.57.235.229 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 20
176. 13. 19. 65 I srael 147.237.0.19 |[madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 15
176.13.19. 65 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
46.117.26.238 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Code B ock
109. 65. 122. 137 |Israel 147.237.77. 243 |nobi | e. i df . i | mgﬂt:‘?r;?? , t‘;eggrcﬁim;esu <t ohi | ddocunent </ 1362 Bock |8
46. 19. 86. 202 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 5
76. 164. 237. 123 Lshimt:: 147.237.77. 216 |dover. i df . il D stributed Suspicious Response Qode B ock 5
91.90.100. 121 |France 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 4
109. 253. 132. 177|1 sr ael 147.237.77. 243 |nobi l e. i df . i | DO stributed Suspicious Response Qode B ock 4
176.13.1.122 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock 3
31.210. 182. 173 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
87. 68. 35. 236 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Redundant HTTP Headers in header Referer B ock 3
82.102.169. 113 [Israel 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock 3
192. 241. 201. 65 g;g: 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized URL Access from 192. 241, 201. 65 B ock 3
46.118. 155. 216 |Wkrai ne 147.237.77.74 [lawidf.il Ml tipl e Unhaut horized URL Access from 46. 118. 155. 216 B ock 3
87. 69. 33. 189 I srael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspici ous Response Qode B ock 3
79.178.233.199 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
77.126. 85. 80 I srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 3
79.179.171. 171 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: nhknown SSL Sessi on None 2
109. 64. 135. 92 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Unknown SSL Sessi on None 2
Unknown Par anet er
213.8.204.7 I srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMii n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Quest i o |[None 2
n$35 in aka.idf.il/nain/giyus/ questionnaire. aspx
77.209.201. 205 [Spain 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
66.249.78.87  |Israel 147.237.0. 17 ;nfnlyl kosher-kravi.i 1 i hred I1legal Paraneter Encoding None 2
85. 250. 203. 219 I srael 147.237.77. 234 |hal ag. i df . i | mﬂtor;?:“zgg aﬁ_f?fﬁs’ AU 5 storage Bock |2
66.249.78. 159 |lsrael 147.237.77. 216 |dover. i df . i | Mil tipl e Unhaut horized URL Access from 66. 249. 78. 159 B ock 2
213.151.42.167 |Israel 147.237.77. 170 |n@ar achot . i df . i | Mil tipl e Unhauthorized URL Access from 213. 151, 42. 167 B ock 2
2.52.37.172 I srael 147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None 2
37.26.146.128 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
217.132. 126. 250! srael 147.237.77. 243 |nobi l e. i df . i | DO stributed Suspicious Response CQode B ock 2
2.54.53.52 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 2
46.118. 155. 216 |Wkrai ne 147.237.77.74 |lawidf.il PHP At enpt B ock 1
192.243.55. 135 |Dom ni ca 147.237.72. 166 [aka. i df . i | mugﬂgrli Zfe.di Iu/q_rra'iafl;:gisf/uts;)gener al . aspx?cat i d=59268&doci d=77987 Bl ock !
87. 69. 33. 189 I srael 147.237.77. 243 |nobi l e. i df . i | O stributed Suspicious Response Gode B ock 1
37.60.47. 13 L srael 147.237.72. 166 |aka. i df . | gls;iigrl])e Lhtraceabl e SS. Sessions from 37. 60. 47. 13 (Uhknown SSL None 1
66.249.78.242 I srael 147.237.76.42 |refuah.idf.il ﬂ?_”tzgg_r;g_efzﬁp :’Sctcoersaz e a6l 2726, bg Bock |1
31.154.166.47 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
137. 116. 240. 150 ;h;:ee: 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ Bl ock 1
66. 249. 65. 2 I srael 147.237.76.200|ei tan. aka.i df .i | mu;r:% Zﬁg i?iﬁ?gzgl ;toes/ nevs/ {"key": " Bl ock 1
192. 243. 55. 130 |Doni ni ca 147.237.72. 166 [aka. i df . i | Dstributed Unhaut hori zed URL Access on wan aka.idf.il/giyus/kadatz |B ock 1
Unknown Paraneter catld in
84.228.98.148 |[Israel 147.237.72. 166 |aka. i df . i | wwwy aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ r esour ces/ i nages/ nast er/ favi co |None 1
n.gif
Dgtri buted Paraneter Type Mol ation on
37.26.148.176 |[Israel 147.237.0.19 |nadimatal .idf.il madi matal . idf.il/nobil e/ 1088- he/ ner et z. aspx par anet er B ock 1
ct1 00$ont ent P acetbl der 1$t xt S reet
5.22.134.193 I srael 147.237.77. 216 |dover. i df . i | Lhaut hori zed URL Access to v idf.il/https:/waidf.il/ B ock 1
109. 67. 184. 47  |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for waw aka. i df .il/sachar/ B ock 1
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