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|Top Attackers | n DDoS- Def ence |

02-04-2016-17:04:01 to 02-04-2016-18:04:01

Attacker Address  |Attacker Country  |Target Address [Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 10

52. 16. 5. 197 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context drop 2

66. 249. 81. 212 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1

66. 249. 81. 218 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1

208. 67. 1. 60 Lhited Sates 147. 237. 76. 202 e halag.idf.il |Bock Np Al Net drop 1

66. 249. 81. 212 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action ‘Count

23. 254, 202. 163 Lhited Sates 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address |Attacker Qount ry |Ste |Signature |Count |
94.197.121. 148 147.237.77. 176 United Ki ngdom nat pash. i of .i1 ET SCAN NVAP -sA (2) 9
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
37.26.146. 198 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
79. 180. 37. 127 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
5.220. 48. 217 147.237.8.50 Iran, Islamc Republic of e tikshuv.idf.il ET SCAN NVAP -sS w ndow 3072 1
212.143. 41. 132 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
77.85.35. 211 147.237.76. 197 Bul garia e hinush.idf.il ET SCAN NVAP -sS w ndow 4096 1
5. 220. 48. 217 147.237.8.50 Iran, Islamc Republic of e tikshuv.idf.il ET SCAN NVAP -f -sS 1
185. 32. 179. 119 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
77.85.35. 211 147. 237. 76. 197 Bl garia e. hinush.idf.il ET SCAN NVAP -f -sS 1
62.219. 13. 180 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
91. 201. 236. 114 147.237. 8. 46 Wkr ai ne e.chinuch.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.148.22. 26 147.237.77. 74 Li t huani a lawidf.il ET SCAN Potential SSH Scan 1
87.68. 43. 121 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
46.148. 22. 26 147.237.72. 14 Li t huani a dover.idf.il(old) |ET SCAN Potential SSH Scan 1
85. 64. 218. 167 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
46.19. 86. 214 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
84.111. 38. 42 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
46.19. 85. 118 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
82. 81. 10. 126 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
37.26. 146. 192 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
213.8.204. 18 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
77.125. 105. 65 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
5. 220. 48. 217 147. 237. 8. 50 Iran, Islamc Republic of e tikshuv.idf.il ET SCAN NVAP -sS w ndow 2048 1
77.85.35. 211 147.237. 76. 197 Bul garia e hinush.idf.il ET SCAN NVAP -sS w ndow 2048 1
176.13.21. 32 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
66. 249. 81. 206 147.237.72. 166 Wited Sates akaidf.il portscan: TCP O stributed Portscan 1
93. 173. 239. 146 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
46.148.22. 26 147.237.77. 234 Li t huani a hal ag. i df .il ET SCAN Potential SSH Scan 1
91. 201. 236. 113 147, 237. 76. 201 Wkr ai ne e.atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.148.22. 26 147.237.72. 217 Li t huani a eidf.il ET SCAN Potential SSH Scan 1
87.64.100. 21 147.237.77. 216 Bel gi um dover.idf.il portscan; TCP Distributed Portscan 1
46. 148. 22. 26 147.237. 8. 46 Li t huani a e.chinuch.idf.il ET SCAN Potential SSH Scan 1
84. 111. 240. 252 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
46.19. 86. 53 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
84.108. 18. 61 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
41.33.231. 90 Egypt 147.237. 77. 216 |dover.i df .i drop SMMrule drop 36
S SN retransnmit wth different .
176.13.19. 92 I srael 147.237. 77. 233 |atal .idf il Bad TCP sequence i ndow scal e monitor |25
66.249.81.212 |United Sates |147.237. 77. 216 |dover. i df. il Bad TCP sequence SNretransmt wth different alert 21
w ndow scal e
’ R SN retransmit wth different .
66.249.81.212 |[Wited Sates [147.237.77. 216 |dover.idf.il Bad TCP sequence Vi ndow scal e monitor |21
reamng Engi ne: TCP Invali i i ssi
2.52. 39, 203 I sr ael 147.237.72. 167 |i shuri maka i i1 | €AM NG Engine: TCP I nval i dfinvalid segnent retransnissi on. drop 21
Ret r ansni ssi on Packet dr opped.
66.249.81.212 |lLited Sates |147.237.77.216|dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 18
Russi an s Unexpect ed post SYN packet -
66. 249. 81. 215 Federat i on 147.237.77. 216 |dover.idf.il drop RST or SYN expect ed drop 17
Russi an R .
66. 249. 81. 215 eration 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 17
66.249.81.212 [Lhited Sates [147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 17
109. 253. 220. 114/l srael 147. 237. 72. 167 |i shuri maka. i df . i | Bad TCP sequence Inval i d ACK nunber monitor |16
46. 19. 85. 185 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d AGK nunber nonitor |15
84.108.89.103 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence nonitor (14
66.249. 81, 215 |SSIan 147. 237.77. 216 |dover. i df .1 | Bad TCP sequence Invalid ACK nunber moni tor (14
Federation
100. 3. 95. 112 Lhited Sates |147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 13
66.249.81.218 [Lhited Sates [147.237.77. 216 |dover.idf.il Bad TCP sequence nonitor |13
Sreaning Engine: TCP Invalid i i ssi
109. 253. 220. 1141 sr el 147. 237. 72. 167 |i shuri maka. i df . i | 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
149. 88.180.54 |Israel 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dropped.
212.150. 178. 127 |l srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d sequence nunber nonitor |12
: R Unexpect ed post SYN packet -
66.249.81.212 |lhited Sates [147.237.77.216|dover.idf.il drop RST or SYN expect ed drop 12
66.249.81.218 |[Wited Sates [147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber aert 12
31.210. 187. 152 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber noni tor |12
87.69. 67. 89 I srael 147. 237. 77. 216 |dover.i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 10
84.108.89.103 |lsrael 147.237.72. 166 |aka.i df .i | drop Frst packet isn't SN drop 10
Sreaning Engine: TP Invalid i i ssi
109. 65. 154. 214 |Israel 147. 237. 77. 243 |nobi l e.i df . i | 9 =9 Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dr opped.
37.26.148.235 |[lIsrael 147.237. 77. 216 [dover. i df i Bad TCP sequence Invalid ACK nunber alert 9
: . Unexpect ed post SYN packet -
66.249.81.218 |wnited Sates |[147.237.77.216|dover.idf.il drop RST or SYN expect ed drop 9
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop
37.26.148.235 |lIsrael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d sequence nunber noni t or
Russi an R SN retransnmit wth different .
66. 249. 81. 215 erati on 147.237.77. 216 |dover.idf . il Bad TCP sequence i ndow scal e monitor (8
176.13.21. 77 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber nonitor (8
192.118.36.53 |[lIsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 8
176.13.15.197 |l srael 147.237.0.19 |nadimatal.idf.il Bad TCP sequence Invalid ACK nunber nonitor (8
192.118.36.53 |lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber nonitor (8
176.13.21. 77 I srael 147.237.76.30 |himush.idf.il Bad TCP sequence Inval i d ACK nunber aert 8
168. 63.137. 102 |Uhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
84.108.89.103 [lIsrael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
84.108. 89.103 |[Israel 147. 237. 72. 166 [aka i df .i | Bad TCP sequence Inval i d ACK nunber aert 7
Russi an R SWNretransmt wth different
66. 249. 81. 215 eration 147.237.77. 216 |dover.idf . il Bad TCP sequence vi ndow scal e aert 7
84.108. 89.103 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
109. 253. 147. 176l srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d AGK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
79.177.202. 117 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
212.150. 178. 127l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d sequence nunier noni t or
192.118.36.53 |l srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or
37.26.148.235 |israel 147.237.77. 226 [} chanatz.aka.idf 1pad TOP sequence Invalid ACK nunber aert 6
Sreaning Engine: TP Invalid i i ssi
149.78.42.29  |israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
37.26.148.235 |israel 147.237.77. 226 [} chanatz.aka.idf 1pad TOP sequence Invalid ACK nunber moni tor |6
Sreaning Engine: TP Invalid i i ssi
77.127. 244. 237 |israel 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.180.151.40 | srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g o, 6
Ret r ansni ssi on Packet dropped.
176.13. 19. 92 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber nonitor |6
Russi an e Sreaming Engine: TCP Invalid|invaid segnent retransnssi on.
141. 8.132. 112 er ati on 147.237.72. 166 |aka. i df . i | Ret 1 ansm ssi on Packet dr opped. drop 6




02-04-2016-17:04:01 to 02-04-2016-18:04:01

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
176.13.19.4 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 211
176.13.15.197 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 77
109. 253. 219. 153]I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 41
79.182.27.147 |lsrael 147.237.0.34 |tikshuv.idf.il Distributed Too Mainy of the Same Response Code (404) B ock 16
176.13.19. 4 I srael 147.237.0.19 |madi matal . idf. i |Suspicious Response Code B ock 15
46.121.59.147 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 10
85. 64. 240. 77 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 8
46.121.28.7 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
46.19. 85. 233 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 6
46. 19. 85. 246 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 5
213. 8. 204. 18 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 213.8.204. 18 B ock 4
176.13.1. 11 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 4
37.26.146.240 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
46.117.26.238 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19. 86. 39 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
109. 65. 154. 214 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
176.13. 4. 116 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
80.178.197. 140 |[lIsrael 147.237.77.216|dover . i df . il Unaut hor i zed HTTP Met hod B ock 3
37.26.148. 147 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
80.178.150. 48 |[Israel 147.237.0.34 |tikshuv.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 3
37.239.149.183 |[iraqg 147.237.77. 216 |dover.idf .l Distributed WUnaut hori zed URL Access on wanidf.il/arr/ Bl ock 2
176.13.14. 149  |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
176.13.3.7 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
185. 27.106. 69 |l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 185. 27. 106. 69 Bl ock 2
80. 178. 197. 140 |l srael 147.237.77.216|dover. i df . il Mil ti pl e Uhaut hori zed URL Access from 80. 178. 197. 140 B ock 2
176.228.188.9 |lIsrael 147.237.72. 166 |aka. i df . i | D stributed Unhknown HTTP Request Met hod B ock 2
46.19. 85. 97 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
79. 178. 204. 207 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
176.228.188.9 |lIsrael 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Byte Qode Character in Mthod B ock 2
2.54.26.32 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
165. 225. 72. 85 g;g: 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL Bl ock 2
46. 19. 85. 230 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock
176.228.188.9 |Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock
84.111.38.42  |israel 147. 237. 72. 166 |aka. i df . i | géi‘i e?.&iffppsffﬂﬁﬁfzgz gﬁi_&giﬂ) None |2
176.228.188.9 |Israel 147.237.72. 166 [aka. i df . i | Distributed Abnornal |y Long Request B ock 2
2.54.185.191 | srael 147.237.77.243|nobi | e. i df . i | Mil ti pl e Unaut horized URL Access from 2. 54. 185. 191 B ock 2
82.81.10. 126 I srael 147.237.77.216|dover.i df . i | Uhaut hori zed URL Access to ww i df.il/894-he Bl ock 2
176.228.188.9 |Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in Header Nane B ock 2
176.228.188.9 |Israel 147.237.72. 166 [aka. i df . i | Distributed Ml forned LR B ock 2
68. 180. 228. 175 ;“;tteeg 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76.42/robot s. t xt B ock 1
176.13.19.4  |israel 147.237.0.19  [nadi matal . i df i |20 TVhe Mol e on g;i' m’“ ent F acekbl der 18t xt Gapt cha in Bock |1
87.68.159. 124 | srael 147.237.72. 166 |aka. i df . i | (S?SLSLU: tcrgc\liibggpﬁngﬁi g]\l_-DAP(Tc;-t\fCE?(IO\-IIiACIJ\IKa";i) on None |1
212.179.10.43 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip_storage/files/ 1/ Bl ock 1
84.111.38. 42 | srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in Header Nane from 84. 111. 38. 42 Bl ock 1
192.243.55.130 |Dominica |[147.237.72.166|aka.idf.il Mil ti pl e Unhaut hori zed LRL Access from 192. 243. 55, 130 B ock 1
66.249.78.28  |Israel 147.237.76.42 |refuah.idf.il m“:er}‘ﬁ;?g] ﬁ ’ﬁi‘i?ﬂp} 0 o shar odl user cot ol o/ heaer oper] Bock |1

Unknown Par anet er
176.13.12. 24 I srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphhai n$TochenPl aceHbl der $ct | 13%$ct | 01$ct | 03$chl Question$? in  [None 1

aka.idf.il/mai n/ gi yus/ questionnai re. aspx
80. 179. 196. 168 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/main/giyus/m B ock 1

Il1egal URL Path Encoding kO xAz5a€?x° A?A;[[#31]]-Ash{AS

Aea[ [#3]]1 0 d[[#27] ] [[#30]] x" 95} APx?uS9%8@) | | x?CN[ [ #3] ] [ [ #15] 1 AE[ [ #4] ] d[ [ #5]

] Aoy x2 Az - ) T .
176.228.188.9 |Israel  |147.237.72. 166 |aka. i df . i | Sjggi?‘)_[[[[#;;]]] g‘?zﬁi[zzf]”v]f; g&gi&ﬁ%ﬁnﬁfg#w TOxpwx WWER ook |1

A u%ex O/ [ #20]]4" 7 [ #14] ] xee AZ[ [#0] ] se3a-A'xs

" R[ [ #28] 1 [[#17]] z[ [#16]] [ [#18]] [ [#2]] xtxbx€AYA | Aot AECH [ #22] ] ' #ae™

h{[#5]]x [[#71])"
149. 78. 30. 36 I srael 147.237.77. 216 |dover.idf . il Distributed Whaut horized LRL Access on waw i df . il/xnrpc. php B ock 1
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