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|Top Attackers | n DDoS- Def ence |

|Attacker Country

Attacker Address

Target Address

Signature

Device Action

Count

188. 138. 1. 218 Ger many 147. 237. 76. 202 e halag.idf.il ock Wdp Al _Nets drop 1
115. 230. 124. 164 Chi na 147.237.77.216 dover.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry Target Address |Site |Sgna1 ure Devi ce Action |Oount

198. 20. 69. 74 Lhited Sates 147.237.77. 227 e hamaz.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1




|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Country

02-04-2016-16:04:05 to 02-04-2016-17:04:05

|Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
209. 126. 116. 147 147.237.76. 31 Lhited Sates nakchal . i df .| ET SCAN NVAP -sS wi ndow 1024 1
31.168. 94. 4 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
183. 60. 203. 138 147.237. 76. 198 (hi na e. yohal an. i df .il ET SCAN Potential VNC Scan 5900- 5920 1
183. 60. 203. 138 147.237.76. 44 hi na e.refuah.iof.il ET SCAN Potential VNC Scan 5900- 5920 1
89. 139. 160. 63 147.237. 0. 34 I 'srael tikshuv.idf.il ET SCAN NVAP -sA (2) 1
85. 65. 20. 84 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stri buted Portscan 1
79. 180. 187. 245 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
46.121. 233. 194 147.237. 72. 166 I 'srael aka idf.il portscan: TCP DO stributed Portscan 1
46. 19. 86. 236 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stri buted Portscan 1
209. 126. 116. 147 147.237.76. 177 Lhited Sates ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 85. 217 147.237. 72. 166 I 'srael aka idf.il portscan: TCP DO stributed Portscan 1
2.52.43. 47 147. 237. 72. 166 I srael aka.idf.il portscan: TCP DO stri buted Portscan 1
183. 60. 203. 138 147.237. 76. 196 (hi na e.svivaid.il ET SCAN Potential VNC Scan 5900- 5920 1
183. 60. 203. 138 147. 237.76. 42 ni na refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
87.69. 96. 119 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
82. 163. 64. 206 147.237.77. 216 United Ki ngdom dover.idf.il portscan: TCP O stributed Portscan 1
46. 148. 22. 26 147.237.76. 177 Li t huani a ncore.idf.il ET SCAN Potential SSH Scan 1
46.120. 131. 177 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stri buted Portscan 1
46. 19. 86. 168 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Devi ce

‘Attacker Country‘Target Address [Ste Signature Action ‘Count
79.179.16.70  |Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence SWretransmt with different monitor |49
w ndow scal e
o SWNretransmit wth different .
109. 64. 207. 131 |I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal & noni t or 32
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreaning Engine: TCP Invalid i i ssi
79.181. 100. 49 |Israel 147.237.0.34  |tikshwv.idf.il 9 =9 Invalid segnent retransmssion. g, 21
Ret r ansni ssi on Packet dr opped.
Ml dova, o -
94.139. 130. 90 Republ i ¢ of 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 13
209. 73. 141. 216 g”of(;ym“s 147. 237.72. 166 |aka i of . i | drop First packet isn't SWN drop 10
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
Sreaning Engine: TGP Invalid i i ssi
213. 151. 32. 163 |l sr ael 147. 237.77. 243 |mobi le. i f . i 9 =9 Invalid segnent retransmssion. |, 8
Ret r ansni ssi on Packet dr opped.
VWb Server Enf or cenent HITP Deni
130. 203. 136. 75 |Lhited Sates  |147.237.77.74 |lawidf.il _ Ve Servers S ow enial of o ect 8
Mol ation Service
37.46.39.155 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 7
54.244.22.103 |[lhited Sates 147.237.77. 176 |nat pash.i df .i | drop First packet isn't SYN drop
Sreanming Engine: TCP Invalid i i SSi
46.19.85.137 | srael 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. g, 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
80.179.39.49 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g, 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
109. 253. 196. 93 |1 srael 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. g o, 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
5.22.130.65  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g, 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
46.19.86.217 | srael 147.237.0.19 |nadimatal .idf.il 9 =g Invalid segnent retransmssion. g, 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
109.65.2.97  |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g, 6
Ret r ansni ssi on Packet dr opped.
46.19.85.145  [Israel 147.237. 72. 156 |anan.i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
Sreaning Engine: TGP Invalid i i ssi
79. 180. 226. 193 |I sr ael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
2.52.32.182 I srael 147. 237. 72. 156 |aman. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 6
46.120. 45. 146 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d sequence nunber noni t or 5
213.57.223. 254 |I srael 147.237.76.30 [hinush.idf.il Bad TCP sequence Invalid AGK nunber noni t or 5
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf. | Bl ock HTTP Non Conpl i ant Failed to hand e connection data  [nonitor 5
37.46.38.189 |[Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nvalid ACK nunber noni t or 5
46.120. 45. 146 |l srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d sequence nunber noni t or 5
128. 6. 37. 82 Lhited Sates 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 5
185.3.144.77 |lIsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
. . SYNPAXK retransmit with different .
37.26.147.254 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence i dow scal noni t or 4
Sreanming Engine: TQP Invalid i i SSi
149. 88. 37. 133 |Israel 147. 237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. g o, 4
Ret ransni ssi on Packet dr opped.
2.54.180.163 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
41.33.232.66 |Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |noni tor
74.6.254.127 |lhited Sates 147.237.77. 216 |dover.i df . i | Bl ock HTTP Non Gonpl i ant Failed to hand e connection data  |nonitor
s SYNretransnmit wth different .
80. 246. 130. 208 [l srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence i ndow scal e noni t or 4
2.54.32.104 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Sreaning Engine: TGP Invalid i i ssi
66.249.78.184 |Wited Sates  |147.237.76. 200 |eitan. aka i df il 9 =9 Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 78 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
2.52.137.254 |israel 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber noni t or
Sreaning Engine: TQP Invalid i i ssi
79.180.51.84 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g o, 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TQP Invalid i i SSi
185. 120. 126. 77 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g o, 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
37.26.149. 217 |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g, 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TQP Invalid i i SSi
79.178.57.236 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g o, 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
31.210.181. 99 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g, 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TQP Invalid i i SSi
5.22.135.168 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g, 3
Ret ransmi ssi on Packet dr opped.
37.46.39.74 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber noni t or 3
Sreaming Engine: TGP Invalid i i sSi
79.179.3.248 |israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
37.26.149. 162 |[Israel 147.237. 72. 167 |i shuri maka. i df . i g .g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
109.66.38.8 |l srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
132.66.39.84 |Isradl 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
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Attacker Qountry |Target Address
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Signature

Sreaning Engine: TGP Invalid
Ret r ansni ssi on
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site dgnature Action ‘Count
79.179.113.33  |Israel 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) Bl ock 528
79.179.113.33 [ srael 147.237.0.19 |nadi matal .idf.il ;g(.)l’\%r.lylf; ;Qe Sane Response (bde (403) in Session from Bock 144
46. 19. 86. 238 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 138
79.179.113.33 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 116
79.178.144. 145 |[Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 110
46.19. 86. 238 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Same Response Code (404) Bl ock 101
109. 253. 146. 97 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 93
2.54.173. 80 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 93
109. 253. 159. 53 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 72
95. 86. 70. 31 I srael 147.237.0.34 |tikshuv.idf.il ;g?szé%.oélthe Sane Response Cpde (404) in Session from Bock |51
2.54.129. 203 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 46
46. 19. 86. 217 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 26
109. 253. 192. 223|1 sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 19
46.19. 85. 152 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 17
2.54.173.80 | srael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) Bl ock 14
176.13.13. 111 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 14
149.78.254.79  |Israel 147.237.77. 243 |nobi | e. i df . i | Sozti:'et_li“defd_ IW?‘:LZ: /ggg\xg\:\gf dogaranet o Qurrent Passuor d Bock |13
46.19.85.204  |israel 147.237.77. 243 |nobi | e. i df . i | Eoztiziel_)?tdef IW:;:;:; /I{]ﬁg\grﬂsﬂsp dogaranet o QU et Passuor d Bock |9
37.26.148.163 |l srael 147.237.72.167 |i shuri maka. i df . i ;‘;?;gnf"l;flége Sane Response Code (404) in Session from Bock |8
2.54.178.14 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 6
79.178. 36. 58 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
212.116. 164. 20 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 5
79.177.34.91 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 4
213.151.32.163 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
149. 88. 156. 191 |Israel 147.237.77.74 |lawidf.il multgxiiéfﬂ ILln;:_or?gc():lez/Scct)roe/ doc. mr/ doc.nur. asp Bock |3
109. 253. 206. 17 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
79.179. 16. 70 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to waw refua. atal .idf.il/894-he B ock 3
109. 253. 206. 17 |Israel 147.237.77.243|mobi | e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 3
79.176. 43.55 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/sip_storagel/files/ 1/ B ock 3
46.19. 86. 90 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
66.249.78. 159 |lsrael 147.237.77.216|dover. i df . il Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 159 Bl ock 2
79.179. 16. 70 I srael 147.237.76.42 |refuah.idf.il Mil tipl e Unaut hori zed URL Access from 79.179. 16. 70 B ock 2
37.142.243.41 |[israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
89. 138. 167. 225 |lsrael 147.237.77. 176 |mat pash. i df . i | D stributed Suspici ous Response Gode Bl ock 2
176.13. 4. 24 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.19. 85. 144 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
79.177. 39. 67 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
81.218.241.26 |[Israel 147.237.77. 216 |dover . i df . i | Ml tipl e Unhauthorized URL Access from 81.218. 241. 26 B ock 2
93.173.237.215 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 93.173.237.215 |B ock 2
79.176. 43. 55 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTI ONS for v aka. i df .il/ B ock 2
109. 253. 135. 57 |Israel 147.237.77. 243 |nobi l e. i df . i | Sozti:i:ﬁﬁd? IW:’;:;; /Iﬁﬁg\g;;sa;\i\gf dogaranet o Qrrent Passuor d Bock |2
84.95.86.186 |l srael 147.237.77. 243 |nobi | e. i df . i | ﬁgﬂt:%fsz /gegpgf;tzm o e/l st chi | ddocurent s/ 1361 Bock |2
109. 253. 195. 44 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
2.54.147.109  |israel 147.237.72. 167 i shuri maka. i df . i ?‘:'Otri]pzl_esiu'lil‘f_ (itogl Hel fw dth hi code Encoding on LR Paraneter (+) g oy 1
Unknown Par arret er
85. 250. 149. 175 |[Israel 147.237.72. 166 [aka. i df . i | ct| 00$ct | 00$cphMai n$TochenPl acetol der $ct | 13$ct 1 02$ct 1 03$txt Field  |None 1
in akaidf.il/nain/giyus/questionnaire. aspx
Unknown Par arret er
80. 246. 136. 191 |l srael 147.237.72. 166 |aka. i df . i | ct |1 00%ct | 00$cphMai n$TochenP acehbl der $ct | 13$ct | 01$ct | 03$chbl Questi |None 1
on$14 in aka.idf.il/nain/gi yus/ questi onnai re. aspx
46. 60. 60. 236 _F;:'rff:io?;f‘”acupi o [147- 237. 77. 176 |n@t pash. i df . i | [unauthori zed LRL Access to v cogat . idf . i1/894-ar B ock 1
79.179.113.33  |Israel 147.237.0.19 |nadimatal .idf.il[Too Many 403: Response Code per Session Bl ock 1
46. 19. 85. 137 I srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code B ock 1
Unknown Par anet er
31.154.149.97 |lIsrael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenP acehbl der $ct | 13$ct | 01$ct | 03%chl Questi |None 1

on$42 in aka.idf.il/nain/giyus/ questionnai re. aspx
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