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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
159. 122. 252. 41 Net her | ands 147.237.76. 176 test.ncore.idf.il Block Np Al _Net drop 1
185. 130. 5. 224 147.237. 76. 39 nobi | e.neitav.idf.il [B ock Wp Al _Nets drop 1
52.53.222.9 Lhited Sates 147.237.76. 196 e.sviva.idf.il ock Np Al Net drop 1
185. 130. 5. 224 147. 237. 76. 197 e. hinush.idf.il Block Udp All Nets drop 1
54.67. 38. 74 Lhited Sates 147.237.72. 166 aka.idf.il DCB- ht t pdx- hr eadr equest - FS dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1 ure Devi ce Action |Oount
151. 80. 31. 142 Italy 147.237.76. 31 nakchal .idf.il 228: HITP.  AhrefBot craw er Bl ock 1
46.120. 204. 172 I srael 147.237.77. 170 nmaar achot . i df.il Q008: HTTP: Xenu User Agent Bl ock 1
46.120. 204. 172 I srael 147. 237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

149. 88.40. 184  |147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
114.112.90.54 [147.237.0.35 |China akavs. i df .i | ET SCAN NVAP -sS w ndow 1024 1
89. 248. 160. 196 |147.237.76.30 |Netherl ands hi nush. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
85.64. 146.246  [147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
80, 246. 130. 207|147 237 76.30 |1 st ael himsh i df | ET DOB5 Large anount of TCP ZeroVWndow - Possible Nkiller2 1
DDos att ack
79.180.31. 159  [147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
2.52.33.70 147.237.77. 216 |I srael dover.idf.il portscan: TQP D stributed Portscan 1
212.29.203. 226 |[147.237.77.216|lsrael dover.idf.il portscan: TCP D stributed Portscan 1
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
147.236. 232. 254|147. 237. 77. 216 |I srael dover.idf.il portscan: TQP D stributed Portscan 1
93.172.179. 146 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
89.248.160. 196 [147.237.0.17 [Netherlands mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
82. 81. 86. 73 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
80.178. 162. 178 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 92 147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
213.151. 46. 118 |[147.237.72. 166 |l srael aka.idf.il portscan: TCQP D stributed Portscan 1
209. 126. 116. 147|147. 237. 76. 147 |hited Sates  |chinuch. aka.idf.i| ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
109. 64. 237. 24 |Israel 147.237.76.42 |refuah.idf.il  |Bad TCP sequence mdroitvrsacnasl”lt wth dfferent moni tor |45
2.52.58. 25 I srael 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid finvalid segnent retransnissi on. drop 42
Ret ransni ssi on Packet dr opped.
149.78.111. 233 |Israel 147.237.76.42 |refuah.idf.il  |Bad TCP sequence mdroitvrsacnasl”lt wth dfferent moni tor |31
2.54.139. 197 | srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 24
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 23
213.57.127.178 |lIsrael 147.237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e comnection data  [nonitor |14
80. 246. 130. 207 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or 10
46.19.85.149  |[israel 147. 237. 77. 216 |dover i df .| Bad TCP sequence mﬁsg reansm wthditterent | onitor |10
46. 19. 85. 96 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 9
109. 253.203. 82 |israel 147.237.77. 243 |mvi e i1 | €AM NG Engine: TQP Invalid invalid segnent retransmssi on, drop 9
Ret r ansni ssi on Packet dropped.
2.54.20. 4 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect
165.225.72.85 |wnited Sates  [147.237.72. 166 |aka.idf. il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
80. 246. 130. 207 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d AGK nunber alert
2.52.10. 200 | srael 147.237. 72. 167 |i shuri maka. i df . i Stream ng EI’.lgI ne: TCP Invalid nvalid segnent retransmssi on. drop 9
Ret ransni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
109. 253. 198. 250|l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber alert 7
62.0.197. 105 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
109. 253. 198. 250]l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
37.26.149.169 [ srael 147.237.76.31 |nakchal .idf.il  |Bad TCP sequence mﬁ?fsg‘ reansm wthdifferent |oonitor [
46.19.85.247  |israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid finvalid segnent retransnissi on. drop 6
Ret ransni ssi on Packet dr opped.
2.54.143. 38 I srael 147.237.72. 166 |aka.i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 165 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d AGK nunber alert
2.54.170. 97 | srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect
130.203.136.75 |Wited Sates  [147.237.77.74 [lawidf.il veb Ser ver Enf or cenent Véb Servers S ow HITP Denial of ) o 6
Mol ation Service
2.54.173. 119 I srael 147.237.72. 166 |aka.i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect
81.218.173. 126 |lsrael 147.237.77.74 |lawidf.il Bad TCP sequence I'nvalid sequence nunber noni t or 6
37.26.148.141 | srael 147.237.77. 243 |rvit e i1 | €AM NG Engine: TCP Invalid - invalid segrent retransmssion. |, o 6
Ret ransni ssi on Packet dropped.
46.19.85.233  |Israel 147.237.77. 243 |mvi e i1 | SAM NG Engine: TCP Invalid invalid segnent retransmssi on, drop 6
Ret r ansni ssi on Packet dropped.
2.54.169. 213 I srael 147.237.77. 216 |dover.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
37.26.146.215 |lsrael 147.237.72. 166 |aka. i df .il dr op First packet isn't SYN drop 5
46. 19. 85. 97 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 5
31.168.17.248 |[lsrael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
46. 19. 85. 165 I srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 85. 97 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
37.9.122. 202 :Z:::Inl on 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SN drop 5
46.19. 86. 132 I 'srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
82.80.56.154  |Israel 147.237.72. 166 |aka. i df .1 Bad TCP sequence mﬁ?fsg‘ reansm wthdifferent | onitor |4
37.26.146.180 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
46. 19. 85. 115 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
41.33.232.66 Egypt 147.237.77. 216 [dover.idf i Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 4
73.3.77.56 Lhited Sates  [147.237.72.166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
2.54.38. 157 I srael 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> RST rej ect 4
91.200.12. 143 |Ukraine 147.237.77. 216 |dover. i df .i | drop SAMrule drop 4
149. 78. 40. 38 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence noni t or 4
195.34.150.18 |Austria 147.237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [monitor |4
84.228.194. 182 |l srael 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
185. 60. 144. 32  |Satzerland 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
2.54.169. 213 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 4
213.8.204. 9 I'srael 147.237.77. 243 |rvit e i1 | €AM NG Engine: TCP Invalid - invalid segrent retransmssion. |, o 4
Ret ransni ssi on Packet dropped.
46.19. 85. 115 I 'srael 147.237. 77. 216 [dover.idf . i Bad TCP sequence Inval i d ACK nunber alert 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 253. 205. 168 srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 104
149. 88. 74. 26 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 85
176. 13. 23. 23 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 77
109. 253. 205. 168|I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 55
213.8.204.9 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 29
149. 88. 74. 26 I srael 147.237.0.19 |[madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 22
46. 19. 85. 88 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 18
2. 54. 146. 230 I srael 147.237.76.31 |nakchal .idf.il Mil ti pl e Unaut horized URL Access from 2. 54. 146. 230 B ock 14
5. 28.137. 100 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 13
109. 253. 205. 168 sr ael 147.237.0.19 |nadimatal .idf.il Iggl\gg ggst. q%8$m Response Code (403) in Session from Bock |12
46.19. 86. 161 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 10
2.54.31.56 I srael 147.237.77. 243 |nobi | e. i df . i | :;;”lt:?r&fsz . g:t‘eggf;im s/ i st chi | ddocurent &/ 139 Bock |5
50. 63.197.202 |[wnited Sates [147.237.72.166|aka.idf.il Mil ti pl e Unaut horized URL Access from 50. 63. 197. 202 B ock 5
46.19. 86. 40 I srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 4
80.246.137.72 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 4
37.26.148.175 |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 37.26. 148. 175 B ock 4
176. 13. 0. 253 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 3
84.109. 19. 68 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
109. 253. 203. 82 |l srael 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Qode B ock 3
Unknown Par anet er
84.109. 73. 22 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 01%ct | 03%chl Quest [None 2
ion$83 in aka.idf.il/nain/giyus/ questionnaire. aspx
146. 185. 234. 48 2;2::3 on 147.237.0.34 |tikshuv.idf.il Mil tipl e Unhauthori zed URL Access from 146. 185. 234. 48 B ock 2
104.131.176.65 |[thited Sates |147.237.77.176 [nat pash. i df . il Ml tipl e Unauthorized URL Access from 104. 131. 176. 65 B ock 2
5.22.131.23 I 'srael 147.237.72. 166 |aka. i df . i | mu;kr:ri ldfe,d | /l\fa:j ?gaﬁ J. (():,-:/q)aysl i p. aspx B ock 2
194.90. 25.122  |Israel 147. 237.77. 226 \(;\;M/\i/'l(:hanat z. aka.| Mil tipl e Uhauthorized URL Access from 194. 90. 25. 122 B ock 2
70.168.223.217 |wnited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to waww i df . i|/894-en/i df gdover. aspx B ock 2
109. 253. 144. 180|I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 2
95. 86. 98. 70 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to ww chi nuch. aka. i df.il/404. htm B ock 2
37.26.149.181 [Israel 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 2
125. 165. 25. 217 |l ndonesi a 147.237.77.216|dover. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
80. 246. 136. 248 |l srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qoen Mde None 1
208.80.194.30 |lLhited Sates [147.237.76.42 [refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ 1. he/ 960. css B ock 1
37.26.148.141 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
Unknown Par anet er
109. 186. 4. 177  |Israel 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPt acetbl der $ct | 13%ct | 01%ct | 03$chl Quest [None 1
i on$108 in aka.idf.il/mai n/gi yus/ questionnaire. aspx
68.180.228.112 [wited Sates |[147.237. 77. 216 |dover. i df . i | mrii ;“_tf’?/igﬁg dgfg _\Aa;"pjt ip(;r: et or Pagehum Bl ock 1
98.143.148. 107 |[lhited Sates [147.237.77.235|sviva.idf.il Unaut hori zed URL Access to 147.237. 77. 235/ check B ock 1
85.64.17.123  [Israel 147.237.76.42 |refuah.idf.il ot e \haut ort zed é&aﬁc‘;ﬁ on Bock |1
50.63.197.202 |lnited Sates |[147.237.72.166|aka.idf.il Unaut hori zed URL Access to aka.idf.il/wp-admn/ Bl ock 1
84.94.73.177  [israel 147.237.77. 233 at al . i df . i | e Lot hor zed WL .Agscs)s(s on Hock |1
37.190. 185. 123 [Pol and 147.237.77. 216 |dover. i df . i | muqu/avljitdr}ériilzli?p?ofgg;i‘siIte(;/2/ 4912 prg Bock |1
2.54.158. 94 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
Unknown Par anet er
109. 65. 187. 140 |Israel 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 01%ct | 03%chl Quest [None 1
ion$43 in aka.idf.il/nain/giyus/ questionnaire. aspx
Unknown Par anet er
77.126.82.74 I srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphvai n$TochenPl acetbl der $ct | 13%ct | 02$ct | 03$txt Fiel d  [None 1
inaka idf.il/main/giyus/questionnaire. aspx
191.232. 136. 186|lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
66.249.78.230 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
149.88.74.26  |Israel 147.237.0.19  |madi matal .idf.il [0S VRS \IAIO/' igﬂ”eftl'om'fni?t;;c;gder 1$txtSreet in Bock |1
93. 160. 60. 22 Denmar k 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to waw i df . i|/1503- en/ dover. aspx. B ock 1
Unknown Par anet er
46.19. 86. 145 I srael 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPt acetbl der $ct | 13$ct | 02$ct 1 03$txt Field  [None 1
in aka idf.il/nain/giyus/questionnaire. aspx
132. 64. 165.89 |l srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 132. 64. 165. 89 B ock 1
Unknown Par anet er
84.109. 73. 22 I srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMii n$TochenPl acetbl der $ct | 13$ct | 02$ct | 03$txt Field  [None 1
inaka idf.il/nain/giyus/questionnaire. aspx
212.76.105. 218 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/gius Bl ock 1
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