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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address |Site

|Signature

Device Action

Count

85. 64. 5. 251 | srael 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 3262
85. 64. 5. 251 | srael 147.237. 0. 33 idf.il TP San (vertical) dr op 1945
85. 64. 5. 251 | srael 147.237.72. 156 anan.idf.il TP Scan (vertical) drop 1940
85. 64. 5. 251 | srael 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 8
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
198. 199. 127. 149 Net her | ands 147.237.76. 202 e halag.idf.il B ock Np Al _Net drop 1
123.195. 224. 211 Tai wan 147.237.76. 196 e.sviva.idf.il B ock_ Wp Al _Nets drop 1
159. 122. 252. 41 Net her | ands 147.237.76. 42 refuah.idf.il B ock Np All _Net dr op 1
54. 67. 38. 74 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |DOS htt pdx- hr eadr equest - FS dest - r eset 1
198. 199. 127. 149 Net her | ands 147.237.76. 199 e.nakchal .idf.il Bock Np All _Net drop 1
54.67. 38. 74 Lhited Sates 147.237.76. 30 hi nush.idf.il DCE- ht t pdx- hr eadr equest - FS dest - r eset 1




02-04-2016-13:04:04 to 02-04-2016-14:04:04

|Top Attackers In IPS|

At t acker At t acker

’Target Address |Site ’Sgnature

Country
85.64.5.251  [Israel 147.237.72. 166 [aka. i df . | [12348 HTTP: PO Query String Paraneter Command Inj ection Bl ock 9
Wl nerability
85. 64.5. 251 I srael 147.237.72.166|aka. i df . i | |2809: HITP. 11S TRACK Met hod Bl ock
106. 38. 241. 106 |Chi na 147.237.77. 216 |dover . i df . i|Cl03: HITP. User Agent Sogou+web+spi der B ock
85.64.5.251  |Israel 147.237.72. 166 |aka. i df . i | ﬁf’gr:abﬂ?y P03 Qeery String Paraneter [nformation O sclosure B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

dte

Signature

85. 64. 5. 251 147.237.72. 166 I srael aka.idf.il SERVER- WVEBAPP TRACE at t enpt 19
85. 64. 5. 251 147.237. 72. 166 I srael aka.idf.il GPL WEB_SERVER TRACE att enpt 16
85. 64. 5. 251 147.237.72. 166 I 'srael akaidf.il SERVER- WEBAPP VEEB- | NF access 4
37.142. 148. 120 147.237.77. 216 | srael dover.idf.il portscan: TCP D stributed Portscan 1
85. 64. 5. 251 147.237.72. 156 I srael aman. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
2.54.157.77 147.237.72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
85. 64. 5. 251 147.237.0. 33 I srael idf.il ET SCAN Potential WNC Scan 5800- 5820 1
2.54.31. 205 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
82. 166. 88. 93 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
208. 80. 155. 224 147.237. 77. 216 Lhited Sates dover.idf.il Tehila - Perl LW with fake user agent 1
79.183. 117. 237 147.237.72. 166 I srael akaidf.il portscan: TGP D stributed Portscan 1
183. 60. 48. 25 147, 237. 76. 39 Chi na nobi | e. nei tav. i df.il ET SCAN Potential VWNC Scan 5900- 5920 1
66.249. 93. 7 147.237.0. 15 Lhited Sates kosher-kravi.idf.il ET SCAN NVAP -sA (2) 1
162. 222. 185. 165 147.237.0.16 Lited Sates ny- kosher -kravi .i df .il ET SCAN Potential SSH Scan 1
66.249. 78. 174 147.237.77. 243 Lhited Sates nobi | e.idf.il ET SCAN NVAP -sA (2) 1
85. 64. 5. 251 147.237.77. 216 I srael dover.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
46. 19. 85. 202 147.237.72. 166 I srael akaidf.il portscan: TGP D stributed Portscan 1
46. 19. 85. 84 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
37. 46. 35. 204 147.237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
85. 64. 5. 251 147.237.0. 33 I srael idf.il ET SCAN Potential VNC Scan 5900- 5920 1
2.54.134. 194 147.237.72. 166 I 'srael aka idf.il portscan: TCP D stributed Portscan 1
85. 64. 5. 251 147.237.0. 33 I srael idf.il ET SCAN NVAP -sS w ndow 1024 1
212.179. 221. 203 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
81.218. 116. 129 147.237.72. 166 I 'srael aka idf.il portscan: TCP D stributed Portscan 1
195. 34. 150. 18 147.237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 1
79.181.32. 92 147.237.72. 166 I srael akaidf.il portscan: TGP D stributed Portscan 1
162. 222. 185. 165 147.237.0. 34 Lhited Sates tikshuv.idf.il ET SCAN Potential SSH Scan 1
66. 249. 81. 201 147.237. 76. 86 Lhited Sates navy. i df .il ET SCAN NVAP -sA (2) 1
85. 250. 31. 243 147.237.72. 166 I srael akaidf.il portscan: TGP D stributed Portscan 1
66. 249. 75. 214 147.237.77. 170 Lhited Sates n@ar achot . i df .i1 ET SCAN NVAP -sSA (2) 1
85. 64. 5. 251 147.237.77. 216 I srael dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
46. 19. 85. 146 147.237.72. 166 I srael akaidf.il portscan: TGP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
54.244.22.103 |lhited Sates |147.237.0.34 |tikshuv.idf.il dr op First packet isn't SYN drop 70
213.204. 101. 24 |Lebanon 147.237.77. 233 |atal .idf.il drop Frst packet isn't SYN drop 30
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 23
Sreaning Engine: TQP Invalid i i sSi
2.52.2.31 I srael 147.237.77. 243 |nobil e. i of . 9 =g Invalid segnent retransmssion. drop 18
Ret ransmi ssi on Packet dropped.
212. 219. 249. 99 LKT';gegom 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 16
82.80.86.129 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence S retransmt with different monitor |16
w ndow scal e
Sreaning Engine: TGP Invalid i i ssi
104. 131. 40. 139 |Wnited Sates |147.237.76.86 |navy.idf.il g =g Invalid segnent retransnission. drop 12
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i sSi
109. 253. 138. 78 |l srael 147. 237.72. 167 |i shuri maka. i f . i 9 =g Invalid segnent retransmssion. drop 12
Ret r ansm ssi on Packet dropped.
o SN retransmit wth different .
169. 254. 187. 219 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence i ndow scal e noni t or 11
54.244.22.103 |lhited Sates |147.237.77.233|ata .idf.il dr op First packet isn't SYN drop 10
Sreaning Engine: TCP Invalid i i ssi
37.26.149. 248 |israel 147.237.72. 167 |i shuri maka i of . i g =g Invalid segnent retransnission drop 9
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19. 85. 41 I'sr ael 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssion. drop 9
Ret ransmi ssi on Packet dropped.
85. 65.210.178 [l srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence noni t or
85.65.210.178 [l srael 147. 237. 72. 156 |anan. i df .il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect
Sreaning Engine: TQP Invalid i i sSi
192.173.144.3 |wited Sates |147.237.72. 166 |aka idf. il 9 =g Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 253.129. 19 | srael 147. 237. 72. 167 |i shuri maka. i df . i g =g Invalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
31.168. 152. 150 |lsrael 147.237.72. 166 |aka.idf il Bad TCP sequence I'nval i d sequence nunier noni t or
212.179.214.29 |Israel 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi
109. 253. 200. 180|1 srael 147.237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segment retransnissi on. drop 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.54.36. 206 I srael 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
Vb Server Enforcenent HITP Deni
130. 203. 136. 75 |Wited Sates |147.237.77.74 |lawidf.il , Véb Servers S ow Denial of | et 6
Mol ati on Servi ce
Sreaning Engine: TCP Invalid i i ssi
176.13. 5. 79 I'srael 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
185. 120. 125. 27 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmission. drop 6
Ret ransmi ssi on Packet dropped.
46.19. 85. 217 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber aert 6
212.179.214.29 |lsrael 147. 237. 72. 166 |aka.i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TCP Invalid i i ssi
109. 65. 60. 14 | srael 147.237.72. 166 |aka.i df . i g =g nvalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
5.22.130.241  |israel 147. 237.72. 166 |aka. i of .11 g =g Invalid segnent retransnission drop 6
Ret ransmi ssi on Packet dropped.
46. 19. 85. 186 I srael 147.237. 77. 216 |dover. i df .i Bad TCP sequence Invalid ACK nunber alert 6
46.19. 85. 217 | srael 147. 237.77. 216 |dover. i df.il Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 186 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TQP Invalid i i ssi
176.13.6.158 | srael 147.237.77. 243 |robi L e, i of . i1 g =g nvalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
. . SYN+AXK retransmit with different .
37.26.148.233 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence i nddow scal e noni t or 5
132.76.10.42  |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence SINAK retransmt with different Jopniior s
w ndow scal e
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
46.19. 85. 97 I srael 147.237.72. 166 |aka. i of . i1 Bad TCP sequence SIHAK retransmt with different | oo s
w ndow scal e
46.19. 85. 234 I srael 147.237.0.34 |tikshuv.idf.il [SYN At tack SYN - > SYN-ACK -> Ti meout rej ect 5
212.179.214.29 |lsrael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 5
37.26.148.182 |lIsrael 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 4
2.54.5.174 I srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
31.210. 187. 100 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 4
41.33.232. 66 Egypt 147. 237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data noni t or 4
80.240.78.234 |Saudi Arabia |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 4
85.65.210.178 I srael 147.237. 72. 156 |anan. i of . i Bad TCP sequence SIAK retransmt with different Jopniior g
w ndow scal e
85. 64. 5. 251 I srael 147.237.0.33 |idf.il drop drop
46. 19. 85. 100 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TQP Invalid i i sSi
81. 218. 200. 254 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
2.54,181. 22 | srael 147.237. 72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 3
77.125.4.197  |israel 147.237. 72. 156 |anan. i of . Bad TCP sequence SINAC retransmt with different | ooivor |3
w ndow scal e
85. 65.210.178 |lsrael 147.237.72. 156 |anan.idf . il drop Frst packet isn't SYN drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Acti on ‘Count
85. 64. 5. 251 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unaut horized URL Access from 85. 64. 5. 251 B ock 156
. . . {Too Many of the Same Response Code (404) in Session from
109. 253. 202. 246l srael 147.237.0.19 |madimatal .idf.i 109. 253. 202. 246 B ock 115
109. 253. 202. 2461 sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 115
46. 19. 86. 202 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 37
85. 64. 5. 251 I srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 85. 64. 5. 251 B ock 29
46. 19. 85. 43 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 18
46.19. 85. 234 I srael 147.237.0.34 |tikshuv.idf.il [Too Many of the Sane Response Code (404) in Session from46.19.85.234 |B ock 17
37.142.68.107 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 9
85. 64. 5. 251 I srael 147.237.77. 216 |dover . i df .i | Ml tiple Unaut horized URL Access from 85. 64. 5. 251 B ock 9
80. 246.136.33 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 7
85. 64. 5. 251 I srael 147.237.77. 216 |dover.i df .i | Paranet er Type Mol ati on PageNumin wa i df . i |/ 1362- he/ dover . aspx B ock 6
85. 64. 5. 251 I srael 147.237.77. 216 |dover . i df .i | Paranet er Type Mol ati on PageNumin waw i df . i|/1379- he/ dover . aspx B ock 6
85. 64. 5. 251 | srael 147.237.77.216|dover. i df .i | Parareter Type M ol ati on PageNumin ww i df . il/1380- he/ dover . aspx B ock 6
85. 64. 5. 251 I srael 147.237.77. 216 |dover.i df .i | Par anet er Type Mol ati on PageNumin wa i df . il/1133- he/ dover . aspx B ock 4
104.131. 40. 139 [Lhited Sates |147.237.76.86 |navy.idf.il Ml tipl e Uhaut horized URL Access from 104. 131. 40. 139 B ock 4
192. 243.55. 138 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tiple Uauthorized URL Access from 192. 243. 55. 138 B ock 3
109. 253. 134. 24 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
212.116. 164. 20 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
85. 64. 5. 251 | srael 147.237.72. 156 |anan. i df . i | Mil tiple Unauthorized URL Access from 85. 64. 5. 251 B ock 2
80. 246. 137. 225 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
213.151.41.140 [israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unhaut horized URL Access from 213. 151. 41. 140 B ock 2
79.182.29. 93 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . i|/mai n/ gi yus/ waw navy. idf.il Bl ock 2
85. 64. 5. 251 I srael 147.237.77. 216 |dover.i df .i | Paranet er Type Mol ati on PageNumin wa i df . i |/1824- he/ dover . aspx B ock 2
192. 243. 55. 136 |Doni ni ca 147.237.72. 166 [aka. i df . i | Mil tipl e Unhaut horized URL Access from 192. 243. 55. 136 B ock 2
Unknown Par arret er
213.57.158. 224 |lIsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP! aceHol der $ct | 13$ct | 01$ct | 03$chl Quest i on$20 |None 1
inakaidf.il/nain/giyus/questionnaire. aspx
. . Mal forned URL
46. 19. 85. 58 I srael 147.237.77. 216 |dover . i df . i | "ok ref .20, 8af c=["" ", 1454586211, "ht t p: // m f acebook. co] B ock 1
Parameter Type Mol ation
85. 64. 5. 251 I srael 147.237.77. 216 |dover.i df .i | ct 1 00$Cont ent Pl aceHol der 1$ucNewsH ashCont r ol $dat epi cker in B ock 1
wa i df . i 1/1153- he/ dover . aspx
Parameter Type Mol ation
85. 64. 5. 251 I srael 147.237.77. 216 |dover.i df .i | ct | 00$Cont ent P acekbl der 1$ucArti cl eLobbyCont r ol $dat epi cker in B ock 1
wan i df . i |/ 1779- he/ dover . aspx
192. 243.55. 129 [Doni ni ca 147.237.72. 166 |aka. i df . i | Mil ti pl e Uhaut horized URL Access from 192. 243. 55. 129 B ock 1
85. 64. 5. 251 I srael 147.237.77. 216 |dover.idf .i | Par anet er Type Mol ati on PageNumin wa i df . i|/1841- he/ dover . aspx B ock 1
Unknown Par anet er
85.65.200. 122 [Israel 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acetbl der $enai | Updat e$t xt Emai | i n None 1
wan aka. i df . i |/ mai n/ gi yus/ f ag. aspx
85.64. 5. 251 I srael 147.237.77.216|dover.i df .i | Paranet er Type M ol ation PageNumin vww i df.il/1381-he/ dover . aspx Bl ock 1
- . D stributed Lhaut hori zed URL Access on
46.19. 85. 21 I srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
Parameter Type Mol ation
85. 64. 5. 251 I srael 147.237.77.216|dover.i df .i | ct1 00$Cont ent P acetbl der 1$ucAr ti ¢l eLobbyCont r ol $dat epi cker in B ock 1
waw i df . i | /1815- he/ dover . aspx
85.64. 5. 251 I srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter -s in ww aka.idf.il/main None 1
84.228.185.60 |[Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 84. 228. 185. 60 B ock 1
176.13.5.79 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
Parameter Type Mol ation
85. 64. 5. 251 I srael 147.237.77. 216 |dover.i df .i | ct| 00$Cont ent P acekbl der 1$ucAr ti cl eLobbyCont r ol $dat epi cker in B ock 1
waw i df . i | /1381- he/ dover . aspx
85.64. 5. 251 I srael 147.237.77.216|dover.i df .i | Paranet er Type M ol ation PageNumin vww i df.il/1785-he/ dover . aspx Bl ock 1
79.181. 217. 210 |israel 147.237.72. 166 |aka. i df . i | Unknown Par arret er ct|00$ct | 00$cphiai n$cphSachar $ctl 67 in None 1
ww aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
. . D stributed Unhauthori zed URL Access on
109. 253.129. 19 |l srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f B ock 1
85. 64. 5. 251 I srael 147.237.77. 216 |dover.idf .i | Paranet er Type Mol ati on PageNumin wa i df . i|/1153- he/ dover . aspx B ock
46.19. 85. 58 I srael 147.237.77. 216 |dover . i df .i | Unknown HTTP Request Met hod t ssc=f acebook%8B7; in URL B ock
Parameter Type Mol ation
85. 64. 5. 251 I srael 147.237.77. 216 |dover.i df .i | ct1 00$Cont ent Pl aceHol der 1$ucNewsH ashCont r ol $dat epi cker in B ock 1
waw i df . i | /1841- he/ dover . aspx
Parameter Type Mol ation
85. 64. 5. 251 I srael 147.237.77. 216 |dover . i df .i | ct1 00$Cont ent Pl acetbl der 1$ucArti ¢l eLobbyCont r ol $dat epi cker in B ock 1
wa i df . i |/ 1780- he/ dover . aspx
. . Unhaut hori zed URL Access to
85. 64. 5. 251 I srael 147.237.72. 156 |anan. i df . i | v anan. i df . i |/ consol ef cor e/ doc._myr / undef i ned B ock 1
192.243.55.129 |Dominica  [147.237.77.176|mat pash. i df.i| | authorized URL Access to . Bock |1
wan cogat . i df . i | /tenpl at es/ shar ed/ user cont r ol s/ pronot i oncube
Paraneter Type Mol ation
85. 64. 5. 251 I srael 147.237.77. 216 |dover . i df . i | ct 1 00$Cont ent A acetbl der 1$ucAr ti cl eLobbyCont r ol $dat epi cker in B ock 1
wa i df . i | /1133- he/ dover . aspx
82. 80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
124.123.21.71 |india 147.237.77.216|dover. i df . i | PHP Attenpt B ock 1
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