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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address |Site

|Signature

|Device Action |Count|

81. 218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 79
176. 65. 26. 245 Pal estinian Territory, Gcupied |147.237.77.216 dover.idf.il SYN H ood out of context drop 6
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack dr op 2
149. 78. 154. 69 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
203. 166. 137. 11 S ngapor e 147.237.77. 74 lawidf.il Invalid TGP H ags drop 1
203. 166. 137. 11 S ngapor e 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
185. 130. 5. 201 147.237.76. 148 gocenter.aka.idf.il |Block_Udp All _Nets drop 1
185. 130. 5. 201 147.237. 76. 202 e halag.idf.il B ock_Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount
37.157.193. 84 Czech Republic 147.237.77. 216 dover.idf.il Cl06: HTTP. maj estic bot B ock 1
198. 20. 69. 74 Lhited Sates 147.237. 76. 199 e.nakchal .idf.il 13840: TLS (penSSL Heartbeat Packet Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Ste |Signature

66. 249. 78. 254 147.237.72.166 |Wited Sates akaidf.il ET SCAN NVAP -sA (2) 2
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
188. 120. 148. 134  |147.237.77.233 |[lIsrael atal.idf.il ET SCAN NVAP -sA (2) 2
77.127.32.93 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
212.199.71.118 147.237.77.216 |lIsrael dover.idf.il portscan: TCP Distributed Portscan 1
50. 18. 225. 195 147.237.77.216 |Wited Sates dover.idf.il ET VBB SERVER PyQur| Suspi ci ous User Agent | nbound 1
208. 80. 155. 224 147.237.77.216 |Lhited Sates dover.idf.il Tehila - Perl LW with fake user agent 1
2.52.181. 106 147.237.77.216 |lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
112. 143. 18. 238 147.237.72.166 |Thailand aka idf.il portscan: TCP D stributed Portscan 1
94.102. 51. 38 147.237.77.121  |Netherl ands e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
80. 246. 137. 77 147.237.72.166 |lIsrael aka.idf.il portscan: TCP D stributed Portscan 1
66. 249. 81. 212 147. 237. 76. 86 Lhited Sates navy. i df.il ET SCAN NVAP -sA (2) 1
217.194.197. 85 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
62. 168. 0. 214 147.237.77.216 |Czech Republic dover.idf.il portscan: TCP D stributed Portscan 1
212.143.50. 211 147.237.72.166 |lIsrael aka idf.il portscan: TCP D stributed Portscan 1
5.22.131.62 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
198. 20. 69. 74 147.237.76.199 [lhited Sates e.nakchal .idf.il |ET DRCP Dshiel d B ock Listed Source 1
192. 116. 108. 242  |147.237.77.216 |[lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
176.13. 5. 195 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
109. 253.222. 132  |147.237.72.166 [lIsrael aka.idf.il portscan: TCP D stributed Portscan 1
84. 109. 208. 132 147.237.77.216  |lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41.33.231.90 Egypt 147.237.77. 216 |dover.idf il dr op SAMrul e drop 28
79.177.205. 138 |l srael 147. 237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 18
2.54.54.186 I srael 147.237.72. 166 |aka.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
reamn ine: TCP Invali i i SSi
80. 246. 139. 237 |Israel 147. 237, 72. 167 | shurimaka i of . || S NG Engine: TCP alid  |invalid segnent retransnission drop 9
Ret ransni ssi on Packet dr opped.
91.228. 248. 251 |l srael 147.237.72. 167 |i shurimaka.idf .i|SYN At t ack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 15 | srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Invalid ACK nunber noni t or 9
Sreanming Engine: TCP Invalid i i ssi
46.19.86.187  |israel 147.237.0.19  |nadimatal .idf.il 9 =g Inval i d segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
188. 120. 148. 134 |l srael 147.237.77.233|ata .idf.il dr op First packet isn't SYN drop 8
2.52.42.230 | srael 147.237. 72. 156 |anan. i df . il dr op Frst packet isn't SN drop 8
82.166.77.241 |lsrael 147. 237.72. 156 |anan.i df .i| SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
2.54.54.186 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 7
109. 65. 192. 251 |l srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
Sreanmng Engine: TCP Invalid i i ssi
46.19.85.200 |Israel 147.237.76.42 |refuah.ic. il 9 =9 nval i d segnent retransmssi on. drop 7
Ret ransmi ssi on Packet dr opped.
46.19. 85. 37 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreanming Engine: TCP Invalid i i ssi
82.80.181.173 | srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 199 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber alert 6
reamn ine: TCP Invali i i Ssi
109. 253. 210. 152/l srael 147.237.77. 243 |mbi e ik i1 | €M NG Engi ne: TP alid  |invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
5.22.130.241  |Israel 147.237.72. 166 |aka. i df . 9 =g vl i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 199 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid AGK nunber noni t or 6
Sreanming Engine: TCP Invalid i i ssi
46. 19. 86. 72 | srael 147.237.72. 167 |i shuri maka. i df . i g _g nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
reaming BEngine: TCP Invali i i Ssi
176. 13. 0. 56 I'srael 147237, 72. 167 |i shurimaka i i || SAM NG Engine: TP Invalid  invalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dr opped.
46.19. 85. 185 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Invalid AGK nunber noni t or 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
193. 43. 245. 250 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
46. 19. 85. 37 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Invalid AGK nunber noni t or 4
37.46.39. 65 I srael 147.237.72. 166 |aka i df .| Bad TCP sequence Inval i d ACK nunber noni t or 4
reamn ine: TCP Invali i i Ssi
212.199. 101. 60 |Israel 147, 237.76. 200 |ei tan. aka i of. i1 | €2 NG Engi ne: TP alid  |invalid segnent retransnission drop 4
Ret ransni ssi on Packet dr opped.
46.19. 85. 141 I srael 147. 237. 72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
195.34.150.18 |Austria 147.237.77. 216 [dover.idf. il Bl ock HTTP Non Conpli ant Fail ed to handl e connection data noni t or 4
46.19. 85. 231 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid AGK nunber noni t or 4
46.19. 85. 141 I srael 147. 237. 72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 4
41.33.232. 66 Egypt 147. 237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4
54.244.22.103 |Wited Sates |147.237.77.176|matpash.idf.il |drop First packet isn't SWN drop 4
e SYNHAK retransmit with different .
46.19. 85. 141 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence wi ndow scal noni t or 4
77.127.32.93 I srael 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
Sreaming Engine: TCP Invalid i i ssi
46.19.86.118  |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
reaming BEngine: TCP Invali i i Ssi
79.181.24.10  |Israel 147.237. 72. 166 |aka. i df .| Streaning Engine: TCP Invalid  |imvalid segnent retransnissi on drop 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
176.13.5.49  |israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
37.26.147.199 | srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SINWAK retransmt wih different | oo |3
W ndow scal e
Sreanmng Engine: TCP Invalid i i ssi
84.228.60.181 |Israel 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
62.219.48.242 |israel 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
80.179.37.129 |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
2.54.24.57 I'sr ael 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
37.46.38. 152 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or 3
212.25.107. 145 |lsrael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TQP Invalid i i SSi
79.181.212. 216 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
109. 253. 197. 208|i srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
84.229.133.85 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
62.219. 133. 191 |[Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
2.54.35.53 I srael 147. 237. 72. 167 |i shuri maka. i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.26.149.212 |lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 63
176. 13. 19. 65 I srael 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Qode B ock 5
46.19. 86. 187 I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 4
46.19. 85. 85 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
46.19. 86. 131 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
109. 253. 222. 232|I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 3
109. 253. 197. 163l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
109. 253. 202. 99 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
192. 243.55. 129 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized URL Access from 192. 243, 55. 129 B ock 2
Unknown Par anet er
5.22.135. 233 I srael 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acetbl der $ct | 13%ct | 01$ct | 03$chl Quest i on$72 [None 2
inaka idf.il/nain/giyus/questionnaire. aspx
46.19. 86. 194 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 2
109. 65. 124. 25  |Israel 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
5.29.93.171 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
192. 243.55. 138 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 192.243. 55. 138 Bl ock 2
Unknown Par arret er
176.13.4.84 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%$ct | 00$cphMai n$TochenPl acetbl der $ct | 13$ct | 02%ct 1 03$txtFiel d in None 2
aka.idf.il/nai n/giyus/ questionnaire. aspx
5. 29. 240. 253 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
46. 19. 85. 226 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
93. 160. 60. 22 Denmar k 147.237.77.216|dover . i df . il Lhaut hori zed URL Access to ww i df.i|/1503-en/ dover. aspx. B ock 2
194. 252. 5. 66 A nl and 147.237.77.216|dover.idf .il D stributed Uhaut hori zed URL Access on ww i df . i|/894-en/i df gdover. aspx [Bl ock 2
66.249.78.254 |lsrael 147.237.72. 166 |aka. i df . i | Uhknown Par anet er anp; doci d in ww aka. i df . i|/mai n/giyus/general .aspx  |None 1
157. 55. 39. 95 Wited Sates|147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
94.230.93.252 [Israel 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to waw atal .idf.il/sip_storage/files/8/2578.]pg B ock 1
212.117.136.8 |lsrael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter anp;t in v aka.idf.il/main/snaliniscriptresource. axd |[None 1
192. 243.55. 132 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthori zed URL Access from 192. 243, 55, 132 B ock 1
79.178.177.141 |israel 147.237.72. 166 |aka. i df . i | gsrfc_ %ag\l?ﬁ:l;fﬁsxﬁ:@i gﬁg_g;‘éliﬂ) None 1
184.154.225.3  |united Sates [147. 237. 76. 200 |ei tan. aka. i df .i 1|7 o1 ;f;ﬁddﬂwﬁgpzreeisﬁp_';fjrcm.ez/s on Bock |1
66.249. 65. 174 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1238- he/ at al . aspx B ock 1
46.19.86.105  |israel 147.237.76.42 |refuah.idf.il \;:jarwafg o ;ty;e' i\'idfoll ialt /' fglg:];??un;h‘fr:s'gxacem' der 18t xt Last Nane i n Bl ock 1
109. 253. 210. 152]I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 1
79.183.177.212 |lsrael 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to wan i df.il/resource/userfoll owesourcel/create/ |B ock
192.243.55.137 [Dominica  |147.237.72.166|aka. i df . il mwm:uu;:;ril éfe.di |LchhiAncuccehS/Sk|ta?i / def aul t . asp?cat i d=42817&doci d=46667 Bl ock !
68. 180.230. 29 |Lhited States [147.237.77. 176 [mat pash. i df .i| |Paraneter Type Mol ation PageNumin wwwv cogat.idf.il/901-ar/cogat.aspx  [B ock 1
192. 243.55. 129 |Doni ni ca 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/ituriniasp/list.asp Bl ock 1
157.55.39. 255 |Uhited Sates|147.237.77. 176 |nat pash. i df .i| |Uhauthorized URL Access to 147.237.77. 176/ robots. t xt B ock 1
212.179.21.194 [israel 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 1
2.54.58. 109 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 1
192. 243.55. 134 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 192. 243, 55. 134 B ock 1
79.181.107.83 |Israel 147.237.76.42 |refuah.idf.il |23 ;;;’_”;gi;;“;lhgsiﬁ:rdeﬁe Jocess on Bock |1
66.249.65.181 |[lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1245- he/ at al . aspx B ock
185.28.20.201 |Uhited Sates|147.237.76.200(ei tan. aka. i df.i| [Ostributed Uhaut hori zed URL Access on eitan. aka.idf.il /ol d/ wp-admin/ B ock 1
Unknown Par arret er
46.19. 86. 113 I srael 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl acetbol der $ct | 13$ct | 01$ct | 03$chl Quest i on$23 |None 1
inaka idf.il/nain/giyus/questionnaire. aspx
109. 253. 217.59 |l srael 147.237.77. 243 |mobi | e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/index B ock 1
80.179.223.31 |[Israel 147.237.77. 176 |mat pash. i df . i|  [Unhauthori zed URL Access to ww cogat.idf.il/sip_storagel/files/9/4629.jpy |B ock 1
74.6.53. 179 Uhited Sates|147.237.76.200|ei tan. aka. i df . il [Ostributed Unauthorized LRL Access on eitan. aka.idf.il/test/wp-admn/ B ock 1
192. 243.55. 130 |Donini ca 147.237.77. 170 |maar achot . i df . i | [Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/ 5/ 112745, pdf Bl ock 1
Unknown Par arret er
46.116.231.32 |[Israel 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP aceHbl der $ct | 13%ct | 01$ct | 03%chl Quest i on$10 [None 1
9in aka idf.il/nan/ giyus/questionnaire. aspx
46.19.85.200  |[Israel 147.237.76.42 |refuah.idf.il [0 57 Puted hau forized ;ﬁaﬁczspi on Bock |1
212.179. 218. 166 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
Unknown Par arret er
109. 253. 143. 79 |Israel 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP aceHbl der $ct | 13%ct | 01$ct | 03%chl Quest i on$96 [None 1
in aka.idf.il/nan/giyus/questionnaire. aspx
2.54.159. 167 I srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
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