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Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
130. 190. 65. 20 France 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
79.176. 4. 158 | srael 147.237.72. 166 aka.idf.il ock_Udp All _Nets drop 3
113.171.23.126 i et nam 147.237.77. 233 atal.idf.il Frk _Under Attack Con Tcp dr op 2
115. 230. 124. 164 Chi na 147.237.0. 34 tikshuv.idf.il Frk_Under Attack Con Tcp drop 2
82.81. 37. 46 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp Al _Nets drop 2
115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-trafl drop 1
110.9. 17. 57 Korea, Republic of 147.237.76. 86 navy.idf.il ock Wp Al _Nets drop 1
64.246. 161. 42 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |bl ock-sp-trafl drop 1
212.179. 73. 146 | srael 147.237.77.176 nat pash. i df . i | Bl ock Wp Al Nets dr op 1
212.179. 73. 146 I srael 147.237.77. 216 dover.idf.il Block Udp All Nets drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker OJuntry|Target Address |Site ‘Sgnature
52.26.202.58 |lLnited Sates 147.237.77.74 |law i df.i| |22280: HITP. Joonha Qbject Injection Vul nerability B ock 1
89. 216. 115. 6 147.237.77. 216 |dover . i df . i|17272: HITP. Suspi ci ous User-Agent (WndowsNT) Wth No Separating Space [B ock 1
163.172.13. 119 |Uni ted Ki ngdom |147.237.77. 216 |dover . i df . i|Cl06: HITP. naj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

94. 230. 93. 140 147.237. 72. 156 I srael anan. i of . i | ET SCAN NVAP -sA (2) 2
212.179.21. 194 147.237.77.216 I srael dover.idf.il portscan: TCP Distributed Portscan 2
59. 45. 79. 117 147.237.77. 74 Chi na lawidf.il ET SCAN Potential SSH Scan 1
176. 13. 16. 16 147. 237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
59. 45. 79. 117 147.237.0. 34 Chi na ti kshuv.idf.il ET SCAN Potential SSH Scan 1
128. 139. 19. 182 147.237.77. 216 I 'srael dover.idf il portscan: TCP D stributed Portscan 1
46. 19. 85. 250 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
114.112. 90. 54 147.237.77. 170 Chi na naar achot . i df . i | ET SCAN NVAP -sS w ndow 1024 1
109. 66. 206. 35 147.237.77. 216 I 'srael dover.idf il portscan: TCP D stributed Portscan 1
218. 246. 0. 97 147. 237. 76. 202 Chi na e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
213.8.90. 204 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
82. 166. 247. 138 147.237.77. 216 I 'srael dover.idf il portscan: TCP D stributed Portscan 1
209. 126. 116. 147 147.237.0. 19 Lhited Sates nedi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
66. 249. 78. 96 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 1
185. 27. 105. 73 147.237.77. 216 I 'srael dover.idf il portscan: TCP D stributed Portscan 1
62. 90. 235. 151 147. 237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
179. 43. 141. 234 147.237.76. 39 S t zerl and nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147.237. 8. 46 Chi na e. chinuch. i df .i| ET SCAN Potential SSH Scan 1
132. 73.199. 179 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
46.19. 86. 171 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
125, 212. 232. 144 147.237.77. 235 M et nam sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
113.171.23. 126 147.237.77. 227 M et nam e. hamaz. i df .il ET SCAN Potential SSH Scan 1
222.165. 225. 59 147.237.77. 212 I ndonesi a e.dover.idf.il ET SCAN NVAP -sS w ndow 3072 1
109. 64. 135. 92 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
213. 8. 240. 83 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
89. 139. 171. 249 147.237.77.216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
81. 180. 66. 34 147. 237.72. 166 Ml dova, Republic of aka.idf.il portscan: TCP DO stributed Portscan 1
195. 160. 242. 40 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
66. 249. 64. 50 147.237. 72. 166 Lhited Sates aka idf.il ET SCAN NVAP -sA (2) 1
179. 43. 141. 234 147.237.77. 170 Swi tzer| and naar achot . i df . il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address ‘Ste ‘Slgnature
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrule drop 24
Sreamng Engine: TP Invalid i i ssi
217.194. 193. 245|i srael 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion drop 18
Ret r ansn ssi on Packet dropped.
112.108.75.72 |Milippines [147.237.72.166|akaidf.il  |Bad TCP sequence o retransmt wth different wndow| oo f17
2.54.57.132 I srael 147.237.72. 166 |aka. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 14
46.117.116. 155 | srael 147.237.72.166 |akaidf.il  |Bad TCP sequence ?C;;e”ansm't with different wndow) oivor |13
Sreamng Engine: TP Invalid i i ssi
109. 64.56.64 |l srael 147. 237. 76. 200 |ei tan. aka. i of . 9 =g Invalid segnent retransmssion. drop 12
Ret r ansn ssi on Packet dropped.
141.0.12. 85 Nor way 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 10
reamn ine: TCP Invali i i ssi
81.218. 141. 178 |Israel 147. 237,72, 166 |aka i or 11 | €M NG Engi ne: TP aid Invalid segnent retransmssion. drop 9
Ret r ansn ssi on Packet dropped.
46. 19. 85. 43 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 9
reamng BEngine: TCP Invali i i ssi
176.13.16.76 |l srael 147.237.77. 243 |moti 1 e i or 1 [ SAM NG Engine: TP Invalid Invalid segnent retransmssion. drop 9
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
2.54.130.100  |Israel 147.237.77. 243 |nubi le.i o . i1 9 =g Invalid segnent retransmssion drop 9
Ret r ansn ssi on Packet dropped.
37.26.148.144 |lIsrael 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect
2.54.159.91 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert
Sreaming Engine: TCP Invalid i i ssi
2.54.48.176 I srael 147. 237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion drop 6
Ret r ansn ssi on Packet dr opped.
46.19. 85. 28 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert
46. 19. 85. 28 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi
176.13.20. 125 |Israel 147.237.77. 243 |nobile. i df . 9 =g Invalid segnent retransmssion. drop 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19. 86. 62 I'srael 147. 237.77. 243 |mobi le. i f . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 43 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 6
2.54.159.91 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 250 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber aert 6
37. 46. 39. 137 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
213.57.119. 122 |Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
46. 19. 85. 250 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaming Engine: TGP Invalid i i ssi
217.132.5.126 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19. 86. 94 I'srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.181.174.62 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
46.19. 85. 215 I srael 147.237.72.156 |aman.idf.il  |SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
84.108.119. 196 |[lIsrael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
2.52.38.252 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 4
149.78.235.82 |Israel 147.237.76.42 |refuahidf.il |Bad TOP sequence fzg;e”ansm with different wndow) oivor |4
2.52.38.252 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
2.54.58. 67 I srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 4
84.108.119.196 |Israel 147.237.76.86 |navy.idf.il |Bad TCP sequence Inval i d ACK nunber alert 4
212.179.212. 111l srael 147.237.72. 166 |aka. i df .il drop First packet isn't SYN drop 4
199.203.215.1 |l srael 147.237.76.86 |navy.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4
2.54.58. 67 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 4
2.52.38. 252 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
46.19.86. 75 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 4
2.52.38. 252 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 4
80. 246. 138. 137 |l srael 147.237.72. 166 |aka. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
81.218.57. 61 I srael 147.237. 72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 4
37.46. 39. 137 | srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreamng Engine: TCP Invalid i i ssi
37.26.148.219 |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion drop 3
Ret r ansn ssi on Packet dropped.
82.166.77.241 | srael 147.237.72.166 |aka.iof il |Bad TOP sequence SAK retransmt with different oonivor |3
wi ndow scal e
37.46.38.3 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaming Engine: TGP Invalid i i ssi
79.177.21.232  |israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
62.219. 253. 242 i srael 147. 237. 72. 166 |aka. i f . 9 =g Invalid segnent retransmssion. drop 3

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.54.144. 129 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 416
2.54.144. 129 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 228
46. 19. 85. 210 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 194
46. 19. 85. 210 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 114
46. 19. 85. 210 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 70
2.54.149. 141 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 44
2.54.144. 129 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 36
2.54.144. 129 I srael 147.237.0.19 |madimatal .idf.i|Too Many of the Same Response Code (403) in Session from2.54.144. 129 B ock 24
46.19. 86. 187 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 22
149.78.81.170 |Israel 147.237.77.243|nobi | e. i df . i | Mil tipl e Uhaut horized URL Access from 149. 78. 81. 170 B ock 19
109. 253. 213. 170|1 srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 18
149.78.81.170 |Israel 147.237.77. 243 |nobi | e. i df . i | :;;”It :?'O'“Z?? , g;‘eggrcﬁimgtesn tehi | ddocunent s/ 1362 Bl ock 15
109. 65.124. 25 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 12
79.183.36.161 |[Israel 147.237.0.34 [tikshuv.idf.il |[Ostributed Too Many of the Sane Response Code (404) Bl ock 10
216.72.40.185 | srael 147.237.0.34 |tikshuv.idf.il ;ig“g?yﬁflége Same Response (pde (404) in Session from Bl ock 5
147. 251. 43. 64 g;%ric 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut horized URL Access from 147. 251. 43. 64 B ock 5
112.198.75.72 |Philippines [147.237.72.166|aka.idf .il Mil tiple Abnormal |y Long Request from 112.198.75. 72 Bl ock 4
112.198.75.72 |Philippines |147.237.72.166|aka.idf.il Mil ti pl e Unknown HTTP Request Method from 112. 198. 75. 72 B ock 4
79.178.177.141 [israel 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Qode Character in Mthod Bl ock 4
112.198.75.72 |Philippines [147.237.72.166|aka.idf .il Mitiple Illegal Byte Gode Character in Mthod from112. 198. 75. 72 Bl ock 4
112.198.75.72 |Philippines |147.237.72.166|aka.idf.il Mil tiple Mal formed URL from 112.198. 75. 72 B ock 3
112.198.75.72 |Philippines [147.237.72.166|aka.idf.il Mitiple Illegal Byte Gode Character in Header Nane from112. 198.75.72 |B ock 3
46. 19. 85. 43 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 3
109. 253. 197. 163|I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
112.198.75.72 |Philippines [147.237.72.166|aka.idf.il Mitiple Illegal Byte Gode Character in URL from112. 198.75.72 Bl ock 3
62. 0. 10. 250 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 62. 0. 10. 250 Bl ock 3
112.198.75.72 |Philippines |147.237.72.166|aka.idf.il Mitiple I1legal Byte Gode Character in Header Value from112.198.75.72  |B ock 3
2.54.138. 165 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
109. 253. 128. 205| sr ael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 3
79.178.177. 141 |lIsrael 147.237.72. 166 |aka. i df . i | D stributed Abnornal |y Long Request B ock 2
84.229.150. 146 |[Israel 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
112.198.75.72 |Philippines [147.237.72.166|aka.idf .il Mil tiple NILL Character in Header Nanme from 112.198. 75. 72 Bl ock 2
79.178.177. 141 |Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in Header Nane B ock 2
2. 54.130. 100 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code Bl ock 2
46. 19. 85. 239 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 2
79.178.177.141 |Israel 147.237.72. 166 |aka. i df . i | Distributed NULL Character in Method Bl ock 2
109. 253. 202. 246|1 srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
112.198.75.72 |Philippines [147.237.72.166|aka.idf .il Mitiple Illegal HITP \ersion from112. 198. 75. 72 Bl ock 2
79.178.177. 141 |Israel 147.237.72. 166 |aka. i df . i | Distributed Unknown HTTP Request Met hod B ock 2
79.178.177. 141 |Israel 147.237.72. 166 |aka. i df . i | Ostributed Mal formed HTTP Header Line B ock 2
112.198.75.72 |Philippines [147.237.72.166|aka.idf .il Ml tiple Ml formed HTTP Header Line from 112.198.75. 72 Bl ock 2
176.13. 4. 215 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
112.198.75.72 |Philippines [147.237.72.166|aka.idf.il Ml tiple Abnormal |y Long Header Line from 112, 198, 75.72 Bl ock 2
37.26.146.247 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
79.178.177. 141 |lIsrael 147.237.72. 166 |aka. i df . i | Oistributed Mal formed LRL B ock 2
77.127.205.52  |Israel 147.237.76.86 |[navy.idf.il PHP Attenpt Bl ock 1
97.74.215.183 |[lhited Sates |147.237.76.200(ei tan. aka. i df.i| |Uhauthorized LR. Access to eitan. aka. idf.il/test/wp-adnin/ B ock 1
212.25.84.200 |Israel 147.237.77. 216 |dover . i df .i|  [DSITIDUed Ladt hor) ézgvtf aﬁ:}fess on Bock |1
Unknown Par anet er
84.109. 192. 142 |l srael 147.237.72.166|aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl acetbl der $ct | 13$ct | 01$ct | 03$chbl Questi on$2 [None 1
inaka idf.il/main/giyus/questionnaire. aspx
176. 13. 16. 76 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 1
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