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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
81. 218. 241. 26 | srael 147.237.72. 166 aka.idf.il |Anonal y-TLS renegotiation-di dest - r eset 191
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Count
52.32.210. 122 Lhited Sates 147.237.77.216  |dover.idf.il| |22280. HITP. Jooma Qhject Injection Wil nerability B ock 1
106. 120. 173. 159 Chi na 147.237.77. 233 atal.idf.il |Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

‘Ste

‘Signature

Gountry
L ET DC5 Large anmount of TCP ZeroWndow - Possible Niller2 DDos
192.118. 78. 201 |147.237.77.233|Israel aal.idf.il 4
attack
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il |Tehila - Perl LW with fake user agent 3
212.116.182. 86 |[147.237.77.216 |l srael dover.idf.il [portscan: TCP Distributed Portscan 1
120. 199. 111. 137|147. 237. 72. 156 |Chi na anan.idf.il [ET SCAN NVAP -sS w ndow 2048 1
109. 226. 21. 241 |147.237. 77. 216 |I srael dover.idf.il [portscan: TCP D stributed Portscan 1
79.183.33.103  [147.237.77. 216l srael dover.idf.il [portscan: TCP Distributed Portscan 1
213.8.204. 43 147.237.77. 216 |I srael dover.idf.il [portscan: TCP D stributed Portscan 1
L SERVER APACHE Apache nmod_ssl non- SSL connection to SSL port deni al
192. 115. 67.2 147. 237. 72. 166 [ srael aka.idf.il ) - 1
of service attenpt
120. 199. 111. 137|147. 237. 72. 156 |Chi na aman.idf.il |ET SCAN NVAP -f -sS 1
80.179.91. 79 147.237.77. 216 |I srael dover.idf.il [portscan: TCP D stributed Portscan 1
62.197.208.36 |147.237.77.227|9 ovaki a e hamaz.idf.il|[ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
80.246.133.16 I srael 147.237.77. 233 |atal i df i1 Bad TCP sequence mdﬁr:cr;rit Wth different monitor  |119
54.244.22.103 |lhited Sates |147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 70
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
80.246.130. 16 I srael 147.237.76.42 |refuah.idf.il  |Bad TCP sequence Vﬂdzirsac':rit Wth different monitor (36
54.244.22.103 |lhited Sates [147.237.77.233|atal.idf.il dr op First packet isn't SYN drop 20
81.218. 241. 26 | srael 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 16
2.52.37.132 I srael 147. 237, 72. 167 | shurimaka i o || S NG Egine: TGP Invalid invalid segnent retransmssi on drop 12
Ret ransmi ssi on Packet dr opped.
37.142. 254.210 |israel 147. 237.72. 166 |aka. i df . Bad TCP sequence ﬁg@‘sg rea”S”“ wthdifterent Joonitor |11
79.181. 209. 158 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence mdﬁvr;n;n;t Wth different alert 10
52. 0. 86. 232 Whited Sates |147.237.77.216|dover.idf.il Bl ock HTTP Non Conpli ant Failed to handl e connection data  [monitor  [9
46. 19. 85. 33 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 7
37.142.254. 210 |lsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
62.0.222.1 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 6
192.118. 78. 201 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval id ACK nunber noni t or 6
109. 65. 155. 179 [ srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dr opped.
62. 90. 3, 152 I sr ael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid invalid segnent retransnissi on drop 6
Ret ransni ssi on Packet dr opped.
109. 253. 150. 231 |i srael 147. 237, 72. 167 |i shur i maka i o [ S NG Engine: TCP Invalid  invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.
66.249.76.252 |Uited Sates |147.237.0.19  |nacimatal icr.i1 [ 2 NG Engine: TP Invalid - fimalid segnent retransmissi on. drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 168 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 86. 188 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46.19. 85. 193 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 168 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
84.108. 190. 247 |l srael 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
192, 118.78.201 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 6
46.19. 85. 193 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
109. 65.133.33 |l srael 147. 237. 72. 166 |aka. i f . i1 Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 6
Ret ransni ssi on Packet dr opped.
46.19. 85. 33 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 5
52.6.5.122 Lhited Sates |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data noni t or 5
54.173.9.10 Lhited Sates |147.237.77.216|dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 5
37. 46. 39. 170 I 'srael 147.237.72. 166 |aka.i df . i Bad TCP sequence Invalid ACK nunber noni t or 4
37.26.147.193 |l srael 147.237.0.19 |nadimatal.idf.il[SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 4
176. 13. 19. 56 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 4
46. 19. 85. 58 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
41. 33.232. 66 Egypt 147.237. 77. 216 |dover.i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
94.188.248.70 |[Israel 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 4
2.54.143. 189 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
79.183.31.233 |[Israel 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
176. 13. 19. 56 I srael 147.237.77. 233 atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
2.54.143. 189 I srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 4
185.32.179.98  |lsrael 147.237.72. 156 |anan.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf. il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4
54.174.179.157 |Lhited Sates [147.237.77.216|dover.idf.il Bl ock HITP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
2.54.143. 189 I srael 147.237.77. 216 |dover. i df il SYN At t ack rej ect 4
149.78.41.114 |israel 147.237.72. 166 |aka. i of .11 Streamng Engine: TCP Invalid invalid segnent retransnission drop 3
Ret ransmi ssi on Packet dr opped.
109. 253. 146. 39 I srael 147.237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.
2.54.160. 143 I srael 147.237.77. 216 |dover. i df.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
2.54.143. 189 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 3
46. 19. 85. 168 I srael 147.237.77. 216 |dover. i df .i| Bad TCP sequence Inval i d ACK nunber noni t or 3
2.54.185. 222 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 3




02-04-2016-08:04:09 to 02-04-2016-09:04:09

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
37.26.147.193 |lsrael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 197
37.26.147.193 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 166
185. 32. 179. 135 |Israel 147.237.0.19 |[madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 164
185.32.179. 135 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 104
176.13. 16. 33 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 97
176. 13. 16. 33 I srael 147.237.0.19 |[madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 25
37.26.147.193 | srael 147.237.0.19 |nadimatal .idf.il Too My of the Sane Response Cbde (403) in Session from Bock |23
37.26.147. 193
185. 32. 179. 135 |l srael 147.237.0.19 |[madi matal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 21
109. 253. 211. 203|l sr ael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 20
46. 19. 86. 82 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 9
46.19. 85. 107 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 8
80.246.137.45 |Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 6
46.19. 85. 101 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 5
149.50.122. 75 |Uited Sates [147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
176.13.21.171  |lIsrael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 3
176.13.9.61 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
194.90. 233.18 |Israel 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 3
84.111.24.236 |Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 3
; . . Unaut hori zed URL Access to
176.13.17.206 | srael 147.237.77. 243 [nobi | e. i df . i nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1403 Bl ock 2
] . . Unaut hori zed URL Access to
52.7.46.16 Lhited Sates |147.237.77.216 (dover.idf.il v i off i 1/ checksi t &/ cust om er ror - page-t est B ock 2
37.26.146.194 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
] . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 2
Unknown Par anet er
46. 19. 86. 67 I srael 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenP aceHol der $ct | 13%ct | 01%ct | 03$chl Ques |None 2
tion$67 in aka.idf.il/nain/giyus/ questi onnaire. aspx
54.173.9. 10 Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed LRL Access to www i df.il/news B ock 2
Russi an - . Unaut hori zed URL Access to
130.193. 50. 33 Federati on 147.237.77.74 |law i df.il wan | aw i df . i 1/ consol ef core/ doc_ngr/ doc_ngr. asp Bl ock !
. . DO stributed Unaut hori zed URL Access on
80. 246. 130. 16 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 421 styl ef shar ed/ r eset . css B ock 1
. - D stributed Lhaut hori zed URL Access on
66.249.78.159 [l srael 147.237.77. 216 |dover. i df . i | voww i df i 1/ nawy/ ht nh/t ool f 5. asp B ock 1
65.208. 151. 112 |lhited Sates [147.237.77.74 |lawidf.il PHP Att enpt B ock 1
Unknown Par anet er
109. 186. 188. 133|I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 13%ct | 01%ct | 03$chl Ques |None 1
tion$42 in aka.idf.il/nan/giyus/ questionnaire. aspx
40.77.167. 76 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed LRL Access to aka.idf.il/main/gyus/ general . aspx B ock 1
2.54.28.55 I srael 147.237.77. 216 |dover . i df . i | SSL Wntraceabl e Gonnection - Qpen Mde None 1
. . Unaut hori zed URL Access to
79.179.123. 47 I srael 147.237.76.86 [navy.idf. il waw navy. i df . i |/ consol e/ cor e/ doc_ngr/doc_ngr. asp Bl ock !
185. 32. 179. 235 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . Unaut hori zed URL Access to
66. 249. 69. 41 I srael 147.237.77. 170 [n@ar achot . i df . i | 147. 237, 7. 170/ pelf /11 es/ 4/ 106404, pcf B ock 1
37.26.147.193 [israel 147.237.0.19 |[madi matal .idf.il Too Many 403: Response Code per Session B ock 1
’ . . Unaut hori zed URL Access to
68.180.228. 112 |Lhited Sates [147.237.77.216|dover.idf.il vow i df i |/t enpl at es/ shar ed/ user cont ol s/ header upper/ B ock 1
’ - . Unaut hori zed URL Access to
65.208.151. 112 |[Wited Sates [147.237.77.74 |lawidf.il vow | aw i i |/t enpl at es/| obby_pr eparef or er / pi vi k. php B ock 1
Unknown Par anet er
109. 186. 188. 133]I srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP acetbl der $ct | 13$ct | 02$ct | 03$txt Fiel d [None 1
inaka idf.il/nain/giyus/questionnaire. aspx
Unknown Par anet er
2.54. 156. 226 I srael 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenP aceHol der $ct | 13%ct | 01%ct | 03$chl Ques |None 1
tion$74 in aka.idf.il/nain/giyus/ questi onnaire. aspx
Unknown Par anet er
79.180.18.224 |lIsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 38%ct | 01%ct | 03$chl Ques |None 1
tion$l in aka.idf.il/nai n/gi yus/ questionnaire. aspx
. . SS. Lhtraceabl e Gonnection - Protocol violation
192. 115. 67. 2 I srael 147.237.72.166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . Unaut hori zed URL Access to
66. 249. 69. 49 I srael 147.237.77. 170 |naar achot . i df . i | 147.237. 77, 1700 pof /11 es/ 2/ 106632, pdf B ock 1
54, 147.176.220 |[Wited Sates [147.237.77.216|dover.idf.il Unhaut hori zed URL Access to waw i df.il/navy/ B ock 1
Unknown Par anet er
82. 80. 196. 44 I srael 147.237.72. 166 |aka. i df . i | ct | 00%$ct | 00$cphMai n$TochenP! acetbl der $ct | 13%ct | 01%ct | 03$chl Ques |None 1
tion$74 in aka.idf.il/nan/giyus/ questi onnaire. aspx
68.180.230.29 [lhited Sates |147.237.77.176 [mat pash. i df . i | Paraneter Type Mol ati on PageNimi n Bock |1
waw cogat . i df . i|/2063- he/ cogat . aspx
65.208. 151. 115 |[Lhited Sates [147.237.77.74 |lawidf.il Uhaut hori zed URL Access to v | awidf.il/sip storagelfiles/6/ B ock 1
. . Uhknown Par anet er ctl 00$ct | 00$cphMai n$cphSachar $ctl 25 in
109. 226.28.52  |Israel 147.237.72. 166 |aka. i df . i | waw aka. i df . i |/ mai i/ sachar/ paysl i ps. aspx None 1
. ] D stributed Lhaut horized URL Access on
79.183.31.233 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shar ed/ r eset . css B ock 1
m ny- kosher - kravi . i _ _
66. 249. 69. 137 | srael 147.237.0. 17 df il Ostributed I11egal Paraneter Encoding None 1
54.173.9.10 Lhited Sates |147.237.77.216|dover.idf.il Mil ti pl e Uhaut hori zed URL Access from54.173.9. 10 B ock 1
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