02-04-2016-07:04:05 to 02-04-2016-08:04:05

@
1"PT SwNn ()

Ov IDF Under Attack

www.gov.il Da.||y RepOrt

[Top Targets |

M nadimatal .idf.il

M dover.idf.il

M aka.idf.il

Matal.idf.il

M mobile.idf.il

M refuah.idf.il

[ tikshuv.idf.il

M ishurimaka.idf.i
nat pash.idf.il

M navy.idf.il

Nunber
(6]
At acks

Top Tar get

W 176.13.6.80
46. 19. 85. 169

I 41.33.231.90
176. 13. 11. 98

Il 79. 181. 209. 158

W 212.179. 132. 203

I 176. 13. 6. 190

M 112.198.103. 114
46. 19. 85. 141

W 80. 246. 139. 125

Nunber
(6]
At acks

Top Attackers



02-04-2016-07:04:05 to 02-04-2016-08:04:05

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action
139. 129. 92. 202 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1




02-04-2016-07:04:05 to 02-04-2016-08:04:05

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Devi ce Action
108. 59. 8. 80 Lhited Sates 147.237.77. 216 dover.idf.il Cl06: HTTP. maj estic bot B ock 1
69. 30. 213. 82 Lhited Sates 147.237.77. 216 dover.idf.il Cl06: HITP. naj estic bot B ock 1




02-04-2016-07:04:05 to 02-04-2016-08:04:05

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |9te |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
46. 45. 137. 67 147. 237. 76. 202 | Tur key e halag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
46. 45, 137. 67 147. 237. 76. 147 [Tur key chi nuch. aka. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
218. 246. 0. 97 147. 237. 77. 243 |Chi na nobi | e.idf.il ET SCAN NVAP -sS w ndow 1024 1
209. 126. 116. 147|147. 237. 72. 167 |Lited Sates i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
194, 114. 146. 227|147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
183.182. 84. 195 |147.237.77.227|Indi a e. hanaz.idf.il ET SCAN NMAP -sS wi ndow 3072 1
183. 182. 84. 195 |147.237.77.227|Indi a e. hanaz.idf.il ET SCAN NVAP -f -sS 1
93.174.93. 17 147.237.0.16  [Net herl ands ny- kosher-kravi.idf.il ET $°N Behavi oral Lhusufal ! y fast Termnal Server Traffic, 1
Potential Scan or Infection
50. 204. 188. 142 [147.237.0.33 |[Lhited Sates idf.il ET SCAN NMAP -sS wi ndow 4096 1
46. 45. 137. 67 147. 237. 76. 200 [Tur key eitan aka.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
46. 45. 137. 67 147. 237. 76. 147 [Tur key chi nuch. aka. i df .i | ET SCAN NVAP -sS w ndow 1024 1
213.57.54.132 |147.237.77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
188.0.236.123 |147.237.8.14 g{'ﬁ;‘i’i’ o e orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
183.182. 84. 195 |147.237.77.227|Indi a e hanaz.idf.il ET SCAN NMAP -sS wi ndow 2048 1
109. 65. 5. 228 147.237.77. 216 |I srael dover.idf.il portscan: TGP DO stributed Portscan 1
85. 64. 75. 198 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1




02-04-2016-07:04:05 to 02-04-2016-08:04:05

|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
41.33.231.90 Egypt 147.237. 77. 216 |dover.idf il dr op SAMrule drop 34
Sreanmng Engine: TCP Invalid i i ssi
80. 246. 139. 125 |Israel 147.237.72. 167 |i shuri maka. i df . i 9 =9 Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dr opped.
79.181.209. 158 |I srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence SN retransnit with different monitor |12
w ndow scal e
L S SN retransnmit wth different .
112. 198. 103. 114l i ppi nes 147.237.72. 166 |aka. i df i Bad TCP sequence i ndow scal noni t or 12
176.13.11.98 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber noni t or 11
176.13.11. 98 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 10
Sreanming Engine: TCP Invalid i i ssi
176.13. 6. 80 I srael 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g Invalid segnent retransission. drop 9
Ret r ansmi ssi on Packet dr opped.
80.179.9. 115 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 8
C e SWNretransnmit wth different .
80.246.133.16 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence i ndow scal noni t or 8
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
8.37.227.81 g”;(’;ymus 147. 237. 77. 216 |dover . i df .1 B ock HTTP Non Conpl i ant Response out of state monitor |7
46. 19. 85. 141 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber alert 6
46.19. 85. 141 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 6
54.244,22.103 |lhited Sates |147.237.77.176|natpash.idf.il drop Frst packet isn't SYN drop 6
46. 19. 85. 143 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber alert 6
82.80.198.164 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 143 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d AGK nunber noni t or 6
Sreaning Engine: TGP Invalid i i ssi
109. 253. 201. 132|1 srael 147. 237.77. 243 |robile. i o . | 9 =9 Invalid segment retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
192. 115.83.5 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACK nunber noni t or 5
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 5
79.177.216. 145 [Israel 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST alert 5
2.54.63.136 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 117 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
79.177.216. 145 |l srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 5
84.108. 79. 22 I srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
46. 19. 85. 151 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber alert 4
Sreaning BEngine: TQP Invalid i i ssi
66.249.78.137 |Wnited Sates |147.237.76.86 |navy.idf.il g =g Invalid segnent retransnssion. drop 4
Ret ransm ssi on Packet dropped.
176.13. 3. 196 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber noni t or 4
46. 19. 85. 219 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 4
46.19. 85. 151 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
2.52.133. 184 I srael 147. 237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
37.26.147.247 |lIsrael 147.237. 77. 216 |dover.idf . i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
91.200.12.141 |krai ne 147.237.77.74 |lawidf.il dr op SAMrule drop 4
82.80.198.164 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber aert 4
46.117.219. 253 [israel 147.237.72. 166 |aka.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
91.200.12.141 |krai ne 147.237.77. 216 |dover.idf il dr op SAMrule drop 4
213.8.204.9 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 4
79.181. 209. 158 I srael 147.237.76.42 |refuah.icf.il  |Bad TOP sequence SNretransmt with di fferent al ert 4
w ndow scal e
Sreaning Engine: TGP Invalid i i ssi
66.249.78.130 |Uited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
85. 65.109. 210  |Israel 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =9 Invalid segment retransmssion. drop 4
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 65. 80. 235 |l srael 147. 237. 72. 166 |aka. i f . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
37.26.149.137 |lIsrael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
149.78.154.69 |Israel 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
77.126.85.44  |israel 147.237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
2.52. 40, 164 I'sr ael 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79. 176. 229. 204 i srael 147.237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
109. 253. 223. 195|i srael 147.237.77. 243 |nobi l e.i df . i g =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109.65.172.41  |Israel 147.237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi
79.182.60.202 | srael 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
93.190. 152. 161 |Eur ope 147. 237. 72. 166 |aka i f .1 9 =g Invalid segnent retransmssion. g 3

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Action ‘Count

176.13. 6. 80 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response (ode B ock 93

46. 19. 85. 169 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 92

212. 179. 132. 203|i srael 147.237.0.34 |tikshuv.idf.il ;iz_'\f;”g ‘l)gzt 2%33"""9 Response Code (404) in Session from Bock |15

176.13.6. 190 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 14

176.13. 6. 80 I srael 147.237.0.19 |nadimatal .idf.il 1(7)?3 '\g%_ogothe Sane Response (de (404) in Session from Bock |12

109. 253. 211. 157|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response (ode B ock

149. 78. 0. 198 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTIONS for wwy aka. i df.il/ B ock

37.142.243.41 |[israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock
Unknown Par anet er

84.111.12.10 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenP acetbl der $ct | 13$ct | 01%$ct | 03%chl Qi [None 2
estion$96 in aka.idf.il/nain/gi yus/ questionnaire. aspx

46. 19. 85. 66 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock

5.29.224. 131 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/hi nuch B ock

109. 93. 41. 9 147.237.77. 176 |nat pash. i df . i | PHP At t enpt B ock

68.180. 229. 121 |[Lhited Sates 147.237.76. 200 |ei tan. aka. i df . i | mn;v‘:an?a;};ﬁtde{ i?/sirltoi o tan, aspx None 1

191. 232.136. 177|United Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1402-he/ atal . aspx |B ock 1
Il1legal HITP Version zzzzzzz=4bdaeeadzzzzzzz_4bdaeead;

46.19. 85. 47 I srael 147.237.77.216|dover . i df .i | __atuvc=1% C2%2 C0% C3%R CO0% CA%R C19% C5; Bl ock 1
__at uvs=56b2dbc8c7cb1a48000;  at ssc=f acebooky3B2

112. 198. 103. 114|Fhi | i ppi nes 147.237.72. 166 |aka. i df . i | Mil tiple Unhtraceabl e SSL Sessions from112. 198. 103. 114 (Pr ot ocol None 1

vi ol ation (SSL_CONN APPLI CATI ON DATA EXCHANGE) )
Unknown Par arret er

84.111. 12. 10 I srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 01%ct | 03$chl Qu [None 1
estion$42 in aka.idf.il/nai n/gi yus/ questi onnaire. aspx
Unknown Par anet er

46. 19. 86. 68 I srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 01$ct | 03$chl Qu |None 1
estion$96 in aka.idf.il/nain/giyus/ questionnaire. aspx

37.142.184. 233 |lsrael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1

109.93.41.9 147.237.77. 176 [mat pash. i df . i | Lhaut hori zed URL Access to waw cogat . i df.il/xmrpc. php B ock 1

_ ny- kosher - kravi . i df _
74.82.47.3 Lhited Sates 147.237.0. 16 i| Unaut hori zed URL Access to 147.237.0. 16/ B ock 1
- . . Unaut hori zed URL Access to

192.243.55. 138 |Dom ni ca 147.237.72. 166 [aka. i df . i | www aka. i df . i |/ mai n/ snal i nd smal i m aspx?cat i d=58643 Bl ock !
Mal formed URL

46. 19. 85. 47 | srael 147.237.77.216|dover. i df . i | _pk_i d. 20. 8af c=801cbf f 8d5df 0648. 1452533610. 1. 1452533610. |B ock 1
1452533610. ;

66.249.64.190 |[Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter pop in wwy aka. i df.il/nai n/ hone/ None 1

37.142.230.226 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1

109. 253. 201. 132]I srael 147.237.77.243|mobi | e. i df . i | D stributed Suspici ous Response Code B ock 1

. . Unaut hori zed URL Access to

79. 181. 209. 158 |l srael 147.237.76.42 |refuah.idf.il 147 237.76. 42/ styl el shar ed/ r eset . css B ock 1
Unknown HTTP Request Method D, in URL

46. 19. 85. 47 I srael 147.237.77.216|dover.i df . il _pk_i d. 20. 8af c=801cbf f 8d5df 0648. 1452533610. 1. 1452533610. |[H ock 1
1452533610.

149. 78. 0. 198 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to wan aka.idf.il/sip storagel/files/ 4/ B ock 1
Unknown Par anet er

84.228.199. 124 |[Israel 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 01$ct | 03$chl Qu |None 1
estion$55 in aka.idf.il/nain/giyus/ questionnaire. aspx

66. 249. 65. 82 I srael 147.237.76.200|ei tan. aka. i df . i | Unaut hori zed LRL Access to eitan. aka.idf.il/894-he B ock 1

Russi an . - Paraneter Type Molation & in

178.169.87. 29 Federati on 147.237.77. 216 [dover . i df . i | wan i df . i1/t enpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !

80.246.133.16 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx |B ock

216.218. 206. 68 |Lhited Sates 147.237.77. 216 (dover. i df .i | D stributed Unauthorized LRL Access on 147.237.77. 216/ B ock
Unknown Par arret er

2.54.189. 132 I srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenPt acehbl der $ct | 13$ct | 01%ct | 03$chl Qu [None 1

estion$l4 in aka.idf.il/nain/ gi yus/ questi onnai re. aspx
Unknown Par aret er

87. 68. 60. 199 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%$ct | 00$cphMai n$TochenM acetbl der $ct | 13%ct | 02%ct | 03%t xt Fi el [None 1
dinakaidf.il/nain/giyus/questionnaire. aspx

m ny- kosher - kr avi .

66. 249. 69. 143 | srael 147.237.0. 17 Pdf il Ostributed |11 egal Paraneter Encoding None 1
46. 19. 85. 47 I srael 147.237.77. 216 |dover . i df .i | Abnornal |y Long Request request version B ock 1
Russi an . - Paraneter Type Molation f in
178.169.87. 29 Federation 147.237.77. 216 [dover . i df . i | wn i df . i1/t enpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
Unknown Par arret er
109. 253. 218. 229 srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 01$ct | 03$chl Qi |None 1
estion$ll7 in aka.idf.il/na n/giyus/ questionnaire. aspx
Pal esti ni an
82.102.249.27 |[Territory, 147.237.77.216|dover . i df .i | Distributed Unaut hori zed URL Access on 147.237. 77. 216/ Bl ock 1
Cceupi ed
176.13.6.80  [Israel 147.237.0.19 |nadimatal .idf.il  ["Xawer Type Molation ctl00SContentH acetbl derlstxtSreet in g o |y

nadi matal .idf.il/nobil e/ 1088- he/ neret z. aspx
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