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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |[Count |
212.179. 54. 237 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
14.162. 147. 234 Vi et nam 147.237.76. 177 ncore.idf.il Bl ock Wp Al Nets drop 1
54.67. 38. 74 Lhited Sates 147.237.77. 226 wwn chanat z. aka. i df . i | DCS- ht t pdx- hr eadr equest - FS dest - r eset 1
74.91. 28. 61 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
59. 45. 79. 117 147. 237.72. 167 Chi na i shuri maka.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8. 24 Chi na elifestyle idf.il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147. 237. 76. 39 Chi na nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 114 147.237.0.15 krai ne kosher-kravi .i df .i | ET SCAN NMAP -sS wi ndow 1024 1
62.197. 208. 36 147.237.0. 35 9 ovaki a akavs. i df . il ET SCAN NMAP -sS wi ndow 1024 1
62.197. 208. 36 147.237.0. 15 9 ovaki a kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237.76. 201 Chi na e.ata.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76. 197 Chi na e. hinush. i df .i | ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.72. 166 Chi na akaidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0. 19 Chi na madi matal .idf.il ET SCAN Potential SSH Scan 1
209. 126. 116. 147 147.237.77. 179 Lhited Sates e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
188. 0. 236. 123 147.237. 8. 46 Ml dova, Republic of e. chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
82.117. 208. 243 147.237.0.35 akave. i df . il ET SCAN NMAP -sS wi ndow 1024 1
62.197. 208. 36 147.237.0. 33 9 ovaki a idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237.77. 170 Chi na maar achot . i df . i | ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76. 200 Chi na eitan aka idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Devi ce

Country

SWNretransmt wth different

Action

‘Count

112.198. 103. 114|milippines [147.237.72. 166 |aka.idf.i| Bad TCP sequence i ndow scal & noni t or 64
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
31.168. 201. 159 |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP | nvalid |invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
217.132.76. 188 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 10
213.55.111.54 |Bhiopia 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
76.18. 176. 99 Wited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
149.78.154.69 |lIsrael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber moni tor |9
109. 253. 146. 145]l srael 147.237.77. 216 [dover.idf .il Bad TCP sequence Inval id ACK nunber noni t or 8
208. 109. 97. 62 Lhited Sates |147. 237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
50.159.130.59 |lLhited Sates [147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 7
2.52.7.81 | srael 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
79.179. 202. 231 |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP | nvalid |invalid segnent retransnission drop 6
Ret ransnm ssi on Packet dropped.
68. 180. 229. 239 |Lhited States |147.237. 72. 166 |aka.idf.i| Bad TCP sequence Invalid ACK nunber nonitor |6
207.232.12.105 |[lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.120.91. 42 I srael 147. 237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 146 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 41 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert 6
87.68.148.202 | srael 147. 237. 72. 166 |aka. i f . i Streaning Engine: TCP Invalid invalid segnent retransmssion. |, 6
Ret ransn ssi on Packet dropped.
66.249.78.223 |Wnited Sates |147. 237. 77. 243 |nobil e.i df .l Streamng Engine: TCP Invalid Jinvalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 146 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46.19. 85. 41 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Invalid ACK nunber noni t or
70.195.200.38 |Wnited Sates |147.237. 77. 216 |dover. i df .| Streaning Engi ne: TCP Invalid Jinvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 203 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 6
109. 253. 147. 229] srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval id ACK nunber noni t or 6
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
46. 19. 85. 203 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber moni tor |6
207.232.12.105 |[lIsrael 147.237.77. 216 [dover.idf .il Bad TCP sequence Inval id ACK nunber alert 6
109. 253. 146. 145|l srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
212.199. 182. 150! srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber moni tor |5
217.132.76.188 [lIsrael 147.237.77. 216 [dover.idf .il Bad TCP sequence Inval id ACK nunber alert 5
41. 33.232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5
2.54.10. 106 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber moni tor |5
80.246. 133. 114 i srael 147.237.77. 226 [ chanatz. aka. 107 |paq TOP sequence Invalid ACK nunber monitor |5
192. 243. 55. 132 |Doni ni ca 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber monitor |4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor 4
68.180.228.25 |lWnited Sates [147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber aert 4
79.182. 160. 170 |Israel 147. 237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber moni tor |4
109. 253. 147. 229|l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber alert 4
68.180.228.25 |lnited Sates [147.237.72. 166 |aka.idf.il Bad TCP sequence I'nval id ACK nunber noni t or 4
64.233.172.177 |Wited Sates [147.237.72. 166 |aka. i df.i| Bad TCP sequence Inval i d ACK nunber monitor |4
46.117. 162. 142 |l srael 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 4
109. 253. 215. 196|I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
109. 66. 148. 202 |l srael 147. 237. 72. 166 |aka. i f . i Streaning Engine: TCP Invalid invalid segnent retransmssion. |, 3
Ret ransn ssi on Packet dropped.
79.180.124.2  |israel 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid Jinvalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dropped.
109. 67. 199. 159 |l srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 3
31.168.181.60 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid finvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
79.181.33.74  |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP | nvalid |invalid segnent retransnission drop 3
Ret ransnm ssi on Packet dropped.
149.88.97.122 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber alert
157.55.39. 173 |Uited Sates [147.237. 77. 216 |dover.idf.il Bad TCP sequence I'nval id ACK nunber noni t or
46.19.85.78 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
109. 253. 130. 135|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 12
112.198. 103. 114|Pilippines [147.237.72.166|aka.idf.il Dstributed |l1egal Bte Qode Character in URL B ock
112.198.103. 114|rhilippines [147.237.72.166|aka.idf .il Miltiple Malformed URL from 112, 198. 103. 114 B ock
46.19. 85. 91 I 'srael 147.237.72. 166 [aka.i df . i | Dstributed Il1egal Byte Gode Character in URL Bl ock
L . . Mitiple Ill1egal Byte (de Character in Header Val ue from
112.198. 103. 114|Philippines [147.237.72.166|aka.idf .il 112. 198. 103, 114 B ock 3
112.198.103. 114|hilippines [147.237.72.166|aka.idf .il Mitiple NLLL Character in Header Narme from 112.198.103. 114 Bl ock 3
112.198.103. 114|Philippines |147.237.72.166|aka. i df .i | Miltiple Illegal Byte Code Character in Method from112. 198. 103. 114 |H ock 3
112.198.103. 114|Fhilippines [147.237.72.166|aka.idf .il Ml tiple Abnormal |y Long Header Line from 112.198.103. 114 B ock 3
112.198.103. 114|hilippines [147.237.72.166|aka.idf .il Mil tipl e Unknown HTTP Request Method from 112.198. 103. 114 Bl ock 3
112.198.103. 114|Philippines [147.237.72.166|aka.idf .il Mil tiple Ml formed HTTP Header Line from 112.198.103. 114 B ock 3
L . . Mitiple Illegal Byte Gode Character in Header Nane from
112.198.103. 114|Philippines [147.237.72.166|aka.idf .il 112. 198. 103, 114 B ock 3
192. 243.55. 132 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 192. 243. 55. 132 Bl ock 2
Unknown Par anet er
185. 32. 179. 141 |l srael 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl acetbl der $ct | 13$ct 1 02$ct 1 03$txt Field  |None 2
in aka.idf.il/nain/giyus/questionnaire. aspx
112.198.103. 114|rhilippines [147.237.72.166|aka.idf .il Mi tiple I11egal HITP Version from112. 198. 103. 114 B ock
112.198.103. 114|rhilippines [147.237.72.166|aka.idf .il Mil tiple Abnormal |y Long Request from 112.198.103. 114 Bl ock
. . ; ; Unaut hori zed URL Access to
192. 243.55. 132 |Doni ni ca 147.237.0.34  [tikshuv.idf.il v ti kshuv. i df . i1/tenpl at es/ shar ed/ user cont r ol s/ header upper B ock !
Unknown Par anet er
89. 139. 142. 161 |l srael 147.237.72. 166 |aka. i df . i | ct 1 00%$ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 02$ct | 035t xt Field  |None 1
inakaidf.il/main/ giyus/questionnaire. aspx
184. 105. 139. 67 |Lhited Sates [147.237.77.243|nobil e.idf.i | Unaut hori zed URL Access to 147.237.77. 243/ Bl ock 1
. . Unaut hori zed URL Access to
66.249.78.137 | sr ael 147.237.76.86 navy. | df.il v navy. i df . i |/ shar ed/ user cont r ol s/ header upper/ B ock !
112.198.103. 114|Fhilippines [147.237.72.166|aka.idf .il Mal formed HTTP Header Line 10 B ock
192. 243.55. 135 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 192. 243.55. 135 Bl ock
192. 243.55. 130 |Doni ni ca 147.237.72. 166 |aka. i df . i | Uhknown Paraneter docid in wan aka.idf.il/kamar/klali/default.asp [None 1
Unknown Par anet er
109. 66. 116. 232 |Israel 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 02$ct | 035t xtField  |None 1
inakaidf.il/main/ giyus/questionnaire. aspx
L . . SS. Uhtraceabl e Gonnection - Protocol violation
112.198.103. 114|Philippines [147.237.72.166|aka.idf .il (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . D stributed Lhauthori zed URL Access on
79.179.163. 3 I srael 147.237.77.233|atal .idf.il 147, 237.77. 233/ 1134- hel at al . aspx B ock 1
201.92.33.236 |[Razil 147.237.77.216|dover.idf .i | Mil tipl e Unauthorized URL Access from 201. 92. 33. 236 Bl ock 1
112.198. 103. 114|Philippines |147.237.72.166|aka. i df .i | Illegal Byte Qxde Character in Header Val ue B ock 1
89.248. 174. 4 Netherlands [147.237.0.15 |kosher-kravi.idf.il |Wauthorized URL Access to 147.237.0. 15/ B ock 1
Unknown Par anet er
185. 32.179. 141 |l srael 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP acetol der $ct | 13%ct | 01$ct | 03%chbl Questi |None 1
on$82 in aka.idf.il/nai n/gi yus/ questionnaire. aspx
66.249.78.223 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode Bl ock 1
112.198. 103. 114|Pilippines [147.237.72.166|aka.idf.i | Mal formed URL [[#16]] x™x"ActtA?A: a2 $x© B ock 1
192. 243. 55. 135 |Doni ni ca 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/eitan/pratimpirteytkufa |B ock 1
192.243.55. 131 |Donini ca 147.237.72. 166 |aka. i df . i | O stributed Unaut hori zed LRL Access on aka.idf.il/chinuch/gal l ery Bl ock 1
112.198. 103. 114|Pilippines [147.237.72.166|aka.idf.i | Too Many Headers per Request - 68 Headers B ock 1
Unknown Par anet er
79.179. 202. 231 |l srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenP acehbl der $ct | 13$ct | 01$ct | 03%chl Questi |None 1
on$1l in aka.idf.il/nain/giyus/questionnaire. aspx
46.19. 86. 62 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 1
201.92.33.236 |Razil 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to waw idf.il/terrestres B ock 1
Illegal Byte (ode Character in Mt hod
o . . A A2AE' [[#20] 1t K[ oBA [ [#23]] A2 A¥A Al A¥: Avd <Ace
112.198. 103. 114 |Pnilippines |147.237.72.166|aka.idf.il LI HBER [ [#14]]1 Ac_FanA™ASv)[[ #17]] Bl ock 1
AA- A"+A»A~ A~
o wawnv. chamat z. aka. i d _ .
192. 243. 55. 132 |Domi ni ca 147.237.77. 226 £l Ml ti pl e Uhaut hori zed URL Access from 192. 243. 55. 132 B ock 1
89.248.174. 4 Netherlands [147.237.72. 166 |aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
112.198.103. 114|Philippines [147.237.72.166|aka.idf .il Miltiple NUL Character in Method from112.198. 103. 114 B ock 1
73.211.169.28 [nited Sates |147.237.77.216|dover.idf.i | Uhaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
192. 243. 55. 136 |Doni ni ca 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/default.aspx Bl ock 1
192. 243.55. 131 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 192. 243. 55, 131 B ock 1
112.198.103. 114|fhilippines [147.237.72.166|aka.idf .il Abnormal |y Long Header Line request header nane B ock 1
Unknown Par anet er
79.179.202. 231 |[Israel 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP acetol der $ct | 13%ct | 01$ct | 03%cbl Questi |None 1
on$7 in aka.idf.il/nain/giyus/questionnaire. aspx
Unknown HTTP Request Met hod
o . . A A?AE' [[#20] ]t K[ oBA [ [#23]] Ae A¥A A A¥: Ay <Ace
112.198. 103. 114 |Pnilippines |147.237.72.166|aka.idf.il LI HsRR [ [#14]] 1 Ac_FqrA™ASv)[[ #17]] Bl ock 1
AB- A+A>A K in URL [[#16]] x™x"Ac#A?A; 42 $x©
m ny- kosher - kravi . i _ ,
66. 249. 69. 137 | srael 147.237.0. 17 df il DOstributed I11egal Paraneter Encodi ng None 1
- . . Illegal Byte Gode Character in Paraneter Value at 1 for [[#16]] x™x"
112.198. 103. 114|Philippines [147.237.72.166|aka.idf .il ACHAPA; A2 $x© B ock 1
- . . Uhaut hori zed URL Access to
192.243.55. 133 |Doni ni ca 147.237.72. 166 [aka. i df . i | waw aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=59334&doci d=68033 Bl ock !
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