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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |[Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
74.91. 28. 59 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 f orward 1
142. 54. 169. 162 Lhited Sates 147.237.77. 226 wwn chanat z. aka. i df . i | bl ock-sp-traf 1 drop 1
159. 122. 252. 41 Net her | ands 147. 237. 76. 202 e halag.idf.il Bock Np All Net drop 1
54.67. 38. 74 Lhited Sates 147.237.77. 205 prishaidf.il DCB- ht t pdx- hr eadr equest - FS dest - r eset 1
185. 130. 5. 201 147.237. 76. 39 nobi | e.nei tav.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |SgnaIure Devi ce Action ‘Count

151. 80. 31. 118 Italy 147.237.0. 34 tikshuv.idf.il 228: HITP.  AnrefBot craw er B ock 1




02-04-2016-05:04:07 to 02-04-2016-06:04:07

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
80. 246. 136. 126 |147.237.0.19 |[Israel nadi matal .idf il ET SCAN Possible SS. Brute Force attack or Ste Gaw 10
80, 246. 133. 104|147 237 77 233 |1 r ael atal idh il ET DOS Large anount of TCP Zer oWndow - Possible Niller2 6
DDos attack

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 2
218. 246. 0. 97 147.237.0.17 |china mny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
209. 126. 116. 147(147.237. 76. 31 |Wited Sates nakchal . i df.il ET SCAN NMAP -sS wi ndow 1024 1
218. 246. 0. 97 147.237.8.14 |[China e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
209. 126. 116. 147(147. 237. 76. 34 |United Sates yohal an. i df .| ET SCAN NMAP -sS wi ndow 1024 1
209. 126. 116. 147|147. 237. 72. 14 |lLnited Sates dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
188.0.236.123 147 237, 72, 217 |0l dova, Republic |, o 4 ET SCAN Potential VNC Scan 5900- 5920 1

of




02-04-2016-05:04:07 to 02-04-2016-06:04:07

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
54.244.22.103 |lhited Sates |147.237.0.34 |tikshuv.idf.il dr op First packet isn't SN drop 73
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 34
217.87.204.69 |Ger many 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 18
Sreaming Engine: TCP Invalid i i ssi
80. 246. 136. 126 |Israel 147. 237. 77. 243 |nobi | e. i of . | 9 =g Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dropped.
54.244.22.103 |lhited Sates |147.237.77.233|atal .idf.il dr op First packet isn't SYN drop 9
80. 246. 136. 126 |l srael 147.237.0.19 |nadimatal .idf.il dr op First packet isn't SYN drop 8
80. 246. 133. 104 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber moni tor |7
46. 19. 85. 229 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |6
Sreanming Engine: TCP Invalid i i ssi
70.211.9.111  |Wited Sates [147. 237. 72. 166 [aka. i of i1 9 =g Invalid segnent retransmssion. g 6
Ret ransmi ssi on Packet dropped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
46. 19. 85. 229 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 6
70.199.69.172 |Whited Sates |147. 237. 77. 216 |dover. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
80. 246. 133. 104 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACGK nunber aert 5
195.34.150.18 |Austria 147.237.77. 216 |dover.idf . i1 Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |5
80. 246. 136. 126 |l srael 147.237.0.19 |nadi matal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
41. 33. 232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 4
46. 117. 162. 142 |l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 4
Sreamng Engine: TCP Invalid i i ssi
79.182.121.19 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
187. 150. 199. 143|Mexi co 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
75.82.116. 143 |Wited Sates |147. 237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
Sreaning Engine: TCP Invalid i i ssi
109. 65. 189. 162 |l srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
81. 169. 237. 146 |Cer many 147.237.77.179 |e.nazi .idf .il dr op SAMrul e drop 3
220.181.51.74 |China 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
87.69. 93. 209 | srael 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SYN drop 2
2.54.18.211 | srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
81.169. 237. 146 |Ger many 147.237.76.38 |e.e.neitav.idf.il dr op SAMrul e drop 2
52. 33. 66. 29 Lhited Sates |147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SYN drop 2
Sreamng Engine: TCP Invalid i i ssi
89.138.171.68 |Israel 147. 237.77. 243 |nobile. i f . | 9 =g Invalid segnent retransmssion. . 2
Ret ransni ssi on Packet dropped.
141.212.122. 170|Wited Sates |147.237.8.28 |e.novile-ks.idf.il  |Geo-1ocation enfor cenent gﬁ?glggi'ﬂfn I nbound drop 1
98. 240. 157. 213 |[Lhited Sates [147. 237. 77. 216 [dover.idf.i | Bad TCP sequence Inval i d ACK nunber alert 1
199. 203. 35. 236 |Israel 147.237.72. 156 |anan.i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.58 Lhited Sates [147.237.77.19 |lawforumidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 96 |nited Sates |147. 237. 72. 156 |anan. i df . il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122. 163|Wnited Sates |147. 237. 76. 197 |e. hi mush. i of . i Geo- | ocati on enf or cenent Sﬁ?o'rggi:]?n I nbound drop 1
24.218.80. 94 Lhited Sates |147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
84.108. 10. 49 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122. 171|Wited Sates |147.237.8.28 |e.nobile-ks.idf.il  |Geo-1ocation enfor cenent gﬁ?glggi'ﬂfn I nbound drop 1
98. 240. 157. 213 |Lhited Sates [147. 237. 77. 216 [dover.idf il Bad TCP sequence Inval id ACK nunber nonitor |1
208.109.97.62 |lhited Sates |147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 1
184. 105. 139. 118|Wnited Sates |147. 237. 7. 121 |e. navy. i df . i | Geo- | ocati on enf or cement gﬁ?;)'rggi'mon I nbound drop 1
141. 212. 122. 164|wnited Sates |147. 237. 76. 197 |e. hi mush. i of . i Geo- | ocati on enf or cenent Sﬁfolrggi:]f” I nbound drop 1
37.26.147.177 |lsrael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
187. 150. 199. 143 |Mexi co 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
173.161. 43. 189 |[Lhited Sates |147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
46. 19. 85. 104 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d AGK nunber noni t or 1
: R SYN+ACK retransmt wth .
75.82.116. 143  |Uhited Sates [147. 237. 77. 216 [dover. i df .i | Bad TCP sequence different vi ndow scal e monitor |1
184. 105. 139. 122|Wnited Sates |147. 237. 77. 176 |nat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 167|Wited Sates |147. 237. 77. 121 |e. navy. i df . i | Geo- | ocati on enf or cenent S}?;ggi'nfn I nbound drop 1
37. 46. 38. 95 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
188. 120. 148. 144]i srael 147. 237. 77. 226 | MW chamatz. aka. 1d oy 70p sequence Inval i d ACK nunber moni tor 1
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|Top Attackers In V\AF|

At acker Devi ce

Target Address |[Site Sgnature

‘Count

Country Action

80. 246. 136. 126 |1 srael 147.237.0.19 |madimatal .idf.il Too My of the Sane Response Code (404) in Session from B ock 382
80. 246. 136. 126

80. 246. 136. 126 |I srael 147.237.0.19 |madimatal .idf.il Too My of the Sane Response Code (403) in Session from Bl ock 228
80. 246. 136. 126

80. 246. 136. 126 |l srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 142

87.69. 109. 235 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3

70.211.9.111 |Lhited Sates |147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from70.211. 9. 111 B ock 1
Unknown HTTP Request Met hod

46.19.85.241 |lIsrael 147.237.77. 216 |dover . i df . i | d. 20. 8af c=8443b08e315e8973. 1426405259. 5. 1453922587. 14539221 |B ock 1
27.; in URL asp. net_sessi oni d=vi 33i e45hl ti 2ybui h2coan®

80. 246. 136. 126 |l srael 147.237.77.243|nobi | e. i df . i | Suspi ci ous Response Code B ock 1

. . . Unknown Par anet er PageNumin
66.249.78.170 (I srael 147.237.76.200|ei tan. aka.i df . il Wi ei tan. aka i df i1/ 1103-en/ ei t an. aspx None 1
L . . Uhaut hori zed URL Access to

192. 243. 55. 132 |Doni ni ca 147.237.72. 166 |aka. i df . i | v aka i of i |/ nai n/ gi yus/ i nf or mat i on. aspx2doci d=76864 B ock 1

74.82.47.4 Lhited Sates [147.237.0.19 |nadimatal .idf.il Unhaut hori zed URL Access to 147.237.0. 19/ B ock 1

65.55.218.48 |lhited Sates |147.237.72. 166 |aka. i df . i | Uhknown Paraneter catid in aka.idf.il/nain/snalindsnal i maspx None 1

68. 180. 228. 112 |Lhited Sates |147. 237.77. 216 |dover. i df . il Mil tipl e Lhaut hori zed URL Access from 68. 180. 228. 112 B ock 1

46.19.85.241 |Israel 147.237.77. 216 |dover.idf . il Aonornal |y Long Request request version B ock 1

. . . Uhaut hori zed URL Access to

66.249.65. 122 |l srael 147.237.76. 200 [ei tan. aka. i df . i1 wa ei tan. aka. i df . i |/ shared/ user cont rol s/ navnenu/ undef i ned B ock 1

89.248.174.4 |Netherlands [147.237.77.19 |lawforumidf.il Unaut hori zed URL Access to 147.237.77.19/ Bl ock

68.180.228. 112 |Lhited Sates |147. 237. 77. 216 |dover. i df .i | Par anet er Type Mol ati on PageNumin waw i df . il/1806- he/ dover.aspx  |B ock

. . Il'legal HITP Version __at uvc=29%7CA%RC1% C5;
46.19.85.241 |Israel 147.237.77. 216 |dover . i df . i | " at uvs=56b2cd03641d55ea000: _ at sscf acebookyBB3 B ock 1
m ny- kosher - kravi . i i 1 a - i
66. 249. 69. 149 |l srael 147.237.0. 17 ny l1egal Paraneter Encoding )![F }(& FOPIK/LO-[XhXIMKgL in None 1
df.il mny- kosher-kravi . i df .i1/aj ax/ creat ecapt chai nage. aspx

89.248.174.4 |Netherlands [147.237.77.74 [lawidf.il Unhaut hori zed URL Access to 147.237.77.74/ Bl ock 1

70.211.9.111 |Wited Sates |147. 237. 72. 166 |aka. i df . i | Illegal Byte Code Character in LR /main/kapatz//res Bock |1
our ces/ i mages/ i nner page/ goback. gi f

46.19.85.241 |Israel 147.237.77. 216 |dover.idf . il Mal formed URL asp. net _sessi oni d=vi 33i e45hl ti 2ybui h2coan®; Bl ock

66.249. 78. 159 [l srael 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to wanidf.il/error. htm Bl ock

157.55.39. 105 |lhited Sates [147.237.72. 166 |aka. i df .i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
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