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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
212.199.112. 144 | srael 147.237.72. 167 ishurimaka idf.il |Anonal y-TLS renegotiation-di dest - reset 100
192.118. 64. 213 | srael 147.237.72. 167 ishurimaka.idf.il ock_Udp All _Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
78. 31. 65. 132 Cer many 147.237.76. 30 hi nush. i df .i | Bl ock Udp Al Nets drop 1
185. 130. 5. 201 147.237.76. 200 eitan. aka.idf.il Bl ock Udp Al _Nets drop 1
78.31. 65. 132 Cer many 147.237. 76. 31 nakchal .idf.il ock Wp Al _Nets drop 1
54.67. 38. 74 Lhited Sates 147.237.76. 200 eitan. aka. idf.il DCS- ht t pdx- hr eadr equest - FS dest - reset 1
78. 31. 65. 132 Ger many 147.237.76. 34 yohal an. i df .i | ock_Udp All _Nets drop 1
54. 67. 38. 74 Lhited Sates 147.237.77. 235 sviva idf.il DCS- ht t pdx- hr eadr equest - FS dest - reset 1
185. 130. 5. 201 147. 237. 76. 44 e.refuah.idf.il Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgnature Devi ce Action |Oount |
119. 97. 146. 76 Chi na 147.237.77.216 |dover.idf.il [20086: HITP. Mi ebl ackcat Security Scanner B ock
119. 97. 146. 76 Chi na 147.237.77.216 |dover.idf.il |20085 HITP. Miebl ackcat Security Scanner Initial Request Bl ock
151. 80. 31. 110 Italy 147.237. 76. 30 hinush.idf.il |28 HITP AhrefBot craw er B ock
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

66.249.78.254  |147.237.72.166 |lhited States [aka idf.il ET SCAN NVAP -sA (2) 2
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
201 172, 80. 102 |147. 237 72. 14 |vexii co dover i df i1 (ol d) ET S@N Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
174.37.194. 144 |147.237.8.50 |lhited Sates |e.tikshuv.idf.il |ET SCAN NVAP -sA (2) 1
174.37.194. 144 (147.237.8.27 |United Sates |e nadimatal .idf.i|ET SCAN NVAP -sA (2) 1
104. 128. 144. 131]147. 237. 76. 199 |Canada e.nakchal .idf.il |ET SCAN NVAP -sS wi ndow 3072 1
209. 126. 116. 147|147.237.76. 44 |Wited Sates |e.refush.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
174.37.194. 144 (147.237.8.28 |lhited Sates |e mwbile-ks.idf.il|ET SCAN NVAP -sA (2) 1
119.97.146.76  |147.237. 77. 216 |Chi na dover.idf.il ET WEB SERVER Mii ebl ackcat scanner 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41.33.231. 90 Egypt 147. 237. 77. 216 |dover.i df .i | drop SAMrul e drop 36
197. 248. 120. 246 |Kenya 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
46.19. 85. 173 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence I'nval i d AGK nunber alert 6
46.19. 85. 173 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber nonitor |6
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [nonitor 6
46.19.85.7 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
Sreaning Engine: TP Invalid i i ssi
46.19. 86. 4 I'srael 147.237.72. 166 |aka. i of . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
46. 19. 86. 68 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber alert
46. 19. 86. 68 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor
Russi an o Streaning Engine: TCP Inval id |invalid segnent retransnission.
178.154.189. 201~ " 147.237. 72. 166 |aka.i of .i Ret 1 ansmi si on Packet dr opped. drop 3
Sreaning Engine: TP Invalid i i ssi
66.249.78.130 |United Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dropped.
188. 29. 165. 101 z";;gom 147.237.77. 176 |nat pash. i f . | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 2
Sreaning Engine: TCP Invalid i i ssi
157.55.39.31  |Wited Sates |147. 237.72. 166 |aka i of il 9 =g Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
66.249.78.245 |Wnited Sates |147.237.76.200 |eitan aka idf.il 9 =g Invalid segnent retransmssion. |4 2
Ret ransni ssi on Packet dropped.
46.19.85.7 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
81.169. 237. 146 |Ger many 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop
47.16.116.102 |Lnited Sates [147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TCP Invalid i i ssi
66.249.65.251 |lhited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dropped.
184. 105. 247. 216|Wnited Sates  |147.237. 77. 226 V‘l"‘l"“ chanatz. aka. 1df oy At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 174|Wited Sates [147.237.76.31 |[nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
104.130.78.65 |Lhited Sates |147.237.77. 216 |dover.idf.il B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
184. 105. 139. 108|Uhited Sates [147.237.8.46 |e. chinuch.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 162|Uhited States  |147.237.0.35 |akaws.idf.il dr op drop 1
81.169. 237. 146 |Ger many 147.237.76.38 |e.e.neitav.idf.il drop SAMrul e drop 1
2.52.130. 234 I srael 147.237. 72. 166 |aka.i of .i Bad TCP sequence I'nval i d AGK nunber alert 1
123.125.71.26 |China 147.237.77.74 |lawidf.il drop First packet isn't SN drop 1
184. 105. 139. 124|Wnited Sates  |147.237.76.202 e hal ag.idf. il Geo- | ocati on enf or cenent Sﬁ?olggi'mon i nbound drop 1
141.212.122. 162|Whited Sates  |147. 237. 76. 196 [e. sviva.i df . Geo- | ocati on enf or cenent Ceo-| ocati on i nbound drop 1
enf or cenent
81. 169. 237. 146 |Cer many 147.237.76. 177 |ncore.idf .il dr op SAMrul e drop 1
2.52.130. 234 | srael 147.237.72. 166 |aka. i df . i Bad TCP sequence Invalid ACK nunber noni t or 1
174.37.194. 144 |Uited Sates [147.237.8.45 |eeitan.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
123.125.71.26 |China 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Tineout |reject 1
74.82.47.28 Lhited Sates |[147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
184.105. 247. 199|Wnited Sates  [147.237.8.27 |enadimatal.idf.il  [Geo-1ocation enforcenent Sﬁfolrggihton i nbound drop 1
141.212. 122. 163|Wnited Sates  |147.237. 76. 196 |e. sviva.idf. il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
130. 193. 51. 91 RJSf;:I”ion 147. 237.76. 200 [ei tan. aka. i df .| SYN At tack SYN -> SYN-ACK -> Tineout |reject 1
74.82.47.43 Lhited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 200|Wnited Sates  [147.237.8.14 e orchot.idf. il Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
141.212.122. 173|United Sates |147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
85. 25. 43. 94 Ger many 147.237.0.33  |idf.il drop drop
184. 105. 139. 104|Wited Sates  |147.237.77. 212 |e. dover.idf. il Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
141.212.122. 161 |lhited Sates [147.237.0.35 |akavs.idf.il dr op drop 1
81.169. 237. 146 |Ger many 147.237.8.46 |e.chinuch.idf.il drop SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Oount
Unknown Par anet er
79.182.23.182 |[Israel 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 13%ct | 01$ct | 03$chl Questi [None 1
on$76 in aka.idf.il/nain/giyus/ questi onnaire. aspx
137.99. 229. 183 |[nited Sates [147.237.72.166|aka.idf.il Uhaut hori zed LR. Access to wa aka.idf.il/wwn tikshuv.idf.il B ock 1
27.154.224.210 |China 147.237.0. 17 g; niyl_ kosher -kravi..i Unaut hori zed URL Access to 147.237.0. 17/ get news. acti on B ock 1
89.248.174. 4 Netherlands |147.237.72.167|i shuri maka.idf.il Unaut hori zed URL Access to 147.237.72. 167/ B ock 1
183. 250. 164. 156|Chi na 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ get news. act i on B ock 1
66.249.78.245 |[Israel 147.237.76.200(ei tan. aka. i df . il Unknown Paraneter searchText in eitan. aka.idf.il/1002-en/ eitan. aspx |None 1
89.248.174. 4 Netherlands |147.237.77.170|m@arachot . i df . il Unaut hori zed URL Access to 147.237.77. 170/ B ock 1
184.38.201. 148 |lnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to vww i df . il/894-en/i df gdover. aspx B ock 1
68.180.228.112 [nited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin waw i df . il/1379- he/ dover. aspx |B ock 1
93. 160. 60. 22 Denmar k 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to waw i df.il/newsitelenglish B ock 1
191.96.101.34 |Giile 147.237.77. 216 |dover . i df . i | Unaut hori zed LRL Access to wwyidf.il/newsitelenglish/nain. asp B ock 1
68.180.228.112 [nited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/irag/ english/info09. asp B ock 1
112.198.103. 114|mnilippines  |147.237.72. 166 |aka. i df .i | \'\f Iotli;’t' ieonmt(r;;ffbgwﬁpifsé:ﬂs&i%ﬂ&f&i& 103:':1)14 (Protocal —f\ne 1
198. 136. 53. 139 |Uhited Sates [147.237.77.216|dover.idf .il Lhaut hori zed URL Access to wwu i df . i/ newsite/ hebrew nai n. asp B ock 1
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