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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address  |Site |Signature |Device Action  |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
208. 67. 1. 60 Lhited Sates 147.237.76. 201 e atal.idf.il Bl ock_Udp All _Nets drop 1
159. 122. 252. 41 Net her | ands 147.237.76. 34 yohalan.idf.il |Block Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
66. 249. 64. 50 147.237.72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
101. 100. 175. 112 147. 237. 76. 199 S ngapore e. nakchal .idf.il ET SCAN Potential SSH Scan 1
101. 100. 175. 112 147. 237.76. 31 S ngapore nakchal . i df il ET SCAN Potential SSH Scan 1
91. 238. 230. 133 147.237.8.27 Russi an Federation e.madimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
61. 244. 49. 137 147. 237. 76. 196 Hong Kong esvivaidf.il ET SCAN Potential SSH Scan 1
61. 244. 49. 137 147. 237. 76. 148 Hong Kong gqcent er. aka. i df .i | ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147. 237.76. 30 Chi na hi nush. i df . il ET SCAN NMAP -sS wi ndow 1024 1
61. 244. 49. 137 147.237.0. 19 Hong Kong madi matal .idf.il ET SCAN Potential SSH Scan 1
185. 106. 92. 137 147.237.0. 35 akaws. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
101. 100. 175. 112 147.237.77. 216 S ngapore dover.idf.il ET SCAN Potential SSH Scan 1
101. 100. 175. 112 147. 237. 76. 86 S ngapore navy. i df .il ET SCAN Potential SSH Scan 1
101. 100. 175. 112 147.237.0.15 S ngapore kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
61. 244. 49. 137 147.237.76. 176 Hong Kong test.ncore.idf.il ET SCAN Potential SSH Scan 1
61.244. 49. 137 147.237.0. 34 Hong Kong tikshuv.idf.il ET SCAN Potential SSH Scan 1
209. 126. 116. 147 147.237.0. 15 Lhited Sates kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 106. 92. 137 147.237.72. 14 dover.idf.il (ol d) ET SCAN NMAP -sS wi ndow 1024 1
185. 106. 92. 137 147.237.0. 34 tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
54.244.22.103 |Wited Sates |147.237.0.34 |tikshuv.idf.il drop First packet isn't SWN drop 76
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
46.19.85.171  [israel 147. 237.77. 216 |dover. i df .il Bad TCP sequence I'nvalid ACK nunber alert 6
46.19.85.171 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
41.33.232.66 Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 5
91.200. 12. 136  |krai ne 147.237.76. 42 |refuah.idf.il dr op SAMrule drop 4
192. 115.83.5 I srael 147.237.0.19 |nadimatal.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 4
91.200.12.136 |[Wkraine 147.237.77. 233 |atal i dof.il drop SAMrule drop 4
112. 198. 103. 114|Pni 1 ppi nes 147.237.72. 166 |aka. i df . Bad TOP sequence vs\:nr\]'droitvrsacnaslnlt W th different monitor |4
195. 34. 150.18 |Austria 147.237.77. 216 |dover.idf .i Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 3
192.115.83.5 | srael 147.237.0.19 |madimatal.idf.il |Bad TCP sequence Invalid ACK nunber alert
54.244.22.103 |[Wited Sates |147.237.77.233|atal.idf.il drop First packet isn't SWN drop
109. 66. 188.35 | srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid finvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
70. 39. 186. 222 ?03: 'dietre 147. 237. 77. 216 |dover. i of .| Bl ock HTTP Non Conpl i ant Response out of state moni tor |3
79.181.178.85 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid finvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
81. 169. 237. 146 |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrule drop
105. 155. 48. 255 |Mor occo 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
65.55.210.78  |Uited Sates |147.237.76. 200 feitan aka idr i1 | S NG Engine: TCP Invalid finvalid segnent retransmissi on. drop 2
Ret r ansni ssi on Packet dr opped.
198.182.56.5  |lhited Sates [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e comnection data  [monitor |2
66.249.78.146 |lhited Sates |147.237.72.166 |aka idf.il Streaning Engine: TCP Invalid finvalid segnent retransmssi on. drop 2
Ret ransni ssi on Packet dr opped.
208.115.113.89 |Uhited Sates |147.237.72. 166 |aka idf.il Stream ng Engl ne: TGP Invalid invalid segnent retransnission drop 2
Ret r ansni ssi on Packet dr opped.
66.249.78.245 |United Sares  |147.237.76. 200 [eitan aka icr. i1 | SAMNG Engine: TCP Invalid invalid segnent retransnission drop 2
Ret ransni ssi on Packet dr opped.
8.37.227.70 g”&;ymus 147. 237. 77. 216 |dover. i of .| Bl ock HTTP Non Conpl i ant Response out of state moni tor |1
93. 115. 95. 202 g”;(’;ym’us 147. 237. 77. 216 |dover. i df . i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
77.201. 201. 147 |France 147.237.8.45 |e.eitan.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 163|hited Sates [147.237. 76. 148 |gqcenter. aka. i of . i ||dr op drop 1
85.214.98.239 |Ger many 147.237.77. 216 |dover. i df .i Drectory Traversal directory traversal overflow noni t or 1
70. 39. 186. 218 ?03: 'dietre 147. 237. 77. 216 |dover. i of .| Bl ock HTTP Non Conpl i ant Response out of state moni tor |1
42.62.74. 80 Chi na 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 1
119.97.146.76 |China 147. 237. 77. 216 |dover.i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect
8.37.228.77 g”;(’;ymus 147. 237. 77. 216 |dover. i df .| Bl ock HTTP Non Conpl i ant Response out of state monitor |1
93.174.93.133  |Netherl ands 147.237.77. 216 |dover. i df .i Drectory Traversal directory traversal overflow noni t or 1
77.201. 201. 147 |France 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
195. 154. 15. 227 |France 147.237. 77. 216 |dover.i df .i | Drectory Traversal directory traversa overflow noni t or 1
141.212.122. 165|thited Sates |147.237.72. 167 |i shurimaka. i df.il |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
42.62.74.70 Chi na 147.237.72. 166 |aka.i df .i | drop First packet isn't SWN drop 1
221.199. 217. 173|Australia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.122. 160|Wnited Sates |147.237.76.34 |yohalan.idf.il drop drop 1
37.48. 80. 101 Net her | ands 147.237.77. 216 |dover.idf il Drectory Traversal directory traversal overflow moni t or 1
94.242.246.23 |Luxenbourg 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
197.231.221. 211|Liberia 147.237.77. 216 |dover.idf.i| Drectory Traversal directory traversal overflow noni t or 1
141.212.122. 166|Uhited Sates |147.237.72. 167 |ishurimaka.idf.il |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
42.62.74.73 Chi na 147.237.72. 166 |aka.i df . il dr op First packet isn't SYN drop 1
109. 163.234.5 |Romani a 147.237.77. 216 |dover. i df .i Drectory Traversal directory traversal overflow noni t or 1
5.29.148.216  [Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence I'nvalid ACK nunber alert 1
71.163.40.225 |Uhited Sates |147.237.77. 216 [dover.idf.il Drectory Traversal directory traversa overflow noni t or 1
193.90.12. 86 Nor way 147.237.77. 216 |dover. i df .i Drectory Traversal directory traversal overflow noni t or 1
141.212.122. 161|Wited Sates |147.237.76.34 |yohalan.idf.il drop drop 1
37.187.129. 166 |France 147.237.77. 216 |dover.idf .i | Drectory Traversal directory traversa overflow noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Addr ess count ry Target Address |Site Jgnature Action ‘Count
112.198. 103. 114|Phili ppi nes |147. 237. 72. 166 |aka. i df . i | Mitiple Il1legal Byte Gode Character in Method from112. 198. 103. 114 B ock 2
112.198. 103. 114/|Phi i ppi nes |147. 237. 72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in URL from112. 198.103. 114 B ock 2
112.198. 103. 114|Phi i ppi nes |147. 237. 72. 166 [aka. i df . i | Ml tipl e Unknown HTTP Request Method from 112.198. 103. 114 Bl ock 2
112.198. 103. 114|Phil i ppi nes |147. 237.72. 166 |aka. i df . i | Mil tiple Abnornal |y Long Request from 112.198.103. 114 B ock 2
112.198. 103. 114/|Phi i ppi nes |147. 237. 72. 166 |aka. i df . i | Miltiple Illegal HITP Version from112. 198. 103. 114 B ock 2
112.198. 103. 114|Phi i ppi nes |147. 237. 72. 166 [aka. i df . i | Mitiple I1legal Byte Gode Character in Header Nane from 112.198.103. 114 [B ock 2
66.249.78. 159 |lsrael 147.237.77.216|dover. i df . il Mil tipl e Unhaut horized URL Access from 66. 249. 78. 159 B ock 2
112.198. 103. 114/|Phi i ppi nes |147. 237. 72. 166 |aka. i df . i | Mil tiple Malformed URL from112.198.103. 114 B ock 2
112. 198. 103. 114|Phi i ppi nes |147. 237. 72. 166 [aka. i df . i | Illegal Byte Qode Character in Method WA : 28 [ #26] ] Aflyo) g Bl ock 1

Unknown Par anet er
79. 182. 68. 20 I srael 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenP! acetHol der $ct | 13%ct | 01$ct | 03$chl Questi on$4 |None 1
2inaka idf.il/nan/ giyus/questionnaire. aspx
191. 232. 136. 77 g“;:s 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ Bl ock 1
112.198. 103. 114|Phi i ppi nes |147. 237. 72. 166 [aka. i df . i | Mil tiple NLL Character in Header Nare from 112.198.103. 114 Bl ock 1
Unknown Par anet er
37.26.146.231 |Israel 147.237.72. 166 |aka. i df . i | ct100sct | 00$cphMai n$TochenP! acetol der $ct | 13%ct | 01$ct | 03$chl Question$l |None 1
2inaka idf.il/nan/ giyus/questionnaire. aspx
112.198. 103. 114|Phili ppi nes |147. 237. 72. 166 |aka. i df . i | Mil tiple Abnormal |y Long Header Line from 112.198.103. 114 Bl ock 1
110. 249. 142. 199|Chi na 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to 147.237. 77. 216/ unaut hori zedaccess. action  |B ock 1
66.249.78.170 |[Israel 147.237.76.200(ei tan. aka. i df . il Unknown Paraneter SortOr in v eitan. aka.idf.il/1103-en/ eitan. aspx None 1
112.198. 103. 114|Phil i ppi nes |147. 237.72. 166 |aka. i df . i | Too Many Headers per Request - 63 Headers Bl ock 1
112. 198. 103. 114|Phi i ppi nes |147. 237. 72. 166 [aka. i df . i | Illegal Byte Qode Character in URL K[[#12]] &f Bl ock 1
Unknown Par anet er
79.182. 68. 20 I srael 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP acetbl der $ct | 135ct | 02ct | 03t xt Field in None 1
aka.idf.il/main/giyus/ questionnai re. aspx
191. 232. 136. 170 g;g: 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to waw tikshuv.idf.il/894-en Bl ock 1
Unknown Par anet er
37.26.146.231 |lIsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP! acetbl der $ct | 13$ct | 01$ct | 03$chbl Questi on$7 [None 1
inaka idf.il/nan/giyus/questionnaire. aspx
112. 198. 103. 114|Phi i ppi nes |147. 237. 72. 166 [aka. i df . i | Abnormal |y Long Request net hod Bl ock 1
66.249.78.245 |lIsrael 147.237.76.200(ei tan. aka. i df.il Lhknown Paraneter searchText in eitan. aka.idf.il/1086-en/ eitan. aspx None 1
112.198. 103. 114/|Phi i ppi nes |147. 237. 72. 166 |aka. i df . i | Unknown HTTP Request Met hod wA. : 2As«C] [ #26] ] Aflyo) g B ock 1
5. 29. 108. 159 I srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to www i df. i/ hinush Bl ock 1
112.198. 103. 114|Phili ppi nes |147. 237. 72. 166 |aka. i df . i | I11egal HITP \ersion B ock 1
Lhi ted . . Unaut hori zed URL Access to
191.232.136. 183 Sates 147.237.76.86 navy. | df.il wan navy. i df . i | /tenpl at es/ shar ed/ user cont r ol s/ navnenu/ nazi . i df . i | Bl ock !
88.198.14.171 |[Germany [147.237.77.216|dover.idf.il Unaut hori zed URL Access to v i df.il/894-ar Bl ock 1
NULL Character in Header Nane at ~A®AU[[#7]] A2 FAKE3A [[#5]] Az
=R7=_A0pAybK[ [ #11] ] LATI[ [#16] ] d[ [ #18] ] AE8I A" Y[ [ #26] ] / ASAY
oA?A?d [ #8] ] A-bAuyBA:/ AtAl Ayy| [ #29] ] AAcAYA
| 8 @[ #27] 1 #AA-[ [ #30] 1 A
AE[ [#19] ]
112. 198. 103. 114 |Phi | i ppi nes |147. 237. 72. 166 |[aka. i df . i | ARBZ [ #28] ] BA AAVAA; Act A ) [ [ #15] ] Af[ [ #20] ] [ [ #29] ] A€8VA™ Bl ock 1
R [#7]]8/ AM™MOA [[#25]] o) A wGA; [ A?At Ao (A?[ [ #17]] A?AY[ [ #12] ] UAZA-
, A2=A?b[ [ #18] ] A-A?58AYA%FAA As A-A- Avg [ #26] ] AMA[ [#27]] <A
K; A2ASA?[ [ #18] | A3 AYAEAAYU] A-LACA«EnALA?AZ\ A AcAt
A z_Ao ACA-A- AE[ [ #15] ] AA...A»&A?AEASPA
A2 AYAY] [ #17] ] Ryl [ #14] ] HQA¥AL] [ #0] ]/ 92A-Ae
m ny- kosher - kr avi ing - % i
66.249.69.90  |Israel 147.237.0.17 |0V Ilegal Paraneter Encoding j.ef 8 2tH LRSSV, *$zzuM &R in None |1
idflil mny-kosher-kravi .idf.il/ajax/ creat ecapt chai nage. aspx
Illegal Byte Code Character in Header Name AYAAAL [#15]] AfA A#AE
ASA A A- Aa[[#3]] R A AA?2Q >" A A-A-A, A-j AtAA%ATA?" oV [ #22] 1 Af
112. 198. 103. 114 |Phi | i ppi nes |147. 237. 72. 166 |aka. i df . i | VA- Al [ [ #14] ] ASAE] [ #4] | A+A¥AASQAUAfA«AEA™>A Af A A— Bl ock 1
[[#17]1[[#25]] XA A[[#19]] vE) mQA?Ace
KA g #A2Re dpA'A[ [#25] ] b
66.249.78.253 |[Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock 1
157. 55. 39. 107 g;g: 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
112. 198. 103. 114 |Phi i ppi nes |147. 237. 72. 166 [aka. i df . i | Ml tipl e Mal forned HTTP Header Line from 112.198.103. 114 Bl ock 1
Ui ted Unhaut hori zed URL Access to
8.37.70.126 Sates 147.237.77.216|dover.i df . il ww i df . i |/ 894- he/ dover . aspx&usg=al kj r hh_8ot m q723l 07r r gOkqg93wv-v |Bl ock 1
q
112.198. 103. 114|Phili ppi nes |147. 237. 72. 166 |aka. i df . i | Mal f or med HTTP Header Line 5 B ock 1
. . URL is Above Root Drectory
193. 90. 12. 86 Nor way 147.237.77. 216 |dover.i df . il wwei o i1/ ./ shared/cl i entscri pts/j query/j query-1 4.2, min. | s B ock 1
98. 143. 148. 107 g‘;tt:: 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237. 0. 34/ check B ock 1
112.198. 103. 114/|Phi i ppi nes |147. 237. 72. 166 |aka. i df . i | NULL Character in URL K[[#12]] A&f Bl ock
112. 198. 103. 114|Fhi i ppi nes |147. 237. 72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in Header Val ue from112.198.103. 114 |B ock
112.198. 103. 114 |Phili ppi nes |147. 237. 72. 166 |aka. i df . i | Illegal Byte Qode Character in Header Val ue B ock 1
68. 180. 230. 244 ;“;tteeg 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1396- he/ at al . aspx B ock 1
157. 55. 39. 176 Lhi ted 147. 237.77. 216 |dover . i df . i | L,hauihorl zed URL Access to ww i df.il/1283-19042-en/ dover. aspx <a B ock 1
Sates href =
Lhi ted . . Unaut hori zed URL Access to
8.37.70. 234 Sates 147.237.77. 216 dover . i df . i wa i df . i |/ engl i sh/ &usg=al kj r hj xcet knzdsoaf uks7qj | uswat qqq Bl ock !
112. 198. 103. 114|Phili ppi nes |147. 237. 72. 166 [aka. i df . i | Mal formed URL K[ [#12]] &f Bl ock 1
. . Unaut hori zed Met hod CGET for
217.182.13.245 |Israel 147.237.72. 166 aka. i df . i | wwv aka. i df . il /nmai n/ gi yus/ aut henti cat i onser vi ce. asnx/ aut henti cat e Bl ock !
, m ny- kosher - kr avi _ . .
110. 249. 142. 199|Chi na 147.237.0. 17 Pdf il Unaut hori zed URL Access to 147.237.0. 17/ unaut hori zedaccess. acti on B ock 1
L ; ] S Untraceabl e Gonnection - Protocol violation
112. 198. 103. 114|rhi i ppi nes |147. 237. 72. 166 [aka. i df . i | (SSL_CONN APPLI CATI ON_DATA EXCHANGE) None 1
66.249.78.170 |[Israel 147.237.76.200(ei tan. aka. i df.il Unaut hori zed URL Access to waw eitan. aka.idf.il/tenpl at es/ news/ {"key":" |B ock 1




02-04-2016-03:04:09 to 02-04-2016-04:04:09

02-04-2016-03:04:09 to 02-04-2016-04:04:09



