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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |signature |Device Action |Count |
183. 60. 48. 25 Chi na 147.237.76. 42 refuah.idf.il JLM Under At tack_Con_Tcp drop 2
142.54.169. 162 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf 1 dr op 1
54. 67. 38. 74 Lhited Sates 147.237.76. 42 refuah.idf.il DCS- ht t pdx- hr eadr equest - FS dest - r eset 1
74.91. 28. 62 Lhited Sates 147.237.76. 30 hi nush. i df . i | bl ock-sp-traf 1 drop 1
142.54. 169. 165 Lhited Sates 147.237.77. 235 sviva.idf.il bl ock-sp-traf 1 drop 1
54. 67. 38. 74 Lhited Sates 147.237.77.170 naarachot.idf.il |DCS- htt pdx- hr eadr equest - FS dest - r eset 1
74.91. 28. 62 Lhited Sates 147.237. 76. 86 navy.idf.il bl ock-sp-traf 1 drop 1
54. 67.38. 74 Lhited Sates 147.237.77. 234 hal ag.idf .il DCB- ht t pdx- hr eadr equest - FS dest - r eset 1
142. 54. 160. 214 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
71.6.135. 131 Lhited Sates 147. 237.76. 196 e.svivaidf.il Block Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent
66.249.78.254  [147.237.72.166 |Lhited Sates |akaidf.il ET SCAN NVAP -sA (2)
218. 246. 0. 97 147. 237. 76. 202 |Chi na e.halag.idf.il ET SCAN NVAP -sS wi ndow 1024
. |ET SCAN Behavi oral Lhusual ly fast Terminal Server Traffic, Potential
185. 106. 92. 137 [147.237.76.176 test.ncore.idf.il )
Scan or Infection
, , . |ET SCAN Behavi oral Unhusual |y fast inbound Tel net Gonnecti ons,
111.193. 243. 62 |147.237.8.27 |China e nedimatal .idf.i .
Potential Scan or Brute Force
209. 126. 116. 147(147.237. 76.86 [lLnited Sates [navy.idf.il ET SCAN NVAP -sS wi ndow 1024
185. 106. 92. 137 |147.237.77.216 dover.idf.il ET SCAN NVAP -sS w ndow 1024
, _ L ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic, Potential
123. 249. 35. 30 147.237.0.34 |China tikshuv.idf.il

Scan or Infection
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30

77.37.223.41 gz::;”ion 147.237.77.74 |lawidf.il drop First packet isn't SWN drop 26

130.193.50.33 |sSian 147.237.77.74 |lawidf.il drop First packet isn't SWN drop 12

Federati on

46. 117. 162. 142 |l srael 147.237.72. 166 |aka. i df . i drop Frst packet isn't SYN drop 12

5.29.108.159  [Israel 147.237.76.30 |[hinush.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10

207.241.226. 144|Wnited Sates  |147.237.72. 166 |aka icf.il Veb Sgrver Enf or cenent Véb Servers Sow HITP Denial of - . o 9
Mol ation Service

66.249.78.161 |Wited Sates |147.237.76.86 [navy.idf.il Streaning Engine: TCP Invalid invalid segnent retransmission drop 8
Ret r ansni ssi on Packet dr opped.

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7

185.3.146.214 |Israel 147. 237.72. 166 |aka. i of .11 Streamng Engi ne: TCP Invalid finvalid segnent retransmissi on. drop 6
Ret r ansni ssi on Packet dr opped.

141.0.14.177  |Europe 147.237.77. 216 |dover.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect

41.33.232. 66 Egypt 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or

198. 182.56. 5 Lhited Sates 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or

66.249.78.154 |lnited Sates |147.237.76.86 |navy.idf.il Streamng Engi ne: TCP I nvalid finvalid segnent retransnission drop 4
Ret ransni ssi on Packet dropped.

195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 4

181. 211. 249. 18 |Ecuador 147.237.77. 216 [dover.idf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4

46. 19. 85. 183 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 3

37.46.38.62 I srael 147.237.77.243|mbile.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 3

46. 19. 85. 183 I 'srael 147.237. 77. 216 [dover. i df i Bad TCP sequence Inval id ACK nunber noni t or 3

93. 158. 152. 201 gs::;”i on 147.237.0.34 |tikshuv.idf.il ;; fj:sr;? SESr:g(;:e: TeP vl id 'P';‘éak];td ;eggsgj_ retransmssi on. drop 3

79.183. 111. 186 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransmission drop 3
Ret r ansni ssi on Packet dr opped.

5.102.254.179 |Israel 147.237.77. 216 [dover.idf.il  |Bad TCP sequence I'nval i d ACK nunber nonitor |3

66.249.78.223 |Uited Sares  |147.237. 7. 243 mobil e icr 1 || S2M NG Bngine: TP Invalid  finvalid segnent retransni ssi on drop 3
Ret r ansni ssi on Packet dr opped.

79.181.63.130 | srael 147.237.72. 166 |aka.i df . Streaming Engine: TCP Invalid finvalid segnent retransissi on. drop 3
Ret ransni ssi on Packet dropped.

66.249.78.239 |United Sares  |147. 237, 76. 200 i tan aka i 1| | ST N9 ENgine: TQP Inval i finvalid segrent retransni ssi on drop 2
Ret r ansni ssi on Packet dropped.

195. 60. 232.57 |l srael 147.237.77. 216 |dover.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 2

46.19.86.220  [Israel 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2

149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2

40. 77. 167. 24 Lhited Sates 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 2

118. 173. 249. 251 |Thai | and 147.237.77. 216 |dover.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 2

66.249. 78. 147 |Wited Sates  |147.237.76.86 |[navy.idf.il Streaning Engine: TCP Invalid invalid segnent retransmission drop 2
Ret r ansni ssi on Packet dr opped.

81. 169. 237. 146 |Cer many 147.237.76. 177 |ncore.idf . il drop SAMrul e drop 2

72.9.148. 10 Lhited Sates  |147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 2

176.228.26.32 |Israel 147.237. 77. 216 [dover. i df i Bad TCP sequence Inval id ACK nunber noni t or 2

5.29. 108. 159 | srael 147.237.76. 30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2

37.46.39.98 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 2

72.9.148.10 Wited Sates  |147.237.77.74 [lawidi.il Bad TCP sequence mﬁsﬁ:’mm’t wthdifferent | oitor |2

177.82.205.98 |mrazil 147.237.77. 216 |dover.idf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect

54.244.22.103 |lhited Sates 147.237.77. 176 |natpash.idf .il |dr op First packet isn't SYN drop

177.82.205.98 |mrazil 147.237.77. 216 |dover.idf il [Bad TCP sequence mﬁsg reansm't wthditterent Joonitor |2

42.62.74.71 Chi na 147.237.72. 166 |aka. i df . i drop Frst packet isn't SYN drop

81.169. 237. 146 |Ger many 147.237.8.46 |e.chinuch.idf.il|dr op SAMrul e drop

37.142.211. 150 |israel 147.237.77. 243 |rbi e i1 || S NG Engi e TQP Invalid invalid segnent retransnission. drop 2
Ret r ansni ssi on Packet dropped.

66.249.73.209 |Wited Sates  |147.237.76.86 [navy.idf.il Streaning Engine: TCP Invalid invalid segnent retransmission. drop 2
Ret r ansni ssi on Packet dr opped.

37. 46. 38. 62 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1

81.169. 237. 146 |Ger many 147.237.76.38 |e.e.neitav.idf.i|dr op SAMrul e drop 1

5.22.135. 135 I 'srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval id ACK nunber noni t or 1

79.181.133.116 [lIsrael 147.237.77. 216 |dover.idf.il  |SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 1

123.125.71.33 [China 147.237.77. 170 |naarachot . i df .1 I[Bad TCP sequence Invalid ACK nunber alert 1

79.181.133.116 |Israel 147.237.77. 216 |dover.idf i1 [Bad TOP sequence mﬁﬁsg Lansm't wthdifferent | oitor |1

187. 153. 158. 147 |Mexi co 147.237.77. 216 |dover.idf.il  [Bad TCP sequence I'nvalid ACK nunber alert 1




02-04-2016-02:04:06 to 02-04-2016-03:04:06

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
: . . Unaut hori zed URL Access to
37.142.211. 150 |Israel 147.237.77.243|nobi l e. i df . i | mubi l e, i cf i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1362 Bl ock 7
176.97. 116. 135 |krai ne 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 6
176.97. 116. 135 |lkrai ne 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 176. 97. 116. 135 B ock 5
37.142.211.150 |[lsrael 147.237.77.243|nobi | e. i df . i | Mil tipl e Lhaut hori zed URL Access from 37.142. 211. 150 B ock 4
109. 67.197.32  |Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 3
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf .il Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 159 Bl ock 2
37.142.211.150 |[lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
Unknown Par anet er
37.26.149.244 |lIsrael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenPl aceHbl der $ct | 13%ct | 01%$ct | 03$chbl Quest i o |[None 1
n$2 in aka.idf.il/nain/giyus/ questi onnai re. aspx
Unknown Par anet er
109. 253. 192. 116l srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP! acetbl der $ct | 13%ct | 01$ct | 03$chl Quest i o |[None 1
n$14 in aka.idf.il/nain/gi yus/ questionnaire. aspx
45.53.19. 69 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to www i df.il/894-en/i df gdover. aspx B ock 1
176. 97. 116. 135 |lkrai ne 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/main/giyus/index. php B ock 1
Unknown Par anet er
84.108.90.253 |[lIsrael 147.237.72. 166 |aka. i df . i | ct 1 00%$ct | 00$cphMai n$TochenPl acekHol der $ct | 13$ct | 01$ct | 03$chbl Quest i o |[None 1
n$35 in aka.idf.il/nain/giyus/ questionnaire. aspx
Unknown Par anet er
46. 19. 86. 85 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP! acetbl der $ct | 13%ct | 01$ct | 03$chl Quest i o |[None 1
n$61 in aka.idf.il/nain/giyus/ questionnaire. aspx
37. 46. 38. 62 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . i |/ gi yus/ general . aspx B ock 1
Lhited . . Unaut hori zed Met hod CGPTI ONS for
137.99.229. 183 Sates 147.237.72. 166 [aka. i df . i | ww aka. i df.i |/ mai n/ gi yus/ aut hent i cat i onser vi ce. asnx/ get aut huser Bl ock !
66.249.78.239 |[Israel 147.237.76.200(ei tan. aka. i df .i | Unhknown Paraneter searchText in eitan. aka.idf.il/1084-en/eitan. aspx |None
46.19. 85. 183 I srael 147.237.77. 216 |dover. i df . i | Aonormal |y Long Request request version B ock
m ny- kosher - kravi . i
218.25.89.100 |China 147.237.0. 17 of niyl Unaut hori zed URL Access to 147.237.0. 17/ hone B ock 1
Unknown Par anet er
84.108.90.253 |[Israel 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl acehol der $ct | 13$ct | 01$ct | 03$chl Questi o |[None 1
n$96 in aka.idf.il/nai n/giyus/ questionnai re. aspx
Unknown Par anet er
46. 19. 86. 85 I srael 147.237.72. 166 |aka. i df . i | ct| 00$ct | 00$cphMai n$TochenP aceHbl der $ct | 13%ct 1 02%ct | 03$t xt Fiel d in |None 1
aka.idf.il/nain/giyus/questi onnai re. aspx
i m ny- kosher - kr avi . i
142. 54. 169. 166 g];::: 147.237.0. 17 of niyl Unaut hori zed URL Access to waww 99yyzz. cond B ock 1
Lhited . . Unaut hori zed URL Access to
68.180. 228.175 o 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994~ 9180- he/ r ef uah. aspx Bl ock 1
. . Illegal HITP Version __atuvc=1%C5; __at uvs=56b29dc544ae68f 5000;
46. 19. 85. 183 I srael 147.237.77.216|dover.i df .i | _at ssc=f acebookVGE2 Bl ock 1
218.25.89.100 |China 147.237.77. 216 |dover.i df .il Unaut hori zed URL Access to 147.237.77. 216/ home B ock 1
Unknown Par anet er
84.108.90. 253 |[Israel 147.237.72. 166 |aka. i df . i | ct| 00$ct | 00$cphMai n$TochenP aceHbl der $ct | 13%ct 1 02%ct | 03$t xt Fiel d in |None 1
aka.idf.il/nain/giyus/questi onnai re. aspx
. . Unaut hori zed URL Access to
66.249.78.95  |Israel 147.237.77. 216 |dover.idf .il 147. 237.77. 216/ 1133- 19754- he/ dover . aspx Bl ock 1
76.126. 242. 254 g];::: 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to wawidf.il/https:/vwidf.il/ B ock 1
Mal formed URL
46. 19. 85. 183 | srael 147.237.77. 216 |dover.i df .i | _pk_i d. 20. 8af c=a011996f 0452e06b. 1448626810. 1. 1448626810. 144 |B ock 1
8626810. ;
. - Unaut hori zed URL Access to
66.249.78.102 |Israel 147.237.77. 216 |dover.idf . il 147. 237.77. 216/ 1133- 17154- he/ dover . aspx Bl ock 1
Unknown Par anet er
79.177.185.122 |[Israel 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl acehol der $ct | 13$ct | 01$ct | 03$chl Questi o |[None 1
n$27 in aka.idf.il/nai n/gi yus/ questi onnai re. aspx
Unknown HTTP Request Method 9%22%D;, in URL
46.19. 85. 183 I srael 147.237.77. 216 |dover.i df .i | _pk_i d. 20. 8af c=a011996f 0452e06b. 1448626810. 1. 1448626810. 144 |B ock 1
8626810.
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