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02-04-2016-00:04:05 to 02-04-2016-01:04:05

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
168. 235. 207. 208 Lhited Sates 147.237.77. 233 atal.idf.il TCP handshake vi ol ation, first packet not syn |drop 191

168. 235. 207. 208 Lhited Sates 147.237.77. 233 atal.idf.il Frk Purple Gon_Limt Htp drop 3

168. 235. 207. 208 Lhited Sates 147.237.77. 233 atal.idf.il Frk Under Attack Con Htp drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2

54.67. 38. 74 Lhited Sates 147.237.77. 74 lawidf.il DCB- ht t pdx- hr eadr equest - FS dest - r eset 1

74.91. 28. 59 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il |bl ock-sp-trafl drop 1

185. 130. 5. 224 147. 237. 76. 201 e.atal.idf.il ock_Wp All Nets drop 1




02-04-2016-00:04:05 to 02-04-2016-01:04:05

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address ‘Site |Sgna1 ure

52.32.210.122 |Uhited Sates 147.237.77. 176 |mat pash. i df . i | |22280: HITP. Jooma Qbject |njection Wl nerability B ock
93. 114. 64. 76 Rormani a 147.237.77.176 |mat pash. i df . i | |19813: HITP. VérdPress Thene Divi Directory Traversal Mulnerability |Bl ock
52. 26. 202. 58 Lhited Sates 147.237.77.216 |dover.idf.il 22280: HITP. Joomha (hject Injection Mul nerability B ock




02-04-2016-00:04:05 to 02-04-2016-01:04:05

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 10
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
64.233.172. 155 |147.237.77.216|Wited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
66.249.78.254  |147.237.72.166|lhited States |aka idf.il ET SCAN NVAP -sA (2) 2
46.148.22. 26 147.237.77. 176 |Li thuani a nat pash. i df . i | ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147. 237. 76. 176 |Lhited Sates |test.ncore.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147.237. 76. 34 [Lhited Sates |yohal an.idf.il ET SCAN Potential SSH Scan 1
115.182.17.13  [147.237.0.200 |China . i df il ET SCAN NVAP -sS wi ndow 1024 1
61.240.144.65 |[147.237.77.212|Chi na e. dover.idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
61.240.144. 65 [147.237.77.121|China e navy.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
61.240.144. 65 |147.237.72.217|Chi na eidf.il ET SCAN Potential VNC Scan 5800- 5820 1
61.240. 144. 65 |147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential VNC Scan 5800- 5820 1
162. 222. 185. 165|147. 237. 76. 202 [Lhited Sates |e.halag.idf.il ET SCAN Potential SSH Scan 1
46. 148. 22. 26 147.237.0.19 |Lithuania madi matal .idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147. 237.76. 38 |lhited Sates |e.e.neitav.idf.il ET SCAN Potential SSH Scan 1
5.29.81. 30 147.237.76.30 |Israel hi nush. i df i ET DCB Large anount of TCP ZeroWndow - Possible Niller2 1
DDos attack
162. 222. 185. 165|147.237.0.34 |lhited Sates |tikshuv.idf.il ET SCAN Potential SSH Scan 1
61.240.144.65 |147.237.77. 234 |Chi na hal ag.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
61.240.144.65 [147.237.77.212|China e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61.240. 144. 65 |[147.237.76. 176 |Chi na test.ncore.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
61.240.144.65 |147.237.72.14 |China dover.idf.il (ol d) ET SCAN Potential VNC Scan 5800- 5820 1




02-04-2016-00:04:05 to 02-04-2016-01:04:05

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature

168. 235. 207. 208|Uhited Sates [147.237. 77. 233 |atal .i df il drop First packet isn't SN drop 541

54.244.22.103 |lhited Sates |147.237.0.34 |tikshuv.idf.il drop First packet isn't SN drop 78

212.76.127.219 |[lsrael 147.237.77. 226 V\:’\rN chanatz. aka. 10f 1 5ok HITP Non Gonpl i ant Failed to handl e connection data [monitor |45

84.228.21. 20 I srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 12

41.33.231.90 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 10

46. 19. 85. 236 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |9

. . SWNretransnmit wth different .

84.108. 129. 165 |lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e noni t or 9

37. 46.38. 200 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber nonitor |8

188. 120. 148. 182! srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber monitor |8

84.228.21.20 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 8

93. 173. 253. 15 | srael 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SYN drop 7

46.19. 85. 197 I srael 147.237. 77. 216 |dover.idf.i | Bad TCP sequence Inval i d ACK nunber monitor |6

46. 19. 85. 146 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 6

2.54.39. 185 | srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 6

reamn ine: TCP Invali i i ssi

185.32.179.36 |l srael 147.237.77. 243 |nobi l e, i df .1 Streaning Engine: TCP Invalid |invalid segnent retransnission. | 6
Ret ransm ssi on Packet dropped.

46. 19. 85. 18 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |6

46. 19. 85. 211 I srael 147.237.77. 216 |dover. i df .| Bad TCP sequence Invalid ACK nunber alert 6

46.19. 85. 146 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber monitor |6

54.244.22.103 |lhited Sates |147.237.77.233|atal .idf.il dr op First packet isn't SYN drop 6

46. 19. 85. 20 I srael 147.237.77. 216 |dover. i df .| Bad TCP sequence Invalid ACK nunber alert 6

46.19. 85. 211 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber monitor |6

46. 19. 85. 96 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert 6

reamng Engi ne: TCP Invali i i ssi

2.54.145.130  |israel 147.237.0.34  |tikshuv.idf.il Streamng Engine: TCP Invalid |invalid segrent retransnission drop 6
Ret ransnm ssi on Packet dropped.

46.19. 85.9 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 6
Sreanming Engine: TCP Invalid i i ssi

79.178. 196. 224 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.

46. 19. 85. 20 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber monitor |6

46. 19. 85. 96 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |6

46.19.85.9 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi

95. 86. 85. 6 I srael 147. 237. 77. 243 |mubi 1 e.i df . i 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.

46. 19. 85. 197 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber alert 6

46.19. 85. 18 I srael 147.237. 77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber alert 6
Sreamng Engine: TP Invalid i i ssi

84.110.210.71 | srael 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. o 6
Ret ransn ssi on Packet dropped.

212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 5

84.228.21. 20 I srael 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5

149.78.63. 21 I srael 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5

46. 19. 85. 27 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AK nunber noni t or 5

46. 19. 85. 166 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence I'nvalid ACK nunber alert 4
Sreaming Engine: TCP Invalid i i ssi

199.30.24.43  |wited Sates [147. 237. 76. 200 [ei tan. aka i df .1 9 =g Invalid segnent retransmssion. g 4
Ret ransni ssi on Packet dr opped.

84.228.21. 20 I srael 147.237. 72. 156 |anan. i df . | Bad TCP sequence nonitor |4

46. 19. 85. 166 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber monitor |4

46. 19. 85. 127 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber nonitor |4

37.46.38.75 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 4
Sreamng Engine: TCP Invalid i i ssi

5.29. 0. 55 I'srael 147.237.76. 200 |6i tan. aka i df .i 9 =g Invalid segnent retransmssion. o 4
Ret ransm ssi on Packet dropped.

41.33.232.66 t 147.237.77. 216 |dover.idf il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |monitor |4

yp np

Sreamng Engine: TCP Invalid i i ssi

37.46.38.121  |israel 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g Invalid segent retransmssion. | 4
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

62.219. 161. 150 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

109. 66. 171. 203 |l srael 147. 237. 72. 166 |aka. i o . i 9 =g Invalid segent retransmssion. | 3
Ret ransm ssi on Packet dropped.

84.228.21.20 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |3
Sreanming Engine: TQP Invalid i i SSi

109. 64.57. 253 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

66.249. 78.254 |Wnited Sates |147. 237. 72. 166 |aka. i df .il 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dr opped.




02-04-2016-00:04:05 to 02-04-2016-01:04:05

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176. 13. 3. 196 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 32
46. 19. 85. 156 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code Bl ock 11
66.249.78.159 |[Israel 147.237.77. 216 |dover.idf.il Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 159 Bl ock 4
. . Unaut hori zed URL Access to
149.88.79.201 |Israel 147.237.72. 166 |aka. i df . i | vaw aka. | df i |/ mai 1/ gi yus/ cont rol s/ at udal A B ock 2
46. 19. 85. 166 I srael 147.237.77. 216 |dover. i df . il Dstributed Ml formed URL B ock
2.54.29. 106 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response CGode Bl ock
46. 19. 85. 166 I srael 147.237.77.216|dover. i df . il Distributed Lhknown HTTP Request Met hod B ock
L . . . Unaut hori zed URL Access to
192. 243.55. 130 |Doni ni ca 147.237.0.34 |tikshuv.idf.il v ti kshuv. i df .|/ shar edl user cont rol s/ header upper / B ock 1
Unknown Par anet er
46.121.80.243 |Israel 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPt acekol der $ct | 13$ct | 01$ct | 03%cbl Questi o [None 1
n$2 in aka.idf.il/nai n/gi yus/ questionnaire. aspx
46.19. 85. 18 I srael 147.237.77.216|dover. i df .il Distributed Lhknown HTTP Request Met hod B ock 1
Unknown Par anet er
109. 253. 197. 201 |I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphvai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Quest i o |[None 1
n$102 in aka.idf.il/nai n/ gi yus/ questi onnai re. aspx
Unknown Par anet er
31.168. 149. 152 |l srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphvai n$TochenP acekHbl der $ct | 13%ct | 01$ct | 03$chl Quest i o |[None 1
n$42 in aka.idf.il/nain/giyus/ questionnaire. aspx
Unknown Par anet er
79.178.199.59 [Israel 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaBack in None 1
wav aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
66.249.78. 4 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1407- he/ at al . aspx Bl ock 1
192. 243.55. 135 |Doni ni ca 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df . il/giyus/ kadat z Bl ock 1
. . I1l1egal HITP Version __at uvs=56b27e456826h332000;
46. 19. 85. 166 I srael 147.237.77. 216 |dover . i df .i | " at ssc=f acebook?BB B ock 1
Unknown Par anet er
87. 69. 54. 122 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Quest i o |[None 1
n$67 in aka.idf.il/nain/gi yus/ questionnaire. aspx
45.56.21. 173 147.237.77.216|dover.i df . i Unaut hori zed LRL Access to ww idf.il/xmrpc. php Bl ock 1
Lhited . . Unaut hori zed URL Access to
68. 180. 228. 112 Sates 147.237.77. 216 dover . i df . i | wwy i df . i | /tenpl at es/ shared/ user cont r ol s/ header upper / Bl ock !
. . SS. Lhtraceabl e Gonnection - Protocol violation
2.54.39.212 I srael 147.237.72. 156 |aman. i df . i | (SSL OONN LI ENT FELLO) None 1
192. 243.55. 130 |Doni ni ca 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to waw aka.idf.il/news B ock 1
Unknown Par anet er
46.121.80.243 |Israel 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPt acetol der $ct | 13$ct | 01$ct | 03%cbl Questi o [None 1
n$23 in aka.idf.il/main/giyus/ questionnaire. aspx
Unknown Par anet er
149. 78. 4. 149 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMvai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Quest i o [None 1
n$90 in aka.idf.il/main/gi yus/ questionnai re. aspx
Unknown Par anet er
37.26.147.247 |lIsrael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenPl aceHbl der $ct | 13%ct | 01%ct | 03$chl Quest i o |[None 1
n$75 in aka.idf.il/nain/giyus/ questionnaire. aspx
84.108.20.180 [Israel 147.237.77. 216 |dover.idf .l SSL Untraceabl e Connection - Qpen Mde None 1
. . Unaut hori zed URL Access to
66.249.78.95  [Israel 147.237.77. 216 [dover. i df . il 147, 237.77. 216/ 1133- 13286- he/ dover . aspx Bl ock 1
192. 243.55. 136 |Doni ni ca 147.237.77. 170 |naar achot . i df . i | Unhaut hori zed URL Access to maarachot.idf.il/pdf/files/5/ 112435, pdf). |B ock 1
Unknown Par anet er
176.13.9. 227 I srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphvai n$TochenP acekbl der $ct | 13%ct | 01$ct | 03$chl Quest i o |[None 1
n$38 in aka.idf.il/nain/giyus/ questionnaire. aspx
46. 19. 86. 37 I srael 147.237.76.31 |nakchal .idf.il D stribut ed Suspicious Response CGode Bl ock 1
91.230. 236. 155 |Israel 147.237.72. 166 |aka. i df . i | Wnknown Parameter _VI BASTATEENCRYPTED i n None 1
wav aka. i df . i | / mai n/ sachar/ pi r suneynof et . aspx
46.19. 85. 18 I srael 147.237.77. 216 |dover.idf .l Dstributed Aonormal |y Long Request Bl ock 1
Unknown Par anet er
2.54.133.31 I srael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPt acetol der $ct | 13$ct | 01$ct | 03%cbl Questi o [None 1
n$42 in aka.idf.il/nai n/gi yus/ questi onnaire. aspx
Unknown Par anet er
79.176.101. 112 |l srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenPl aceHol der $ct | 13%ct | 01$ct | 03$chl Quest i o |[None 1
n$3 in aka.idf.il/main/giyus/ questionnaire. aspx
- . - Unaut hori zed URL Access to
192. 243.55. 132 |Domi ni ca 147.237.72. 166 |aka. i df . i | vw aka. i dff . i 1/ mai n/ r abanut / gener al . aspx2cat | d=59027 B ock 1
Unknown Par anet er
46.121.80.243 |Israel 147.237.72. 166 [aka. i df . i | ct| 00$ct | 00$cphMai n$TochenPl acetbl der $ct | 13%ct | 02%ct | 03$txt Fi el d in |None 1
aka.idf.il/main/giyus/ questionnaire. aspx
46. 19. 85. 166 | srael 147.237.77.216|dover. i df . il D stributed Abnornal |y Long Request B ock 1
Unknown Par anet er
37.26.148.179 |lIsrael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Quest i o |[None 1
n$96 in aka.idf.il/nain/gi yus/ questi onnaire. aspx
84.108.129. 165 |[lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx Bl ock 1
66. 249. 78. 109 | srael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to 147.237.77. 216/ 1133- he/ dover . aspx B ock 1
Unknown Par anet er
213.8.204.9 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Quest i o |[None 1
n$82 in aka.idf.il/main/gi yus/ questionnai re. aspx
180. 76. 15. 151 |China 147.237.72. 156 |anman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/list6. htm Bl ock 1
Unknown Par anet er
46. 19. 86. 239 I srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphvai n$TochenP acekbl der $ct | 13%ct | 01$ct | 03$chl Quest i o |[None 1
n$42 in aka.idf.il/nain/giyus/ questionnaire. aspx
95. 86. 85. 6 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Gode Bl ock
46.19. 85. 18 I srael 147.237.77.216|dover.idf . il Dstributed I11egal HITP Version Bl ock
Unknown Par anet er
2.54.133.31 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphvai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Questi o |[None 1
n$96 in aka.idf.il/nain/gi yus/ questi onnaire. aspx
Unknown Par anet er
79.176.101. 112 |[lIsrael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphvai n$TochenP acekbl der $ct | 13%ct | 01$ct | 03$chl Quest i o |[None 1
n$35 in aka.idf.il/nain/giyus/ questionnaire. aspx
102.243.55.134 |Dominica  |147.237.0.34 |tikshuv.idf.il thaut hori zed LR. Access to Bock |1

w ti kshuv. i df . i |/ shar ed/ user cont r ol s/ header upper




Attacker Address

02-04-2016-00:04:05 to 02-04-2016-01:04:05

A tacker
Count ry

Target Address

Site

m ny- kosher - kr avi . i

Sgnature

60. 214.152.78 |Chi na 147.237.0. 17 df il Unaut hori zed URL Access to 147.237.0.17/1 ogi n! check. do B ock
Unknown Par anet er

149.88.97.122 |Israel 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphvai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Quest i o |[None
n$85 in aka.idf.il/nai n/ gi yus/ questionnai re. aspx

85. 65. 244. 157  [Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code Bl ock

02-04-2016-00:04:05 to 02-04-2016-01:04:05




