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02-03-2016-23:04:04 to 02-04-2016-00:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack drop 2
51. 254. 23. 234 Uni ted Ki ngdom 147.237.76. 39 nobi | e. nei tav.idf.il Bl ock_Udp All _Nets drop 1
78.186.113. 19 Tur key 147.237.76. 34 yohal an.idf.il ock Wp Al Nets drop 1
142.54.160. 212 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 drop 1
51. 254. 23. 234 Uhi t ed Ki ngdom 147.237.76. 38 eeneitav.idf.il Bl ock_Udp Al _Nets drop 1




02-03-2016-23:04:04 to 02-04-2016-00:04:04

|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action ‘Count

89.98.3.81 Net her | ands 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 2
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

41.33.231.90 |147.237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 11
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 6
66.249. 75.198 [147.237.77.170|Wited Sates |naarachot.idf.il ET SCAN NVAP -sA (2) 2
46.148.22.26  [147.237.77. 216 |Li thuani a dover.idf.il ET SCAN Potential SSH Scan 1
46.148.22.26  |147.237.77. 178 |Li thuani a e. nat pash. i df . i1 ET SCAN Potential SSH Scan 1
217.132. 152. 43 |147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
46.148.22.26  |147.237.76. 147 |Li thuani a chi nuch. aka.i df . i1 ET SCAN Potential SSH Scan 1
175. 6. 228. 149 |147.237.76.34 |[China yohal an.idf.il ET SCAN Rapi d POP3 Gonnections - Possi bl e Brute Force Attack 1
46.148.22.26 [147.237.76.31 |Lithuania nakchal . i df.il ET SCAN Potential SSH Scan 1
95.224.38.18 |147.237.76.34 |italy yohal an. i df .i | ET SCAN NVAP -sS w ndow 3072 1
46.148.22.26 |147.237.72. 166 |Li thuania aka.idf.il ET SCAN Potential SSH Scan 1
66.249. 81. 218 [147.237.77.216 |Uhited Sates |dover.idf.il portscan: TCP D stributed Portscan 1
46.148.22.26 [147.237.8.28 |Lithuania e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 67 |147.237.77.170|Chi na maar achot . i df .i | ET SCAN NVAP -sS wi ndow 1024 1
61.240. 144. 65 [147.237. 77. 235 |Chi na svivaidf.il ET SCAN Potential WNC Scan 5800- 5820 1
37.200.225.36 |147.237.0.15 |Oman kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
61.93.106.48  |147.237.76.30 |Hong Kong  |nimshidt.il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
46.148.22.26 |147.237.77. 212 L thuani a e.dover.idf.il ET SCAN Potential SSH Scan 1
46.148.22.26 |147.237.76. 199 Li t huani a e. nakchal .idf .i ET SCAN Potential SSH Scan 1
46.148.22.26 |147.237.76.38 |Lithuania e.eneitav.idf.il ET SCAN Potential SSH Scan 1
114. 112. 90. 54 |147. 237. 76. 198 [Chi na e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.148.22.26 [147.237.76.30 |Lithuania hi nush. i df .i | ET SCAN Potential SSH Scan 1
94.44.182.150 |147.237.76.31 |Hungary nekehal idf il ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
46.148.22.26  [147.237. 72. 156 |Li thuani a anan. i df.il ET SCAN Potential SSH Scan 1
46.148.22.26 [147.237.0.16 |Lithuania ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
61.240. 144. 66 [147.237.0.35 [China akavs. i df . i ET SCAN NMAP -sS wi ndow 1024 1
37.200.225.36 [147.237.0.19 |Oman madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
61.240. 144. 64 [147.237. 77. 234 |Chi na hal ag. i df.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address Atacker

Target Address

dte

Signature

Country

SYNretransmt wth different

213.57.240.91 [lIsrael 147.237.0.19 [nadi matal .idf.il Bad TCP sequence . noni t or 63
w ndow scal e
212.76.127.10 [Israel 147.237.77. 226 V\:’\:W chanat z. aka. I df Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 36
Sreanming Engine: TCP Invalid i i SSi
87.237.218. 161 |Ger many 147. 237.72. 167 |i shuri maka. i df . | 9 =g Invalid segnent retransmssion. | 27
Ret r ansni ssi on Packet dropped.
195. 239. 16. 40 RJSf;:I”i on 147.237.77.74 |lawidi.il Bl ock HTTP Non Conpl i ant Fail ed to handl e comnection data [monitor  [26
195. 239. 16. 53 RJSIS:;”i o 147.237.77.74 |lawidf il B ock HTTP Non Conpl i ant Failed to handl e connection data [menitor  [26
37.26.146.246 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 15
79.177.205. 138 [lIsrael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 13
Sreaning Engine: TCP Invalid i i ssi
89.138. 222. 115 |Israel 147. 237.77. 243 |mobi l e o i 9 =9 Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 65. 144. 71 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. 12
Ret r ansni ssi on Packet dropped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 12
46. 19. 85. 194 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d AGK nunber alert 12
46. 19. 85. 194 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
77.127.157. 132 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
Sreaming Engine: TCP Invalid i i ssi
79.178.227.16 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dr opped.
89.138.108.16 |l srael 147.237.77. 233 |atal .idf il Bad TCP sequence SiNretransmt with different | oo g
w ndow scal e
185.3.144.118 |l srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |7
92. 241. 56. 25 Jordan 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop 7
46.19. 85. 147 I srael 147.237. 77. 233 |atal .idf il Bad TCP sequence I'nval i d AGK nunber monitor |7
46. 19. 85. 91 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |7
46. 19. 85. 194 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |7
66.102. 9. 127 Lhited Sates [147.237.0.34 [tikshuv.idf.il drop First packet isn't SN drop 7
5.102. 254. 99 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |7
46.121.97.21  |israel 147.237.77. 233 |atal i of il Bad TCP sequence SNretramsmt wih different ooy |7
w ndow scal e
46. 19. 85. 88 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or
46. 19. 85. 37 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber alert
46.19. 85. 112 I srael 147. 237. 77. 216 |dover i df .i | Bad TCP sequence I'nval i d AGK nunber aert
Sreaning Engine: TCP Invalid i i ssi
2. 54. 156. 40 I srael 147. 237. 77. 243 |nobi l e.i df i | 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 91 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d AGK nunber alert
46. 19. 85. 37 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
46.19. 85. 112 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or
Sreaning Engine: TCP Invalid i i Ssi
109. 253. 147. 239|i srael 147.237.72. 167 |i shuri maka. i df .| 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
87.68.54.175  |Israel 147. 237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
79.178. 185. 153 |israel 147.237.76. 200 |ei tan. aka. i of .| 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.54.19. 55 I'srael 147.237.72. 166 |aka. i of . 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
2.52. 63, 220 I'sr ael 147.237.77. 243 |robi L e. i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 102 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence I'nval i d AGK nunber aert 6
Sreanming Engine: TCP Invalid i i ssi
66.249.78.216 |Wited Sates |147.237.77. 243 |nobile idf.il 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 41 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence I'nval i d AGK nunber alert
46. 19. 85. 88 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d AGK nunber alert
Sreaning Engine: TCP Invalid i i Ssi
46.19. 85. 12 I'sr ael 147.237.77. 243 |robi L e. i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.180.232.87 |israel 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
195.34.150.18 |Austria 147.237.77. 216 |dover.i df .il B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |6
46. 19. 85. 102 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d AGK nunber nonitor |6
46.19. 85. 41 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |6
89. 138. 218. 118 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5
89. 138. 218. 118 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber alert 5
85. 64. 93. 227 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |4
66. 249. 69. 69 Lhited Sates 147.237.77. 176 |nat pash. i df . i | dr op First packet isn't SYN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 157 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 41
46. 19. 85. 236 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 25
176.13.12. 213 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 24
109. 253. 218. 248|I srael 147.237.0.19 |nadimatal .idf.i||Dstributed Suspicious Response Code B ock 21
213.57.240.91 |[Israel 147.237.77. 216 |dover . i df . i | Distributed Abnormal |y Long Request B ock 8
213.57.240.91 |Israel 147.237.77. 216 |dover . i df . i | Distributed M fornmed UR B ock 8
213.57.240.91 |lsrael 147.237.77.216|dover. i df . i | Distributed Unknown HTTP Request Met hod B ock 8
213.57.240.91 |[Israel 147.237.77. 216 |dover . i df . i | Mitiple I1legal Byte Gode Character in Mthod from 213.57. 240. 91 B ock 8
2.54.144. 129 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
213.57.240.91 |lsrael 147.237.77.216|dover. i df . i | Mitiple Il1legal Byte Qode Character in Header Nane from213.57.240.91  |B ock 5
213.57.240.91 |[Israel 147.237.77. 216 |dover . i df . i | Mitiple Illegal Byte Gode Character in URL from 213.57.240. 91 B ock 5
213.57.240.91 |Israel 147.237.77. 216 |dover . i df . i | Mil tiple NILL Character in Method from 213.57.240. 91 B ock 4
213.57.240.91 |lsrael 147.237.77.216|dover. i df . i | Mil tiple Aonornal |y Long Header Line from 213.57.240.91 B ock 3
213.57.240.91 |[Israel 147.237.77. 216 |dover . i df . i | Dstributed I11egal HITP \ersion B ock 3
89.138.222.115 [Israel 147.237.77.243|nobi | e.i df . i | D stributed Suspi ci ous Response Code B ock 3
76. 115. 96. 90 Lhited Sates |147.237.77. 216 |dover.idf . il Distributed Suspici ous Response Code B ock 3
213.57.240.91 |[Israel 147.237.77. 216 |dover . i df . i | Mitiple Illegal Byte Qode Character in Header Val ue from213.57.240.91  |B ock 3
213.57.240.91 |Israel 147.237.77. 216 |dover . i df . i | Mil tiple Mal formed HTTP Header Line from 213.57.240. 91 B ock 3
176. 13. 3. 155 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
149. 78.62. 239  |lIsrael 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Bte Gode Character in URL B ock 2
Unknown Par arret er
79.178.111.38 |[Israel 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP aceHbl der $ct | 13$ct | 01$ct | 03$chl Quest i on$ll|None 2
7 in aka. idf.il/nain/giyus/questionnaire. aspx
Unknown Par anet er
46. 19. 85. 194 I srael 147.237.72. 166 |aka. i df . i | ct100sct | 00$cphMai n$TochenP! acekol der $ct | 13$ct | 01$ct | 03$cbl Quest i on$76|None 2
inaka idf.il/nain/ g yus/questionnaire. aspx
66.249.78. 159 |l srael 147.237.77.216|dover. i df . i | Mil ti pl e Unaut horized URL Access from 66. 249. 78. 159 B ock
46. 19. 85. 245 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
Unknown Par arret er
87.68.68. 96 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP aceHbl der $ct | 13$ct | 01$ct | 03$chl Quest i on$42 [None 2
inaka idf.il/main/ g yus/questionnaire. aspx
109. 65. 104. 67 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
213.57.240.91 |[lIsrael 147.237.77.216|dover.i df .i | Mitiple I1l1egal Byte Qode Character in Query String from213.57.240.91 Bl ock 2
46.19. 86. 67 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
149. 78. 207. 164 |l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
5.29.93.171 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
109. 253. 211. 28 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
. . Mil tiple Untraceabl e SSL Sessions from213.57.240.91 (Protocol viol ation
213.57.240.91 |[Israel 147.237.77. 216 |dover . i df . i | (SSL._CONN APPLI CATI ON DATA EXCHANGE) ) None 2
46.19. 85. 12 I srael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Qode B ock
149. 88. 234. 231 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
213.57.240.91 |lsrael 147.237.77.216 |dover. i df .i | Miltiple NULL Character in Header Nanme from 213.57.240. 91 B ock
Unknown Par arret er
5.102.212.219 |[lIsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphvai n$TochenP aceHbl der $ct | 13%ct | 01$ct | 03%chl Quest i on$45 [None 2
in aka.idf.il/nan/giyus/questionnaire. aspx
Unknown Par arret er
2.54.15.232 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP aceHbl der $ct | 13$ct | 01$ct | 03$chl Quest i on$60 (None 1
inakaidf.il/main/ g yus/questionnaire. aspx
Unknown Par arret er
80. 246.136.98 |[lIsrael 147.237.72. 166 |aka. i df . i | ct 1 00%$ct | 00$cphMai n$TochenPl acehbl der $ct | 13$ct | 02%ct | 03$txtFiel d in None 1
aka.idf.il/nai n/giyus/ questionnai re. aspx
Unknown Par anet er
46.117.46.124 |l srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP acetbl der $ct | 13ct | 02%ct | 03%txtField in None 1
aka.idf.il/main/giyus/ questionnai re. aspx
Unknown Par anet er
109. 64.192.13 |l srael 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acetbl der $ct | 13$ct | 01%ct | 03$chl Quest i on$35|None 1
inaka idf.il/nain/ g yus/questionnaire. aspx
NULL Character in Method A™MQOA AAA <A [#11]] A2
. . 3[[#3]]1[[#21]]1 AaAtA A [[#7]] EA'| Aw* A" bAtA° AvAo/z AYATACA
213.57.240.91 | srael 147.237.77.216|dover. i df . i | a:{ [#27]] JqA»lAl/{ [#5]] AA.AO &@A}L#[ [#26] ] gA’] "o[ [#0]] “/\@’A B ock 1
* DAA AA° Az &
Unknown Par anet er
213. 8. 204. 22 I srael 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acetbl der $ct | 13$ct | 01%ct | 03$chl Quest i on$83|None 1
inaka idf.il/nain/ g yus/questionnaire. aspx
Unknown Par arret er
46. 19. 85. 23 I srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 13$ct | 01$ct | 03$chl Questi on$2  [None 1
inaka idf.il/nain/giyus/questionnaire. aspx
Unknown Par arret er
89.138.72.132 [Israel 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP acetbl der $ct | 13ct | 02%ct | 03%txt Field in None 1
aka.idf.il/nai n/giyus/ questionnai re. aspx
213.57.240.91 [israel 147.237.77. 216 |dover.idf . il Mitiple Illegal Byte Qode Character in Paraneter Nane from 213.57.240.91 |B ock
185. 35. 62. 11 Swtzerland |[147.237.76. 147 |chi nuch. aka. i df . i[Unaut hori zed URL Access to 147.237.76. 147/ B ock
50.22.11. 11 Lhited Sates [147.237.0.34 |ti kshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/wp-admin/ Bl ock 1
] . . Unaut hori zed URL Access to
157.55.39.4 Lhited Sates [147.237.72. 166 [aka. i df . i | waw aka. i df . i |/ sachar / f or ns/ downl oadf or m asp Bl ock 1
Unknown Par anet er
5.28.175. 113 I srael 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acetbl der $ct | 13$ct | 01%ct | 03$chl Quest i on$22 |None 1
inaka idf.il/nain/giyus/questionnaire. aspx
Unknown Par arret er
84.110. 210. 6 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP! aceHol der $ct | 13$ct | 01$ct | 03$chl Quest i on$82 [None 1
inaka idf.il/nain/giyus/questionnaire. aspx
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