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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
66. 249. 78. 127 | srael 147.237.0. 34 tikshuv.idf.il TCP handshake viol ation, first packet not syn |drop 549
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 38

66. 249. 81. 218 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 2

115. 236. 75. 201 Chi na 147.237.76. 44 e.refuah.idf.il JLM Under Attack Con Tcp drop 2

66. 249. 81. 215 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2

142. 54. 169. 166 Lhited Sates 147.237.77. 19 lawforumidf.il bl ock-sp-traf1 drop 1

74.91. 28. 62 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 drop 1

66. 249. 81. 212 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1

142. 54. 169. 166 Lhited Sates 147.237.0. 15 kosher-kravi .i df.il|bl ock-sp-traf 1 forward 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry |Target Address |Site |S gnature Devi ce Action |Count |

172. 86. 83. 64 147.237.76. 86 |navy. i df . i|16798: HITP. GNU Bash HTTP Header Renote Code Execution Vul nerability ock 1
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|Top Attackers In |D|

‘ Target Address

A tacker
Gountry

Signature

41.33.231.90 |147.237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 10
80. 246.133. 67 |147 237 77 216 |1 srel dover i df il ET DG5S Large amount of TCP ZeroWndow - Possible Niller2 DDos 5
attack
176.13. 1198|147 237 77 2331 sr2el atal idh il ET DC5 Large anount of TCP ZeroWndow - Possible Niller2 CDos 5
attack
195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
013151 5291|147 237 77 216 |1 5t 2l dover i df il ET DC5 Large amount of TCP ZeroWndow - Possible Niller2 DDos 1
attack
50. 204. 188. 142 |147.237.76. 148 |Lnited Sates  [gqcenter.aka. idf.i [ET SCAN NVAP -sS wi ndow 4096 1
193. 201. 227. 70 [147.237.0.34 |kraine tikshuv.idf.il ET SCAN Potential SSH Scan 1
151.11.201.3  |147.237.76.34 |itay yohal an. i df .il ET SCAN NVAP -sS wi ndow 3072 1
115. 236. 75. 201 [147. 237.0. 200 |Chi na . i df il ET SCAN Potential SSH Scan 1
112.33.3.175 |147.237.0.200 [China . i df il ET SCAN Potential SSH Scan 1
109. 64. 43. 241 |147. 237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
84.110. 108. 233 |147. 237. 72. 166 |I srael akaidf.il portscan: TQP D stributed Portscan 1
218.246.0.97  [147.237.77.243|hina nobi | e. i df.il ET SCAN NMAP -sS wi ndow 1024 1
79.176.10.42  |147.237.72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
50. 204. 188. 142 |147.237.76. 148 |Lnited Sates  [gqcenter.aka. idf.i [ET SCAN NVAP -sS wi ndow 1024 1
193. 201. 227. 70 |147.237.0.15 |Wkraine kosher-kravi .idf.i |ET SCAN Potential SSH Scan 1
5.29.93.76 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
151.11.201.3 |147.237.76.34 |italy yohal an.idf.il ET SCAN NVAP -sS w ndow 4096 1
149. 78.24.196 |147. 237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
114.112. 90. 54 |147.237.77.121|Chi na e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 160. 198. 29 |147. 237. 72. 166 I srael akaidf.il portscan: TP D stributed Portscan 1
89. 139. 239. 205 |147. 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

At acker

Target Address

Ste

Signature

Count ry

SYNretransmt with different w ndow

46.121.97.21 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence cale noni t or 274
66.249.81.218 |Wnited Sates  |147.237.77.216|dover.icf.il  |drop Uhexpected post SYN packet - RST |, 35
or SYN expect ed
66.249. 81, 215 |USSIan 147. 237.77. 216 |dover. i df .1 | Bad TCP sequence Inval i d ACK nunber aert 32
Federati on
66. 249. 81. 215 ?{;Z:::‘ion 147.237. 77. 216 |dover . i df .i Bad TCP sequence Invalid ACK nunber monitor |32
Russi an R Unexpect ed post SYN packet - RST
66.249.81.215 | - o 147.237.77. 216 |dover.i df il drop or SVN expect ed drop 32
46. 19. 85. 25 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |28
66.249.81.212 |[Lhited Sates |147.237.77.216|dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 27
66.249.81.212 |lhited Sates |147.237.77.216|dover.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 27
66.249.81. 218 |Lhited Sates  |147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber alert 25
66.249.81.218 |[Lhited Sates |147.237.77.216|dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 25
Sreamng Engine: TCP Invalid i i ssi
46.19.85.29  |isradl 147. 237.72. 166 |aka. i f .11 9 =g nvalid segnent retransmssi on. drop 24
Ret r ansni ssi on Packet dr opped.
) s Unexpect ed post SYN packet - RST
66.249.81.212 |lhited Sates  |147.237.77.216|dover.idf.il drop or SYN expect ed drop 24
79.183.55.9 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 16
2.54.1.52 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 13
66.249.81.218 |Wited Sates  |147. 237. 77. 216 |dover. i df .i | Bad TCP sequence E‘Zg;e”ansmt with different wndow) ooivor |13
66.249.81.218 |[Lnited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence alert 11
41.33.231.90 |Egypt 147.237. 77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 11
66.249.81.218 |[hited Sates |147.237.77.216|dover.idf.il Bad TCP sequence noni t or 11
46.19.85.184 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber noni t or 11
Sreaning Engine: TCP Invalid i i ssi
37.26.147.213 |Israel 147.237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. drop 9
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
185. 32. 179. 140 |1 srael 147. 237.72. 167 |i shuri maka. i of . i 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.
66.249.81.212 |Wited Sates  |147. 237. 77. 216 |dover. i df .i | Bad TCP sequence i;‘;e”ansmt with different wndow|,, o, 9
Sreamng Engine: TCP Invalid i i ssi
79.179.38.130 |Isradl 147. 237.72. 166 |aka. i of .11 9 =g Inval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 253.204. 2 |Israel 147.237.77. 243 |nobil e.i of . 9 =g Invalid segnent retransmssion. drop 9
Ret ransni ssi on Packet dropped.
66.249.81.212 |Wnited Sates [147.237.77.216|dover.idcf.il  |Bad TCP sequence S retransmt with different wndow) orivor o
84.109. 216. 123 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
37.238.144. 46 |lraq 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
31.210.187.36 |lIsrael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber noni t or 8
91. 200. 12. 136 |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 7
212.143. 142. 56 || srael 147.237. 77. 216 |dover .i df i | drop First packet isn't SWN drop 7
2.54.1.52 | srael 147.237.77. 216 |dover.idf.il SYN Att ack rej ect 7
46.19.85.123  [lIsrael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber alert 6
66.249. 81, 215 |SSIan 147. 237.77. 216 |dover. i df .1 | Bad TCP sequence aert 6
Federati on
109. 253. 201. 29 || srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d AGK nunber alert
46. 19. 85. 194 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
79.176.97.97 |isradl 147. 237.72. 166 |aka. i of .11 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
46.19.85.127  [lIsrael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber nonitor 6
85. 64.36. 91 | srael 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46.19.85.109 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber alert 6
46.19. 85. 44 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber nonitor 6
46.19.85.225 |Israel 147.237. 77. 216 |dover.i df .i | Bad TCP sequence I'nvalid ACK nunber alert 6
Sreamng Engine: TCP Invalid i i ssi
79.177.61. 219 |isradl 147. 237. 77. 243 |nobi l e.i df . i | g =g nvalid segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dropped.
46.19.85.8 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19.85.158 |[lIsrael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 6
46.19.85.123  [lIsrael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber nonitor 6
46.19.85.253 |lIsrael 147.237. 77. 216 [dover. i df il Bad TCP sequence Inval i d ACK nunber alert 6
Russi an R .
66.249.81.215 |_ - o 147.237.77. 216 |dover.idf. il Bad TCP sequence nonitor 6
Sreaning Engine: TCP Invalid i i ssi
79.179. 111. 172 | srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
109. 253. 201. 29 |l srael 147.237.77.233|atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
46.19.85.109  [lIsrael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
37.142.243.41 |lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 65
93.172.13.240 |[Israel 147.237.72. 166 |aka. i df . i | Ml ti pl e Unknown HTTP Request Method from 93.172. 13. 240 Bock |61
95. 86. 105. 95 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 30
109. 67.161.29 |Israel 147.237.77.216|dover. i df . il Mil ti pl e Unaut horized URL Access from 109. 67. 161. 29 B ock 13
37.46.39. 35 I srael 147.237.77.243|nobi l e.i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login Bock |6
93. 186. 202. 253 |Ger many 147.237.77.216|dover.idf . il D stributed Suspici ous Response Code B ock 5
46. 19. 86. 109 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 4
109. 253.204.2 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bock |4
185. 32. 179. 237 |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
79.180. 242. 149 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
31.168.177.5  |israel 147.237.72. 156 |aman. i df . i | g;;i' (f’r'])e Untraceabl e S3. Sessions from31.168.177.5 (Lhknown S3. None |3
. . . Uhaut hori zed URL Access to
2.54.156. 40 I srael 147.237.77. 243 nobi | e. i df . i | nobi | e. i df.il/categorytenpl at es/| i stchil ddocunent s/ 1465 Bl ock 3
66.249.78.159 |[Israel 147.237.77.216|dover . i df . il Mil tipl e Unaut hori zed URL Access from 66. 249. 78. 159 Bock |3
76.115. 96. 90 Uhited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 3
5.22.135.113 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed URL Access fromb5. 22, 135. 113 B ock 3
79.177.39. 67 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bock |2
46.19. 85. 123 I srael 147.237.77.216|dover.idf .l Distributed Ml forned URL B ock 2
85.64.114.230 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Unknown SSL Sessi on None 2
64.74.215.9 Lhited Sates [147.237.76.42 |refuah.idf.il Mil ti pl e Unaut hori zed URL Access from 64. 74.215. 9 Bock |2
84.228.48.116 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 2
46. 19. 85. 123 | srael 147.237.77.216|dover.idf .i |l Distributed Unknown HTTP Request Met hod B ock 2
85. 64. 120. 44 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bock |2
- . . |Uhaut hori zed URL Access to
149. 78. 215. 107 |lIsrael 147.237.0.19 |nadimatal .idf.il nadi matal i df i |/ shar ed aj ax/ updat enakat gaunt i ty. aspx Bock |2
84.228.220.151 |[Israel 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
. . Paraneter Type Mol ation search in
141.0.14.146  |Europe 147.237.77.234|hal ag. i df . i | ww | ogi sti cs. atal i of i 1/1213- hel hal ag, aspx Block 2
109. 66. 30. 42 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
64.74.215. 18 Lhited Sates [147.237.76. 147 [chi nuch. aka. i df . i|Mil ti pl e Unaut hori zed URL Access from 64. 74, 215. 18 Bock |2
109. 253. 205. 44 |I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.19. 86. 29 I srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
64.74.215. 19 Lhited Sates [147.237.77.233|atal .idf.il Mil ti pl e Unaut hori zed URL Access from 64. 74. 215. 19 Bock |2
Unknown Par anet er
80.179.197.12 |[Israel 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP aceHol der $ct | 13$ct | 01$ct | 03$chl Quest i on$l6 [None 1
inakaidf.il/nain/giyus/questionnaire. aspx
. . Uhaut hori zed URL Access to
66.249.78.109  |Israel 147.237.77. 216 [dover . i df . il 147.237.77. 216/ 1133- 19930- he/ i df gdover . aspx Bock |1
Russi an . . Unaut hori zed URL Access to
146.185. 234. 48 Federati on 147.237.77. 176 |nat paSh' idf.il Wnn cogat . i df . i1/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
Unhknown Par anet er
5.29.70.51 I srael 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl acetbl der $et | 13%ct | 02%ct | 03$txt Fiel d in None 1
aka. i df.il/main/gi yus/ questionnai re. aspx
Ill1egal Byte Code Character in URL &€¢AE AcchAcex AExceA—5rrAY
[[#8]][[#20]] A?>[ [ #14] ] A?a€t 00/x$SAE] [ #20] | Avxz 4€™x™gvA?AE AY
6] vyA?[ [ #17] ] 4€¢O O bgx! Acea€® aE™was | [ #7]1A¢/ >[ [ #29] ] - hAce
X % [ [ #14]] x3$[ [ #15] ] AYb. Qu*ya€! zt . r[ [ #11] ] G a€2yAn[ [ #30] ] AcAHj A7) Ef
79.182.64. 11 I srael 147.237.72. 166 |aka. i df . i | | - AE} A3 [ [#16] ] p] [ [#18]] 2{ A'[ [ #23] 1 bG AcAc} KA, x§ Bock |1
$x@Aux¥30[ [ #0] ] Avx° A—A8AE @Wx8aA™[[#22]]/ Aca€Z/ k>Ava2 x7
x nAz9Gkot &t A€° AvA2 ] x"As mAsa,tonf [ [ #26] ] mAst Atxe(P |t « A®, j nx&a,
¢O/aECAceA ASx! ASSAS] [ #0] 1 [ [#12] ] (AcAuj xZA€?[ [ #6] ] A x2 AUAE[ [ #3] ] : 4€
L[ [#15] ] =a€¢3$0 A- A2A [ [ #31] | A€ZA2&
Unhknown Par anet er
109. 186. 188. 202|I srael 147.237.72.166|aka. i df . i | ct | 00$ct | 00$cphMvai n$TochenP! aceHbl der $ct | 13%ct | 01$ct | 03%chl Quest i on$23 [None 1
inakaidf.il/main/ giyus/questionnaire. aspx
Unknown Par anet er
86. 61. 64. 150 Sovenia 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 02%ct | 03%txt Field in None 1
aka.idf.il/main/ gi yus/ questi onnai re. aspx
212.199. 115. 209]1 srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for ww aka. i df.i|/mai n/ gi yus/ gener al . aspx B ock 1
72.9.148. 10 Lhited States |147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.i|/994-8613- he/ navy. aspx. aspx |Bl ock 1
Unhknown Par anet er
149.78.183.84 |Israel 147.237.72.166|aka. i df . i | ct | 00$ct | 00$cphvai n$TochenP! aceHol der $ct | 13%ct | 01$ct | 03%chl Quest i on$42 [None 1
inakaidf.il/nain/giyus/questionnaire. aspx
46. 19. 85. 83 I srael 147.237.77.216|dover . i df . il Dstributed I11egal HITP \ersion Bock |1
66. 249. 64. 230 | srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to 147.237.77.216/ 1133- 19336- he/ dover . aspx |B ock
130. 193. 214. 13 |iraq 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/arr/ Bl ock
. . NULL Character in Header Narme at A2 ARA; AtATFAEgA—A—A«
79.182.64.11  [Israel 147.237.72. 166 |aka. i df . i | of [ #24]] [ AFOW4 [ #4] ] GRS AzA@rkz() AAFSA [ [#11]] Block |1
79.182. 64. 11 I srael 147.237.72. 166 [aka. i df . i | Distributed Unknown HTTP Request Met hod B ock 1
Unhknown Par anet er
46.117.177. 243 |l srael 147.237.72.166|aka. i df . i | ct | 00$ct | 00$cphMvai n$TochenP! aceHol der $ct | 13%ct | 01$ct | 03%chl Quest i on$83 [None 1
inakaidf.il/nain/giyus/questionnaire. aspx
. . Unknown Paranet er ct| 00$ct | 00$cphMai n$cphSachar $ct 109 in
79.177.53.5 I srael 147.237.72. 166 |aka. i df . i | wiww aka, i o i |/ nai v/ sachar / pays] i ps. aspx None 1
185. 35. 62. 11 Shtzerland |147.237.72.167(i shuri maka. i df . i|Uaut hori zed URL Access to 147.237.72. 167/ B ock 1
Unhknown Par anet er
37.142.131.185 |[lIsrael 147.237.72.166|aka. i df . i | ct | 00$ct | 00$cphvai n$TochenP! aceHol der $ct | 13%ct | 01$ct | 03%chl Quest i on$96 [None 1
inakaidf.il/nain/giyus/questionnaire. aspx
80. 246. 130. 116 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx Bock |1
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