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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
109. 65. 73. 98 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 3
79.176.127.112 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
89. 248. 160. 138 Net her | ands 147.237.76. 148 gacenter.aka. idf.il |Bock Np Al _Net drop 1
142.54. 169. 164 Lhited Sates 147.237.77. 205 prisha.idf.il bl ock-sp-traf 1 drop 1
123. 151. 42. 61 Chi na 147.237.76. 30 hi nush. i df . i | Bl ock_Udp Al _Nets Con_Linit drop 1
89. 248. 160. 138 Net her | ands 147.237.76. 34 yohal an.idf.il B ock Np Al _Net drop 1
142.54.160. 211 Lhited Sates 147.237.72. 167 ishurimaka.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

At tacker At acker .
ount ry get Address |Site ’Sgnature

158. 69. 209. 141 [Lhited Sates 147.237.76.86 |[navy. i df.il{Cl06: HITP. najestic bot B ock 1
172. 86. 83. 64 147.237.77.216|dover . i df . i[{16798: HITP. G\WU Bash HTTP Header Renote Code Execution Mul nerability Bl ock 1
187. 38. 150. 123 |Rrazi 147. 237. 77. 216 |dover . i df . i if:gabi'”w PHP-Q3 Query String Paraneter Cormand I njection B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature
ET DC5 Large anount of TCP Zer oWndow - Possible Niller2

213.151. 43.89  |147.237.77. 216 |I srael dover.idf.il Doos at t ack 5
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
80.246. 136. 83  [147.237.0.19 |l srael nadi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Qaw 3
80, 246.133.50  |147. 237 77 233 |1 st ael atal idh il ET DC5 Large anount of TCP Zer oWndow - Possible Niller2 5
DDos attack
2.52.191.1 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
112.33. 3. 175 147.237.0.35 |China akavs. i df . il ET SCAN Potential SSH Scan 1
112.33.3.175 147.237.0.17 |[China mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
87. 68. 29. 217 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
209. 126. 116. 147|147.237.8.28 |Uhited Sates |e.nobile-ks.idf.il ET SCAN NVAP -sS wi ndow 1024 1
79.182.53.5 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
79.179.203. 73  |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
183. 61. 109. 189 [147. 237. 77. 235 |Chi na svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
37.26.146.191 |[147.237.77. 216l srael dover . idf.il portscan: TCP O stributed Portscan 1
149.78.154.69  |147.237.77. 216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
31.7.60. 162 147.237.76.30 [Sntzerland hi nush. i df . i1 ET SCAN Potential SSH Scan 1
114.112.90.54  |147.237. 76. 202 [Chi na e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
112.33.3.175 147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
109. 253.202. 7  |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
80. 246. 139. 133 [147. 237. 72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
213.8.204. 1 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
208.109.97.62 |147.237.77.216|W0ited Sates |dover.idf.il portscan: TCP O stributed Portscan 1
79.181. 151. 139 [147.237. 77. 216 |l srael dover . idf.il portscan: TCP O stributed Portscan 1
183. 61. 109. 189 [147. 237. 77. 235 |Chi na sviva.idf.il ET SCAN NVAP -sS w ndow 2048 1
79.176. 133. 132 |147.237. 72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
183. 61. 109. 189 [147.237. 77. 235 |Chi na sviva idf.il ET SCAN NVAP -f -sS 1
31.7.60. 162 147.237.77. 233 |Sn t zerl and atal.idf.il ET SCAN Potential SSH Scan 1
149. 78.56. 168  |147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

At acker

Devi ce

Count ry Target Address [Ste Signature Action ‘Count
85. 130, 186. 28 |Israel 147,237, 72. 167 |i shurimaka i i1 [ €2M NG Engine: TCP Invalid Jinvalid segnent retransnission, drop 132
Ret r ansm ssi on Packet dropped.
149. 88.89. 243 |Israel 147.237.77. 233 |atal i df i Bad TCP sequence md;it/r:cnasj'it wth different monitor |65
41.33.231.90 |Egypt 147.237. 77. 216 |dover.idf .il drop SAMrul e drop 36
109. 253. 146. 30 | srael 147.237.77. 243 |nubi | e.i df .i Streamng Engi ne: TCP Invalid invalid segnent retransmssion. | 24
Ret r ansm ssi on Packet dropped.
109. 253. 223. 64 |I srael 147.237.77. 234 |hal ag.i o . Bad TCP sequence S reuranemt wih dfferen moni tor |22
66.249.78.170 |Wnited Sates [147. 237. 76. 200 [ei tan. aka i df .i Streamng Engi ne: TCP Invalid invalid segnent retransmssion. | 22
Ret r ansm ssi on Packet dropped.
79.181.48.90 |israel 147.237.0.16  |ny-kosher-kravi.idf.il |Bad TCP sequence mdﬁrsa:;rtt wWth different monitor |18
109. 226. 51. 249 || sr ael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 15
85. 130. 186. 28 |l srael 147.237. 72. 167 i shuri maka.i df . il Bad TCP sequence I'nval id ACK nunber alert 15
85. 130. 186. 28 |l srael 147.237. 72. 167 |i shurimaka. i df .i| Bad TCP sequence Invalid ACK nunber noni t or 15
46.19.85.250 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber noni t or 14
37.46.39.126 |[Israel 147.237.72. 167 |i shuri maka.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 9
212.76.127.10 |israel 147.237.77. 226 [ chanatz. aka. idf- gy ook HITP Non Gonpl i ant Failed to handl e connection data [ronitor  [9
46.19.85.157 [l srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |8
109. 64. 163. 241 |l srael 147.237.76. 42 |refuah.idf.il Streaning Engine: TCP Invalid Invalid checksum Packet dropped. |drop 8
Checksum
46. 19. 85. 35 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 8
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
2.54. 46. 224 I sr ael 147.237. 77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
37.46.39.37 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACGK nunber noni t or 7
66.249.81.174 |lhited Sates [147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 7
80. 246. 136. 237 |I srael 147.237.0.19 |nadi matal .idf.il Bad TCP sequence mﬁsg?ﬂsm wehdifferent | onitor |7
80. 250. 159. 66 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
80. 246. 136. 83 |l srael 147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
80. 246. 136. 83 |Israel 147.237.0.19  |nadi matal .idf il Bad TCP sequence mﬁsrczreansmt wehdifferent | onitor |6
46. 19. 85. 27 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Inval i d ACK nunber noni t or
46.19. 85.255 [Israel 147.237. 77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber aert 6
95.86.75.56  |Israel 147.237.77. 243 |nobi le. i o . i1 Streamng Engi ne: TCP Inval id invalid segnent retransmssion. | 6
Ret r ansm ssi on Packet dropped.
46.19. 85.157 [Israel 147.237. 77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
80. 246. 136. 105 |I srael 147. 237.77. 243 |mwbi l e, i f . i Streaning Engine: TCP Invalid |invalid segnent retransmission. |, ) 6
Ret r ansm ssi on Packet dropped.
46.19.85.255  [lsrael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence Inval i d ACK nunber nonitor |6
85.65.2.227  |Israel 147.237.77. 243 |nobi L e. i f .| Streaming Engi ne: TCP Invalid invalid segnent retransnissi on drop 6
Ret r ansm ssi on Packet dropped.
80. 246. 136. 237 |l srael 147.237.0.19 |nadimatal.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
80. 246. 136. 237 |l srael 147.237.0.19 |nadimatal .idf.il drop First packet isn't SYN drop
176.13.2.202 |israel 147. 237. 72. 166 |aka. i f . i Streaning Engine: TCP Invalid |invalid segnent retransmission. |, ) 6
Ret r ansm ssi on Packet dropped.
46.19.85.250 |[lsrael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence Inval i d ACK nunber alert 5
80. 246. 136. 237 || srael 147.237.0.19 |nadimatal .idf.il Bad TCP sequence Inval i d ACK nunber aert 5
2.54.188. 6 | srael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
85. 130. 246. 163 || srael 147.237. 72. 166 |aka. i of .i | SYN At ack SYN -> SYN-ACK -> RST rej ect 5
80. 246. 136. 237 || srael 147.237.0.19 |nadimatal .idf.il Bad TCP sequence I'nval i d ACK nunber monitor |5
31.210.187.75 |[lIsrael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 5
80. 246. 136. 237 |l srael 147.237.0.19 |nadimatal .idf.il SYN At ack SYN -> SYN-ACK -> Ti meout dert 5
80. 246. 133.50 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber monitor |5
85. 250. 24. 97 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
37.26.148. 197 |l srael 147.237. 77. 216 |dover.idf .il SYN At ack SYN -> SYN-ACK -> RST rej ect 5
37.46.39.155 |Israel 147.237. 72. 166 |aka. i df . i | Bad TCP sequence I'nval i d ACK nunber monitor |5
85. 130. 246. 163 || srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 5
46.19.85.167  [lsrael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |5
46.19. 85.243  [Israel 147.237. 77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber monitor |5
2.54.52.191 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d sequence nunber moni tor |4
195. 34.150. 18 [Austria 147. 237. 77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4
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|Top Attackers In V\AF|

Devi ce

At acker

Count ry Target Address |Site Sgnature Action ‘Count
80. 246. 136. 83 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 128
80. 246. 136. 237 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 126
80. 246. 136. 83 |lIsrael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code Bl ock 97
109. 67. 228. 61 |Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 76
5.28. 142. 29 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 46
79. 180. 242. 149 | srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code Bl ock 44
109. 253. 146. 30 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response CGode B ock 4
176.13.23. 212 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
85.64.120. 44 |Israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code Bl ock 3
149. 78. 93. 186 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
76.115.96. 90 |Lhited Sates [147.237.77.74 |lawidf.il D stributed Suspicious Response Code B ock 3
95. 86. 105. 95  |Israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code Bl ock 3
2.54.58. 87 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
149.78.173.68 |l srael 147. 237.72.166 |aka. i df . i | m“;grii ;‘?‘i‘lmﬁf;fszs}é’omrd o at udel A Bock |2
64.74.215.235 |lhited Sates [147.237.77.216|dover.idf.il Ml tipl e Unauthori zed URL Access from 64. 74. 215. 235 Bl ock 2
Unknown Par arret er
79.181.211. 44 |lIsrael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPt acetbl der $ct | 13$ct | 02$ct | 03$txtField in |None 2
aka.idf.il/nain/giyus/ questi onnai re. aspx
216.72.40.185 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/sip_storagel/files/ 7/ B ock
5. 156. 25. 90 Romani a 147.237.77.216|dover.idf . il Ml tipl e Unaut horized URL Access from 5. 156. 25. 90 Bl ock
Unknown Par arret er
79.176.201.38 |Israel 147.237.72. 166 |aka. i df . i | ct | 00%$ct | 00$cphai n$TochenP acetbl der $ct | 13%ct 1 02%ct | 03$txtField in  [None 2

aka.idf.il/nain/giyus/questionnaire. aspx
Unhknown Par anet er

84.108. 74. 246 |l srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphiai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Questi o [None 2
n$78 in aka.idf.il/nain/giyus/ questionnaire. aspx
Unknown Par anet er

79.179. 116. 129 |I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphiai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Questi o [None 2
n$2 in aka.idf.il/nain/gi yus/ questi onnaire. aspx

Russi an wwwv, chamat z. aka. i i )
188. 143. 232. 24 . 147.237.77. 226 . Mil tipl e Whaut hori zed URL Access from 188. 143. 232. 24 Bl ock 2
Federation af.il
157.55. 39. 147 |Wited Sates |[147.237.72.156|anan.idf.il Unaut hori zed LRL Access to waw anan. i df.il/scripts. asnx/getjs B ock 2
. - Mil tiple Lhtraceabl e SSL Sessi ons from 213.57.240. 91 (Prot ocol

213.57.240.91 |[Israel 147.237.77. 216 (dover. i df . i | viol ati on (SSL GONN APPLI CATI ON DATA EXCHANGE)) None 2

82.81.129.252 |Israel 147.237.0.19 |nadi matal .idf.il D stributed Suspicious Response Code Bl ock 2

66.249.78.234 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Unaut hori zed URL Access on 147.237. 72. 166/ B ock 1

185. 13.193. 99 |lsrael 147.237.77.233|atal .idf.il Paraneter Type M ol ation search in wwatal.idf.il/1440-he/atal . aspx Bl ock 1

84.122.37.70 |Spain 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw i df . il/spanish/ Bl ock 1
Unknown Par arret er

80. 246. 136. 118 |I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Questi o [None 1
n$3 in aka.idf.il/nain/gi yus/ questionnaire. aspx

64.74.215.19 |lhited Sates |[147.237.77.233|atal .idf.il Lhaut hori zed URL Access to atal .idf.il/shared usercontrol s/ navmenw/  |B ock 1
Unknown Par anet er

109. 64. 118. 163 |I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Questi o [None 1
n$42 in aka.idf.il/nai n/gi yus/ questionnaire. aspx

ny- kosher - kravi . i df |unaut hori zed LR. Access to

79.181.48.90 I'srael 147.237.0.16 il wan ny- kosher - kravi . i df . i1/1746-he/ | i festyl e. aspx Bl ock !

216.72.40.185 |Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 216. 72. 40. 185 B ock

46.19.85.225 |lIsrael 147.237.77.216|dover. i df . il Mal formed URL B ock
Unknown Par anet er

5.29.249.232 |Israel 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP acekbl der $ct | 13$ct | 01$ct | 03%cbl Questi o [None 1
n$38 in aka.idf.il/nai n/gi yus/ questionnai re. aspx

89 138. 104. 243 |1 srael 147.237.77.74 |lawidf.il Par anet er Type M ol ation Mast er $Header 1$ucHeader Sear ch$t xt Search in B ock 1
wan | aw i df . i |/ 163- he/ pat zar . aspx
Unknown Par anet er

77.125.110. 122 |l srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenPl aceHbl der $ct | 38%ct | 01%$ct | 03$chl Questi o [None 1
n$2 in aka.idf.il/nain/giyus/ questionnaire. aspx

198. 58. 102. 155 |Lhited Sates [147.237.77.216|dover.idf.i | Uhaut hori zed LR Access to waw idf.il/1294-he/ wan i df . il B ock

66.249.69.33 |Israel 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to 147.237.77. 170/ pdf/fil es/ 3/ 107173. pdf |Bl ock

176.13.13. 161 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/giyua Bl ock 1
Unknown Par anet er

2.52.28.170 I srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMii n$TochenPl acehol der $ct | 13%ct | 01$ct | 03%chl Questi o |None 1
n$3 in aka.idf.il/nai n/giyus/ questionnaire. aspx

82.118.236.26 |Rigaria 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ B ock 1
Unknown Par aret er

46.120.47.121 |Israel 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai ngTochenPl acetbl der $ct | 13%ct | 02%ct | 03$txtField in |None 1

aka.idf.il/mai n/ gi yus/ questi onnai re. aspx
. . D stributed Whaut hori zed URL Access on
80. 246. 133. 50 [l srael 147.237.77.233(atal .idf . il 147, 237.77. 233/ 1134- hel at al . aspx Bl ock 1

Unknown Par anet er

79.178.4.202 |Israel 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphivai n$TochenP acetbl der $ct | 13%ct 1 02%ct | 03$txtField in  [None 1
aka.idf.il/nan/giyus/questionnai re. aspx

213.57.41. 215 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
Unknown Par anet er

37.142.221.196 |l srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphiai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Questi o [None 1

n$82 in aka.idf.il/nai n/ gi yus/ questionnaire. aspx
Uhaut hori zed URL Access to
idf il waw ti kshuv. i df . i |/ &a=u&ed=0ahukew v38f 5pt zkahwj xhokhr ogcagqf

95.86.116. 45 I'srael 147.237.0.34  |ti kshuv. ggi maad&si g2=nt k- vt npi i j _nnhxo- sahg&usg=af gj cned4v5nrzukzgf 8eerl s Bl ock !
ef hnr vr onew

66. 249. 78. 254 |lIsrael 147.237.72. 166 |aka. i df . i | Unknown Paraneter docl.. in wwaka.idf.il/main/giyus/general.aspx |None 1
Unknown Par anet er

185. 32.179. 40 |lsrael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMii n$TochenPl acetol der $ct | 13%ct | 01%ct | 03%chl Questio |None 1

n$l in aka. idf.il/nain/giyus/ questionnaire. aspx
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