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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 4
115.230. 124. 164 Chi na 147.237.76. 38 e.e.neitav.idf.il |JLM Under Attack Con_Tcp drop 1
142. 54. 160. 214 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 drop 1
142.54. 169. 162 Lhited Sates 147.237.0. 19 nadi matal .idf.il |block-sp-trafl forward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 5
66.249.81.227 |147.237.77.176|W0ited Sates |[matpash.idf.il |ET SCAN NVAP -sA (2) 2
208. 80. 155. 224 |147.237.77.216|thited Sates |dover.idf.il Tehila - Perl LWP with fake user agent 1
46.166. 129. 183 |147. 237. 76. 201 [Net her | ands eaa.idf.il |ET SCAN NMAP -sS wi ndow 4096 1
190. 10. 9. 246 147.237.77.19 |Qsta Rca lawforumidf.il|ET SCAN NVAP -sS w ndow 4096 1
46.166. 129. 183 |147. 237. 76. 201 [Net her | ands eatal.idf.il [ET SCAN NMAP -f -sS 1
189, 219, 192, 2371147 237 77. 235 |vexi co svivaidh il ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
46.117.109. 142 (147.237.72. 166 || srael aka.idf.il portscan: TCP DO stributed Portscan 1
177 245.75. 13 |147. 237 77. 235 |vexi co svivaidh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
5.102. 226. 4 147.237. 72. 166 |I srael aka. idf.il portscan: TCP O stributed Portscan 1
112.196. 49. 101 [147.237.76.42 |india refush.idf.il  [ET SCAN NVAP -sS wi ndow 2048 1
112.196. 49. 101 |147.237.76.42 |India refuah.idf.il |ET SCAN NVAP -f -sS 1
84.109. 116. 104 |[147.237.72. 166 |l srael aka. idf.il portscan: TCP O stributed Portscan 1
79.183. 150. 193 [147.237. 72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
209. 126. 116. 147|147.237.0.34 |lhited Sates |tikshuv.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
66.249. 78.254 |147.237.72.166|Wited Sates |[aka idf.il ET SCAN NVAP -sA (2) 1
46.166. 129. 183 |147. 237. 76. 201 [Net her | ands eatal.idf.il [ET SCAN NVAP -sS wi ndow 2048 1
190. 10. 9. 246 147.237.77.19 |Qusta Rca lanforumidf.il|ET SCAN NMAP -sS wi ndow 3072 1
46.121. 248. 248 |(147.237.72. 166 |l srael aka. idf.il portscan: TCP O stributed Portscan 1
189. 210 192, 2371147 237 77. 216 | co dover idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
5.189. 176. 80 147.237. 72. 156 |Ger many anan. i df . il ET WEB_SERVER PHP O awl er 1
149.78.32.224  |147.237.77. 216 |Israel dover.idf.il portscan: TCP DO stributed Portscan 1
5.29. 140. 27 147.237. 72. 166 |I srael aka. idf.il portscan: TCP O stri buted Portscan 1
112. 196. 49. 101 [147.237.76.42 |india refuah.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
104. 128. 144. 131(147. 237. 76. 44 |Canada e.refuah.idf.il [ET SCAN NVAP -sS wi ndow 3072 1
84.94. 90. 222 147.237. 72. 166 |I srael aka. idf.il portscan: TCP DO stri buted Portscan 1
216.177.129. 96 |147.237.77.216|W0ited Sates |dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
149.88.89.243  |Israel 147.237.77. 233 |atal i df i1 Bad TCP sequence mdﬁr:cr;rit Wth different moni tor  |164
85.130. 186.28 |Israel 147. 237, 72. 167 |i shur i maka i o [ S NG Engine: TCP Invalid  invalid segnent retransnissi on drop 144
Ret r ansni ssi on Packet dr opped.
46.121.27.84  |israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence mdﬁr:cr;rit Wth different moni tor |55
82. 166. 247. 138 I srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence mdze\:,rsaé;rit Wth different moni tor |38
85. 130. 186. 28 | srael 147.237.72.167 |ishurimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 32
85.130.186.28 |[lIsrael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber alert 31
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
207.243.51. 246 |lhited Sates [147.237.77.176|nmatpash.idf.il dr op Frst packet isn't SN drop 26
45, 33. 3. 164 147.237.77. 176 |nat pash. i df . i | drop Frst packet isn't SYN drop 26
79.180. 206. 212 | srael 147.237.76.31 |nakohal igr.i1 | S2M NG Engine: TP Invalid —imvalid segnent retransmssion. drop 24
Ret ransni ssi on Packet dropped.
45.33.3.164 147.237.77. 176 |natpash.idf.il  |drop drop 19
46.19.86.239  |Israel 147, 237. 77, 243|obi e i or 11 | €M NG Engine: TCP Invalid  imvalid segnent retransnission drop 15
Ret r ansni ssi on Packet dr opped.
45.33.3.164 147.237.77. 176 |mtpash.idf.il  [Bad TCP sequence I'nvalid ACK nunber alert 12
93.173. 235. 199 I srael 147. 237, 76. 200 |ei tan aka i 11 | SN NG Engine: TP Invalid — invalid segnent retransmssi on. drop 12
Ret ransmi ssi on Packet dr opped.
2.54.59. 194 I srael 147, 237.76. 200 |ei tan. aka i of. i1 | €M NG Engi ne: TP Invalid  Jinvalid segnent retransnission drop 12
Ret ransni ssi on Packet dr opped.
45.33.3. 164 147.237.77. 176 [matpash.idf.il  [Bad TCP sequence Invalid ACK nunber noni t or 12
85.64.55.174  |israel 147.237.77. 243 |mmbit i1 | S2MNG Engine: TP Invalid —invalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dropped.
109. 253. 131. 77 |Israel 147, 237. 77, 243|mobi e icr i1 |7 €M NG Bngine: TCP Invalid  invalid segnent retransnission drop 12
Ret ransni ssi on Packet dr opped.
37.26.148.235 |Israel 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
37.26.146.160 [Israel 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 9
149.78.32.224  |Israel 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 9
46. 19. 85. 97 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 8
85.130. 175. 28 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
85.130.175.28 |[lIsrael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 8
85.130.175. 28  |Israel 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
46.19.85.1 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf. il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 7
188. 120. 148. 124]I srael 147.237.0.34 |tikshwv.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 7
46. 19. 85. 31 I srael 147. 237. 77. 216 |dover . i df .il Bad TCP sequence I'nvalid ACK nunber noni t or 6
2.54.19.55 I srael 147.237.72. 166 |aka. i of .11 Streamng Engine: TCP Invalid invalid segnent retransnission drop 6
Ret ransmi ssi on Packet dr opped.
46.19. 85. 120 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
37.46.39. 95 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber noni t or 6
77.127.161. 100 |israel 147.237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
85.130. 218. 128 |[Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 56 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nvalid ACK nunber alert 6
85.130. 218. 128 |l srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46. 19. 85. 56 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19.85.1 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
109. 253. 223. 64 |I srael 147.237.77. 234 |hal ag.i of .1 Bad TCP sequence mdgirsa:asl"gt wth different monitor |6
79.178. 100. 166 |Israel 147.237. 7. 243 |mobi e i1 | €AM NG Engine: TP Invalid invalid segnent retransmssion drop 6
Ret ransmi ssi on Packet dr opped.
46. 19. 85. 56 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 31 I srael 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nvalid ACK nunber alert 6
79.182.38.61  |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dr opped.
46.19.85.120  [Israel 147. 237. 77. 216 |dover.i df .il Bad TCP sequence I'nvalid ACK nunber alert 6
46. 19. 85. 56 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 6
85.130. 218. 128 |l srael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 6
79.183.13.216 | srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid invalid segnent retransnissi on drop 6
Ret ransni ssi on Packet dr opped.
5.22.130. 253 I 'srael 147.237. 72. 156 |aman. i df .| Bad TCP sequence Inval i d ACK nunber noni t or 5
129.171.6.44  |lWhited States |147.237.77. 216 |dover. i df i Bad TCP sequence mﬁsg Lansm't wehdifterent Joonitor |5




02-03-2016-20:04:00 to 02-03-2016-21:04:00

|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry |Target Address |Site Sgnature Action ‘Count
46.19.86.109 |[Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 702
46.19.86.109 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 283
37.26.149. 231 |[Israel 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 173
46.19.86.109 |Israel 147.237.0.19 |madimatal .idf. [0 W of the Sane Response Code (403) in Session from B ock 151
46. 19. 86. 109
84.229.245. 25 |[Israel 147.237.0.19 |[nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 148
46.121. 106. 219 |1 srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 69
37.26.149. 231 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 69
84.229.245. 25 |[lIsrael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 65
79.178.54. 248 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 62
176.13.3.196 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 55
149. 78. 136. 43 [l srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 45
46.121. 106. 219 |I srael 147.237.0.19 |[nadimatal .idf.i|DOstributed Too Many of the Sane Response Code (404) B ock 38
82.80.17.163 |[lIsrael 147.237.0.34 |tikshuv.idf.il |[Dstributed Too Many of the Sane Response Code (404) B ock 30
80. 246. 139. 139 [l srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized URL Access from 80.246. 139. 139 B ock 27
37.142.68.133 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 20
87.68.52.18 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 19
5.29.212.105 |[Israel 147.237.0.34 [tikshuv.idf.il |[Ostributed Too Many of the Sane Response Code (404) B ock 16
37.26.148.186 |lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 14
26. 121. 106. 219 |1 srael 147.237.0.19 |madimatal .idf.i Too Many of the Sanme Response Code (404) in Session from B ock 10
46.121. 106. 219
5.34.161.100 | 2SHNA 147 937.77. 176 |mat pash. i df . i1 [Mitiple Wauthorized URL Access froms5. 34, 161. 100 B ock 7
T ) Territory, Qcupi ed ) o ) ' T )
46.19. 86. 81 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 6
85.64.55.174 [l srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 5
5.29.110.197 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 5
46.19.86.239 |[Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 4
. . Unaut hori zed URL Access to
80.246. 133. 50 [l srael 147.237.77.234|hal ag. i df . i | vw | ogi sti cs. atal i df .1 /i ze100x0/ si p st orage Bl ock 4
109. 253. 131. 77 |I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 4
Pal esti ni an . . . . .
5.34.161.100 |~ tory, Qeoupi ed 147.237.77. 176 |nat pash. i df . i|  |Unauthori zed URL Access to www cogat . idf.il/894-ar Bl ock 4
37.26.149.159 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
84.108. 211. 143 |l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
66.249. 78. 159 [l srael 147.237.77.216|dover.idf .l Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 3
37.26.149. 159 |[Israel 147.237.0.19 |[nadimatal .idf.i|DOstributed Too Many of the Sane Response Code (404) B ock 3
79.176.35. 241 |lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
2.54.185.172 |[Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46.19.85.157 |lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
46. 19. 85. 66 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
213.57.136. 46 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 2
Unknown Par anet er
46.19.86.248 |Israel 147.237.72. 166 |aka. i df . i | ct1 00%$ct | 00$cphMai n$TochenPl acehol der $ct | 13%ct | 01$ct | 03$chl Questio [None 2
n$35 in aka.idf.il/nai n/giyus/ questionnaire. aspx
Unknown Par anet er
79.176.6.253 |Israel 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenM aceHol der $ct | 13$ct | 01$ct | 03$chl Questi o |None 2
n$7 in aka.idf.il/nain/gi yus/ questi onnai re. aspx
149. 88. 234. 231 |I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
Unknown Par anet er
109. 65. 3. 52 I srael 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl aceHol der $ct | 13$ct | 01$ct | 03$chbl Questio [None 2
n$83 in aka.idf.il/nain/gi yus/ questionnaire. aspx
Unknown Par anet er
2.54.129. 42 I srael 147.237.72.166|aka. i df .i | ct | 00$ct | 00$cphMai n$TochenP! acetbl der $ct | 13%ct | 01%$ct | 03$chl Questi o [None 2
n$11 in aka.idf.il/nai n/gi yus/ questionnaire. aspx
Unknown Par anet er
2.54.3. 246 I srael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai ngTochenP acetbl der $ct | 13ct | 02%ct | 03%txtField in [None 2
aka.idf.il/nain/giyus/ questionnai re. aspx
Unknown Par anet er
31.210. 187. 250 |I srael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenM aceHol der $ct | 13$ct | 01$ct | 03$chl Questi o |None 1
n$67 in aka.idf.il/nain/giyus/questionnaire. aspx
82. 166. 247. 138 || srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
46.120.91.42 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
109. 66. 57. 146 |l srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Gonnection - Unhknown SSL Sessi on None 1
5.29.101.135 |lsrael 147.237.72. 156 [aman. i df . i | Lhaut hori zed URL Access to vww arman.idf.il/https:/ww anan.idf.il/ |B ock 1
Unknown Par anet er
79.183.37.137 |[Israel 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMi n$TochenP acetbl der $ct | 13$ct | 02%ct | 03$txtField in [None 1
aka.idf.il/nai n/giyus/questionnaire. aspx
Unknown Par anet er
213.8.204.7 I srael 147.237.72.166|aka. i df .i | ct | 00$ct | 00$cphMai n$TochenP! acetbl der $ct | 13%ct | 01$ct | 03$chl Questi o [None 1
n$67 in aka.idf.il/nain/giyus/ questionnaire. aspx
Unknown Par anet er
46.19.86. 72 I srael 147.237.72. 166 [aka. i df . i | ct1 00%$ct | 00$cphMai n$TochenPl acehHol der $ct | 13$ct | 01$ct | 03$chl Questio [None 1
n$103 in aka.idf.il/nai n/ gi yus/ questi onnai re. aspx
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