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02-03-2016-18:04:04 to 02-03-2016-19:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
109. 67. 120. 189 | srael 147.237. 72. 166 aka.idf.il Bl ock_Ulp Al _Nets drop 6
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack drop 4
8. 37.228. 16 Anonynous Pr oxy 147.237.77. 216 dover.idf.il F Dover Under Attack Con Htp dr op 2
31.168.198. 173 | srael 147.237.77.216 dover.idf.il Bl ock Udp All _Nets drop 1
41.141.73. 85 Mor occo 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
31.168.198.173 | srael 147.237.77. 212 e.dover.idf.il |Bock Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Qount ry

Target Address

|Site |Sgnature

Devi ce Action |Count
51. 254. 130. 58 Lhited Ki ngdom 147. 237. 72. 166 aka.idf.il Cl06: HITP. rajestic bot B ock 1
188. 165. 15. 192 France 147.237.77. 233 atal .idf.il |28 HITP. AhrefBot craw er B ock 1




02-03-2016-18:04:04 to 02-03-2016-19:04:04

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
79. 181. 154. 160 147.237.77.216  |[Israel dover.idf.il portscan: TCQP D stributed Portscan 2
5.29.76. 119 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
89. 139. 175. 211 147.237.77.216  |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
149. 88. 106. 167 147.237.77.216  |[Israel dover.idf.il portscan: TCQP D stributed Portscan 1
86. 183. 10. 100 147. 237.72. 166 Uhi ted Ki ngdom aka.idf.il portscan: TCP D stributed Portscan 1
131.109. 147. 105  [147.237.77.216  |wnited Sates dover.idf.il portscan: TCP D stributed Portscan 1
84.228.245. 118 147.237.72.166  [lIsrael aka.idf.il portscan: TCQP D stributed Portscan 1
109. 64. 35. 23 147.237.0. 19 I srael nadi matal .idf.il ET SCAN NVAP -sA (2) 1
99. 226. 116. 158 147.237.77.216  |Canada dover.idf.il portscan: TCP D stributed Portscan 1
79. 180. 70. 210 147.237.77.216  |[Israel dover.idf.il portscan: TCQP D stributed Portscan 1
89. 248. 174. 81 147. 237.77. 234 Net her | ands hal ag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
77.126. 68. 76 147.237.77.216  |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
89. 248. 174. 81 147.237.77. 61 Net her | ands e.cogat.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
31.10. 41. 114 147. 237.77. 216 Uhi ted Ki ngdom dover.idf.il portscan: TCQP DO stributed Portscan 1
89.248. 174. 81 147.237.76.196  |Netherl ands e.svivaidf.il ET SCAN Potential WNC Scan 5900- 5920 1
217.132.136.179  (147.237.77.216  |israel dover.idf.il portscan: TCQP D stributed Portscan 1
5.29.110. 125 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
89. 248.174. 81 147.237.0. 17 Net her | ands mny- kosher -kravi . i df.il ET SCAN Potential VNC Scan 5900- 5920 1
149. 88. 216. 20 147.237.77.216  |[Israel dover.idf.il portscan: TCQP D stributed Portscan 1
89.138.171. 21 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
149. 50. 85. 16 147.237.77.216  [lhited Sates dover.idf.il portscan: TCP DO stributed Portscan 1
85. 64. 20. 11 147.237.77.216  |[Israel dover.idf.il portscan: TCQP D stributed Portscan 1
109. 66. 22. 236 147.237.77.216  |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
84.108. 5. 79 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
104. 168. 133. 63 147.237.76. 34 Wited Sates yohal an. i df .| ET SCAN NVAP -sS wi ndow 1024 1
79. 181. 124. 236 147.237.77.216  |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
93.172. 21. 194 147.237.77.216  |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
79.178. 161. 213 147.237.77.216  |[lIsrael dover.idf.il portscan: TCQP D stributed Portscan 1
89. 248. 174. 81 147.237.77.233  |Netherl ands atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.117. 158. 34 147.237.72.166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
89. 248. 174. 81 147.237.76.198  |Netherl ands e.yohal an.idf .il ET SCAN Potential WNC Scan 5900- 5920 1
218. 246. 0. 97 147.237.0.16 Chi na ny- kosher -kravi .i df . il ET SCAN NMVAP -sS w ndow 1024 1
5.102. 216. 140 147.237.77.216  |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
89. 248. 174. 81 147.237.76.177  |Netherlands ncore.idf .il ET SCAN Potential WNC Scan 5900- 5920 1




02-03-2016-18:04:04 to 02-03-2016-19:04:04

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |[Ste Signature Action ‘Count
8.37.228. 16 g”&;ymus 147. 237. 77. 216 |dover. i of . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 60
: s SN retransmit wth different .
149. 50. 88. 68 Lhited Sates [147.237.76.42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 54
8.37.228. 16 g”&;ymus 147. 237. 77. 216 |dover. i of . i | drop Frst packet isn't SWN drop 47
37.26.148.164 |lsrael 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 39
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
. . SN retransnmit wth different .
46.116.210.29 |[Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Vi ndow scal e noni t or 25
79.177. 205. 138 |l srael 147.237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 20
46. 19. 85. 248 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 17
52.7.46.16 Wiited Sates [147.237.77. 216 [dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 17
Sreamng Engine: TQP Invalid i i ssi
2.54.187.164  |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
85. 130. 246. 163 I srael 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. 12
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TQP Invalid i i ssi
85.130.222.91 |Israel 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109.66.97.88 |l srael 147. 237.77. 243 |mobi l e, i f . i 9 =9 Invalid segnent retransmssion. 12
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
85.130.171.55 |Israel 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
46.117.136.103 [Israel 147.237.76.86 |navy.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 12
5.102. 254. 73 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber noni t or 11
Sreanming Engine: TQP Invalid i i ssi
185. 120. 125. 1 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 9
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
80. 246. 137. 107 |Israel 147. 237.77. 243 |nobil e.i df .i 9 =9 Invalid segnent retransmssion. 9
Ret r ansni ssi on Packet dr opped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
46.117.136.103 [Israel 147.237.76.86 |navy.idf.il Bad TCP sequence I'nvalid ACK nunber alert 7
R SYN+AXK retransmit with different .
89.139. 226.81 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence wi ndow scal & monitor |7
Sreamng Engine: TCP Invalid i i ssi
79.183.226. 118 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 198. 146 I srael 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dr opped.
74. 6. 254. 127 Lhited Sates [147.237.77. 216 [dover.idf.il Bl ock HTTP Non Gonpl i ant Fail ed to hand e connection data  |nonitor
2.54.38.23 | srael 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi
87.68. 78. 43 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. | 6
Ret r ansni ssi on Packet dropped.
95.90.237.101  |Ger many 147.237.77. 216 |dover.idf .i | Bad TCP sequence noni t or
46. 19. 85. 121 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
31.10. 41. 114 z";;gom 147.237.77.176 |natpash.idf.il  |Bad TOP sequence Invalid sequence nunber monitor |5
54.173.9.10 Wited Sates [147.237.77. 216 [dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .i Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor
46. 19. 85. 186 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or
31.10.41.114 Eiqlr:gegom 147.237.77. 216 |dover.idf .il Bad TCP sequence Invali d sequence nunber noni t or 5
31.210.188.119 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
195.34.150.18 |Austria 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data  |noni tor
L Sreaming Engine: TCP Invalid _
41.141.73. 85 Mor occo 147.237.77. 216 |dover.idf.il Inval i d checksum Packet dropped. |drop 4
Checksum
37. 46. 39. 162 | srael 147.237.72. 166 |aka. i df il Bad TCP sequence Inval i d ACK nunber noni t or 4
37.26.147.244  |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence aert 4
46. 19. 85. 230 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber alert 4
37.26.147.244 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence nonitor |4
192. 243.55. 134 |Doni ni ca 147.237.0.15 |kosher-kravi.idf.i|SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
Sreamng Engine: TCP Invalid i i ssi
95.86.95.106 | srael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.
46.19. 85. 230 | srael 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4
77.125. 93. 45 I srael 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
46.117.136. 103 |Israel 147.237.0.34 |[tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
54.241.198.78 |Uhited States |147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data  |nonitor |4
192. 243.55. 134 |Doni ni ca 147.237.0.15 |kosher-kravi.idf.i|Bad TOP sequence SINAK retransmt with different | oo g
W ndow scal e
46. 19. 85. 84 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |3
Sreaning Engine: TGP Invalid i i ssi
80.230.37.98  |Israel 147. 237.72. 166 |aka i f . 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 64. 146. 246 || srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g, 3
Ret ransmi ssi on Packet dropped.
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|Top Attackers In V\AF|

At acker

Devi ce

country Target Address |Site Sgnature Acti on ‘Count
109. 253. 205. 44 || srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 233
109. 253. 205. 44 | srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 139
176.13.12.18 |[Israel 147.237.0.19 |madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 136
80. 246. 136. 215 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 104
176.13.12.18 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 86
109. 253. 223. 95 || srael 147.237.0.19 |madi matal .idf.il D stributed Suspicious Response Code B ock 63
80. 246. 136. 215 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 45
176.13.12.18 |Israel 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 39
109. 253. 205. 44 |l srael 147.237.0.19 |madi matal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 36
109. 253. 221. 36 |I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 35
176.13.12.18 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Same Response Code (403) B ock 14
46.120.182.13 |Israel 147.237.72. 166 |aka. i df . i | Ml tiple Abnormal |y Long Request from 46.120.182. 13 B ock 7
46.120. 182. 13 |[lIsrael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in Method from46.120. 182. 13 Bl ock 7
46.120.182.13 |[lsrael 147.237.72. 166 |aka. i df . i | Ml ti pl e Unknown HTTP Request Method from 46. 120. 182. 13 B ock 6
2.54.0.102 I srael 147.237.77.243|nobi | e. i df . i | Paraneter Type Mol ation Enail in nobile.idf.il/sachar/creat eaccount B ock 4
. . Mitiple Illegal Byte Gode Character in Header Nane from
46.120.182.13 |[lIsrael 147.237.72. 166 |aka. i df . i | 46. 120. 182, 13 B ock 4
46.120.182.13 |Israel 147.237.72. 166 |aka. i df . i | Ml tiple Mal formed URL from 46.120. 182. 13 B ock 4
46.120.182.13 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from46. 120. 182. 13 B ock 3
46.19.86.128 |Israel 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Code Bl ock 3
2.54.187.164 |[Israel 147.237.77.243|mobi | e. i df . i | O stributed Suspicious Response Code B ock 3
46.120.182.13 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal HITP \ersion from46.120.182. 13 B ock 3
109. 253. 209. 37 |l srael 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Code Bl ock 3
87.69.86.219 |[Israel 147.237.72. 166 |aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 87.69. 86. 219 B ock 3
Unknown Par anet er
37.26.149.161 |[Israel 147.237.72. 166 |aka. i df . i | ct1 00%$ct | 00$cphMai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03%chbl Questi o [None 2
n$38 in aka.idf.il/nai n/giyus/questionnaire. aspx
87.69.86.219 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for www aka. i df . i |/ nain/ giyus/ B ock 2
. . Lhtraceabl e SS. Sessions: Protocol violation
46.120.182.13 |[lsrael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
80. 246. 137. 107 |I srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Qode B ock
109. 66.97.88 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock
Unknown Par anet er
37.26.148. 145 |lsrael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Questi o [None 2
n$96 in aka.idf.il/nain/gi yus/ questi onnaire. aspx
81.218.22.216 |[Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to v refua. atal .idf.il/about: bl ank B ock
46.120. 182. 13 |l srael 147.237.72. 166 |aka. i df . i | Mil tiple Malfornmed HTTP Header Line from 46. 120. 182. 13 B ock
Unknown Par anet er
85. 65. 109. 195 |l srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Questi o [None 2
n$61 in aka.idf.il/nain/gi yus/ questionnaire. aspx
2.54.145.148 |[Israel 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Code B ock 2
. . Mitiple Illegal Byte de Character in Header Val ue from
46.120. 182. 13 |l srael 147.237.72. 166 |aka. i df . i | 46. 120 182. 13 B ock 2
46.120.182.13 |[lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e NILL Character in Header Nane from 46. 120. 182. 13 B ock
46.120.182.13 |Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Abnornal |y Long Header Line from 46, 120. 182. 13 B ock
Unknown Par anet er
46.117.158.34 |[lsrael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP aceHol der $ct | 13$ct | 01$ct | 03$chl Questi o [None 1
n$23 in aka.idf.il/nai n/giyus/ questionnai re. aspx
Unknown Par anet er
85. 250. 103. 22 [l srael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP acekbl der $ct | 13$ct | 02$ct | 03$txtField in [None 1
aka.idf.il/nain/giyus/ questionnaire. aspx
213.57. 174. 150 |I srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in wwatal .idf.il/1437-he/ atal . aspx B ock 1
. . Doubl e URL Encoding - paraneter: search in
2.54.156.85  |lsrael 147.237.72. 166 |aka. i df .1 | ww aka. i df . i | / mai n/ gi yus/ pni ot handl er 1. asnx/ sear ch Bock |1
. . Unaut hori zed URL Access to
66.249. 66.37  |Israel 147.237.77. 216 (dover.idf .il 147. 237. 77. 216/ 1133- 14463- he/ dover . aspx Bl ock 1
Unknown Par anet er
109. 253.212.1 |Israel 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenP! aceHbl der $ct | 13%ct | 01$ct | 03$chl Questi o [None 1
n$23 in aka.idf.il/nain/gi yus/ questi onnaire. aspx
46.120.182.13 |Israel 147.237.72. 166 |aka. i df . i | Too Many Headers per Request - 28 Headers B ock 1
Unknown Par anet er
109. 226. 15. 119 |1 srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenPl aceHbl der $ct | 13%$ct | 01$ct | 03$chl Questi o [None 1
n$38 in aka.idf.il/nain/giyus/ questionnai re. aspx
. www. chanat z. aka. i _ o
192. 243. 55. 132 |Dom ni ca 147.237.77. 226 df il Uhaut hori zed URL Access to www chamat z. aka. i df . i | / 404. aspx B ock 1
79.178.165. 67 |Israel 147.237.76.31 [nakchal .idf.il O stributed Suspicious Response Qode B ock 1
89.248.174.4 |Netherlands [147.237.72.167|i shurimaka.idf.il Unaut hori zed URL Access to 147.237.72. 167/ B ock 1
Unknown Par anet er
37.26.148. 145 |lsrael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMii n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Questi o [None 1
n$23 in aka.idf.il/nain/gi yus/ questionnaire. aspx
Unknown Par anet er
5.29. 60. 149 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%$ct | 00$cphMai n$TochenPl acetbl der $ct | 13%ct | 02ct 1 03$txtField in |None 1
aka.idf.il/nain/giyus/questionnai re. aspx
66. 249. 78. 159 |l srael 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to v idf.il/error. htm B ock 1
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