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02-03-2016-15:04:00 to 02-03-2016-16:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 6
79.178. 136. 75 | srael 147.237.72. 166 aka.idf.il ock_Udp All _Nets dr op 2
113.128.102. 15 Chi na 147.237.76. 34 yohal an.idf.il Bl ock Udp All Nets drop 2
124. 50. 123. 224 Korea, Republic of 147.237. 76. 147 chi nuch. aka.idf.il Bl ock Udp All Nets drop 1
41. 206. 63. 133 Kenya 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
196. 200. 16. 202 Kenya 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
115. 139. 225. 125 Korea, Republic of 147.237.76. 34 yohal an.idf.il ock Wp Al _Nets drop 1
182. 246. 30. 36 Chi na 147.237.76. 34 yohal an. i df .i | ock_Udp All _Nets dr op 1
218.110.163. 110 Japan 147.237.76. 34 yohal an.idf.il Bl ock Udp All Nets drop 1
116. 21. 203. 211 Chi na 147. 237.76. 34 yohal an. i df .| Block Udp All Nets drop 1
41. 206. 63. 131 Kenya 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
196. 200. 16. 200 Kenya 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
106. 80. 129. 160 Chi na 147.237.76. 34 yohal an.idf.il ock Wp Al _Nets drop 1
121. 236. 143. 72 Chi na 147.237.76. 34 yohal an. i df .i | ock_Udp All _Nets dr op 1
41. 206. 63. 132 Kenya 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
196. 200. 16. 201 Kenya 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1




02-03-2016-15:04:00 to 02-03-2016-16:04:00

|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count
52.1.90.117 Lhited Sates 147.237.77. 216 dover.idf.il |[13840: TLS QpenSSL Heartbeat Packet B ock 1
208. 109. 97. 62 Lhited Sates 147.237.77. 216 dover.idf.il [13840: TLS QpenSSL Heartbeat Packet B ock 1




02-03-2016-15:04:00 to 02-03-2016-16:04:00

|Top Attackers In |D|

At t acker Address|Target Addr ess |Attacker Qountry |Ste |Signature |Count|
195. 34. 150. 18  |147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
2.52.31.40 147.237. 72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
114.112.90.54 [147.237.8.50 [China e.tikshuv.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
93.173. 168. 221 [147. 237. 72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
84.109. 96. 151 |147.237. 72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
79. 180. 167. 173 |147. 237. 72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
79.179.38.118 [147.237.77.170 |Israel naar achot . i of . i || SEHRVER APACHE Apache Killer denial of service tool exploit attenpt |1
79.176.31.62  |147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
212.179. 21. 194 |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
37.26.148. 147 |147.237. 72. 166 | srael aka.idf.il portscan: TCP DO stributed Portscan 1
210.93.50. 130 |147.237.77.235 |Korea, Republic of [sviva.idf.il ET SCAN NVAP -f -sS 1
2.54.49.181 147. 237. 72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
193. 43. 246. 250 |147. 237. 77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 200. 30. 168 [147.237.77. 216 [Uni ted Kingdom |dover.idf.il portscan: TP D stributed Portscan 1
85. 65. 3. 111 147. 237. 72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
79.182. 146. 187 [147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
79.179. 227. 181 |147. 237. 72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
79.177.220. 183 |147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
213.57.57.73  [147.237.72. 166 || srael akaidf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 90 147.237.77. 216 I srael dover.idf.il portscan: TP D stributed Portscan 1
210.93.50. 130 [147.237.77. 235 |Korea, Republic of |sviva.idf.il ET SCAN NVAP -sS w ndow 2048 1
5.29. 38. 246 147. 237. 77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

SWNretransmt wth different

109. 66. 122. 39 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence . noni t or 251
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
37.26.146.233 |Israel 147.237.72. 166 |aka. i df . 9 =g Inval i d segnent retransnission. drop 66
Ret ransmi ssi on Packet dr opped.
109.66.125.15 |Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence S retransmt wth different monitor (50
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
109.64.48.48  |israel 147.237.72. 166 |aka. i df . 9 =g Inval i d segnent retransnission. drop 33
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi
46. 19. 86. 52 I'srael 147. 237.77. 243 |nobi l e.i df i1 9 =g Invalid segnent retransmssion. drop 24
Ret r ansni ssi on Packet dr opped.
2.54.147. 109 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 23
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 20
Sreanming Engine: TCP Invalid i i ssi
2.52.183.197  |israel 147. 237.77. 243 |mwbi le. i f .1 9 =9 Invalid segnent retransmssion. drop 18
Ret r ansni ssi on Packet dr opped.
79.181.105.82 |Israel 147.237.77. 234 |nal ag. i of . Bad TCP sequence SN retransmt wih different monitor |18
w ndow scal e
84.109.74.190 |l srael 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 15
Sreanming Engine: TCP Invalid i i ssi
46.19.86.187  |Israel 147.237. 77. 243 |robi | e. i df . | 9 =g Inval i d segnent retransnission. drop 15
Ret r ansmi ssi on Packet dr opped.
46. 19. 86. 97 | srael 147.237.76. 42 |refuah.idf.il dr op First packet isn't SN drop 13
R SWNretransnmit wth different .
62.219.162.91 |[lIsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 11
80. 246. 133. 102 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
2.54.135. 42 I srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
2.54.183.10 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 10
80. 246. 133. 102 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber alert 10
2.54. 45, 164 I srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
Sreanming Engine: TCP Invalid i i ssi
176.13.8.78 I srael 147.237.72. 166 |aka. i df . 9 =g Inval i d segnent retransnission. drop 9
Ret r ansmi ssi on Packet dr opped.
Sreaning Bngine: TCP Invalid i i ssi
2.52.61. 146 I'srael 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dr opped.
78.171.219.75 |Turkey 147.237.0.15  [kosher-kravi.idf.illdr op SAMrul e drop
46. 19. 85. 57 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 27 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
Sreanming Engine: TCP Invalid i i ssi
109.253.141.6 |Israel 147.237. 77. 243 |robi | e. i df . | 9 =9 Inval i d segnent retransnission. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi
109. 66. 135, 187 |Israel 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
87.68.79. 92 I srael 147.237.72. 166 |aka. i df . 9 =9 Inval i d segnent retransnission. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Bngine: TCP Invalid i i ssi
66.249.78.230 |lnited Sates |147.237.77. 243 |nobile.idf. il 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
82.166. 6. 13 I srael 147.237.72. 166 |aka. i df . 9 =9 Inval i d segnent retransnission. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Bngine: TCP Invalid i i ssi
79.176.116. 143 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
82.80.219.164 |Israel 147.237.76.86 |navy.idf.il 9 =9 Inval i d segnent retransnission. drop 6
Ret r ansmi ssi on Packet dr opped.
212.143.142.56 |Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 5
85.64. 111. 55 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
46.19. 85. 183 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 5
212. 143. 134. 129|1 srael 147.237.77. 216 |dover.idf i1 Bad TCP sequence Invalid ACK nunber noni t or 5
188. 120. 148. 215l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 5
46.19.85.183 | srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SINHAK retransmt with different oo s
w ndow scal e
149.88.229.94 |Israel 147.237.72. 166 |aka i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect
46. 19. 85. 27 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
149.88.229.94 |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SINAK retransmt with different Joooiior s
W ndow scal e
2.54.147. 109 I srael 147.237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
81.218.241.25 |[lIsrael 147.237.72. 167 |ishurimaka.idf .il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 37 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 86. 97 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
2.54.147. 109 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 4
188. 120. 148. 74 |l srael 147.237.72. 156 [anan.i df . il Bad TCP sequence I'nval i d ACK nunber noni t or 4
2.54.19.121 I srael 147.237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
2.54.147. 109 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 4
37.26.147.199 |Israel 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence Inval i d ACK nunber moni t or 4
2.54.147. 109 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d sequence nunber noni t or 4
82. 80. 196. 44 I srael 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 4
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Tar get Address |Site dgnature Acti on ‘Count
149. 78.193. 183 |Israel 147.237.0.34 |tikshuv.idf.il Distributed Too Many of the Same Response Code (404) B ock 97
109. 253. 211. 240|1 sr ael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 96
109. 253. 211. 157 ]I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 71
2.54.149. 141 | srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code B ock 58
84.229.129. 248 |lIsrael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 56
2.54. 35, 247 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 29
185. 32.179. 214 |Israel 147.237.0.19 |nadimatal .idf.i| [Dstributed Suspicious Response Code B ock 18
2.52.183.197 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 12
46.19. 86. 52 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 8
37.26.148.193 |Israel 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code B ock 7
109. 253. 211. 240|1 sr ael 147.237.0.19 |nadimatal .idf.il |DOstributed Too Many of the Same Response Code (404) B ock 7
2.54.16.131 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 6
176.13.11.81 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 6
94.199. 151. 22 zi;g’gom 147.237.0.15 |kosher-kravi . i df.i[Miltipl e Unaut hori zed URL Access from 94.199. 151. 22 B ock 5
210.157.22.62 [Japan 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 210. 157. 22. 62 B ock 4
46. 19. 86. 187 | srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Gode B ock 4
80.246.139. 48 |[Israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 3
66. 249. 66. 25 I srael 147.237.77. 216 |dover.idf . il Mil tipl e Unauthorized URL Access from 66.249. 66. 25 B ock 3
46.19. 86. 114 I srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code B ock 3
37.26.149.156 |[Israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 3
184. 75. 83. 66 g‘;tt:: 147.237.77. 176 |mat pash. i df . i | Parameter Type Mol ation SearchText in ww cogat.idf.il/938-en/ cogat.aspx |B ock 3
2.54.179.131  [israel 147.237.77. 243 |nobi l e. i df . i | m;ﬂt g cl’rd'fz‘f? /t’;egpgrcyim S e/l <t chi | ddocument s 1362 Bock |3
109. 253. 134. 232|| sr ael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock
2.54.169. 26 I srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code B ock
Unknown Par arret er
79.176.183. 233 |l srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 13$ct | 01$ct | 03$chbl Questi on$4  |None 2
2 in aka.idf.il/nain/giyus/questionnaire. aspx
46. 19. 86. 69 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 2
Unknown Par arret er
5.28.131.133 I srael 147.237.72. 166 |aka. i df . i | ct| 00$ct | 00$cphMai n$TochenPl acetbl der $ct | 13$ct | 01$ct | 03%chl Questi on$6 [None 2
1inaka idf.il/nain/giyus/questionnaire. aspx
77.127.114.57  |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for wwu aka. i df . i |/ mai n/ gi yus/ general . aspx B ock
109. 253. 196. 32 |l srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock
Unknown Par arret er
80. 246. 136. 149 [l srael 147.237.72. 166 |aka. i df . i | ct100%ct | 00$cphvai n$TochenPl aceHol der $ct | 13$ct | 01$ct | 03$chl Questi on$l [None 2
17 in aka. idf.il/nai n/ g yus/ questionnai re. aspx
2.54.147. 109 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: Protocol violation (SSLGONN QLI ENT_ HALLQ None
37.26.149.188 |[Israel 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock
Unknown Par arret er
149. 78. 204. 185 |Israel 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 13$ct | 01$ct | 03$chbl Questi on$8 |None 2

inakaidf.il/main/ giyus/questionnaire. aspx
Unknown Par anet er

80.246.139.90 |[Israel 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP acetbl der $et | 13ct | 02%ct | 03$txt Fiel d in None 2
aka. i df.il/mai n/gi yus/ questionnai re. aspx
Unknown Par anet er

213.151.54. 142 |Israel 147.237.72. 166 |aka. i df . i | ct| 00$ct | 00$cphMai n$TochenPl acetbl der $ct | 13$ct | 01$ct | 03%chbl Questi on$3 [None 2
8 in aka.idf.il/nain/giyus/questionnaire. aspx
Unknown Par arret er

31.168.151. 101 |[lsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 13$ct | 01$ct | 03$chbl Questi on$3 |None 2
5in aka.idf.il/nain/giyus/questionnaire. aspx
46.121.111.63 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/main/giyus/controls/atuda/ A |B ock 2
Ui ted _ . _ Unknown HTTP Request Method [[#29]]: %At bA.. . A'AA», oCACA..AS
169. 229. 3. 91 Sates 147.237.0.34 |tikshuv.idf.il [[#6] ] APAEAAAS[ [ #29] ] U [ #6] ] [ [ #17] ] AYA—4A?Txgt JAz; - Ao { AEWMAFAS B ock 1

FAA-AAZA™MAA Al [ #23] ] Ava [ [#4] ] Ra~At in URL
Unknown Par anet er

31.210.187.132 [Israel 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphvai n$TochenPl aceHol der $ct | 13$ct | 01$ct | 03$chl Questi on$6 [None 1
0 in aka.idf.il/nan/g yus/ questionnaire. aspx

109. 253.141.6  |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
Unknown Par anet er

185. 120. 125. 15 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 13$ct | 01$ct | 03$chbl Questi on$2 |None 1

4 in aka.idf.il/nain/giyus/questionnaire. aspx
Unknown Par anet er

2.52.158. 226 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 13$ct | 01$ct | 03$chbl Questi on$7 |None 1
8 in aka.idf.il/nain/giyus/questionnaire. aspx
Unknown Par anet er

46. 19. 86. 214 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 13$ct | 01$ct | 03$chbl Questi on$7 |None 1
inakaidf.il/main/ giyus/questionnaire. aspx
Unknown Par anet er

80. 246. 138. 130 [l srael 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphvai n$TochenPl aceHol der $ct | 13$ct | 01$ct | 03$chl Questi on$2 [None 1
inakaidf.il/nain/giyus/questionnaire. aspx
Unknown Par anet er

80.178.201.24 |[Israel 147.237.72. 166 |aka. i df . i | ct| 00$ct | 00$cphMai n$TochenPl acetbl der $ct | 38$ct | 01$ct | 03%chl Questi on$6 [None 1
in ww aka.idf.il/nain/giyus/questionnaire. aspx
Unknown Par arret er

149. 88. 87. 49 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 13$ct | 01$ct | 03$chbl Questi on$l |None 1
20 in aka.idf.il/main/giyus/ questionnaire. aspx

70.54.85. 73 Canada 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for aka.idf.il/main/sachar/fag. aspx B ock 1
Unknown Par anet er

109. 66. 4. 51 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 13$ct | 01$ct | 03$chl Questi on$9 |None 1
6 in aka.idf.il/nan/giyus/questionnaire. aspx

169. 229. 3. 91 g‘;tt:: 147.237.77.170|n@arachot . i df .i| [Mitiple I1l1egal Byte Gode Character in URL from 169.229.3.91 B ock 1

66. 249. 66. 25 I srael 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed LRL Access on wanidf.il/error. htm B ock 1
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