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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
81. 218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegot i ati on-d i dest - r eset 90
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack dr op 12
82.81.12. 22 | srael 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 3

0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2

176. 195. 94. 231 Russi an Federation 147.237.76. 34 yohal an.idf.il Bl ock Udp All Nets drop 1
71.6.158. 166 Lhited Sates 147.237.76. 176 test.ncore.idf.il |[B ock UWdp All Nets drop 1
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|Top Attackers In IPS|

At t acker At acker

Gountry

Target Address |Site ’Sgnature

12348: HITP. PH>-O3 Query String Paraneter Command | nj ection

187. 38. 150. 123 |Brazil 147.237.77. 216 |dover . i df . i Wl nerabi ity

Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
5.22.131. 44 147.237.77.216  [israel dover . idf.il portscan: TCP D stributed Portscan 1
208. 109. 97. 62 147.237.77.216  |wnited Qates dover.idf.il portscan: TCQP D stributed Portscan 1
117. 34. 78. 168 147. 237. 0. 200 hi na ndu. i of il ET SCAN Potential SSH Scan 1
109. 65. 197. 222 147.237.77.216  [israel dover . idf.il portscan: TCP D stributed Portscan 1
84.108. 78. 180 147.237.77.216  [israel dover.idf.il portscan: TCQP D stributed Portscan 1
79.178. 36. 177 147.237.77.216  [Israel dover . idf.il portscan: TCP D stributed Portscan 1
46.148.22. 26 147.237.76.176  |Lithuania test.ncore.idf.il ET SCAN Potential SSH Scan 1
218.240.136.218  |147.237.76.196  |China e.svivaidf.il ET SCAN Potential SSH Scan 1
46. 19. 86. 97 147.237.77.216  [Israel dover . idf.il portscan: TCP D stributed Portscan 1
218.240.136.218  |147.237.76.30 Chi na hi nush. i df. i ET SCAN Potential SSH Scan 1
31.210. 188. 114 147.237.77.216  [israel dover.idf.il portscan: TCP D stributed Portscan 1
209.126.116. 147  |147.237.76.147  |lhited Sates chi nuch. aka. i df .i ET SCAN NVAP -sS w ndow 1024 1
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
109. 66. 124. 40 147.237.77.216  [israel dover.idf.il portscan: TCQP D stributed Portscan 1
93.172. 187. 212 147.237.77.216  [Israel dover . idf.il portscan: TCP D stributed Portscan 1
79.179. 212. 176 147.237.77.216  [israel dover . idf.il portscan: TCP D stributed Portscan 1
52.32.180. 178 147.237.76. 31 Lhited Sates nakchal .idf . il ET WEB _SERVER Fake (oogl ebot UA 1 | nbound 1
46. 148. 22. 26 147.237.72.217  |Lithuania eidf.il ET SCAN Potential SSH Scan 1
218.240.136.218  |147.237.76.39 Chi na nobi le.meitav.idf.il |[ET SCAN Potential SSH Scan 1
46.19. 85. 184 147.237.72.166  [Israel aka idf.il portscan: TP D stributed Portscan 1
213.8.7. 164 147.237.77.216  [Israel dover . idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Signature

‘Tar get Address ([Ste

Country
212.76.127.10 [israel 147.237.77. 226 [} chanatz.aka. 1df 15 5k HITP Non Conpl i ant Failed to hand e connection data |monitor |57
46. 19. 85. 147 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |26
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 25
197.135. 127. 89 |Egypt 147.237.77. 216 |dover.idf .i | drop First packet isn't SN drop 25
212.76.127.219 |israel 147.237.77. 226 ['" chanat z. aka. Tdf gy ok HITP Non Conpl i ant Failed to handl e connection data |monitor |15
141. 0. 14. 83 Eur ope 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
197.135. 127. 89 |Egypt 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
81. 218. 241. 25 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SYN drop
212.76.127.111 |israel 147.237.77. 226 [} chanatz.aka. 1df 15 5k HITP Non Conpl i ant Failed to hand e connection data |monitor |7
Sreaming Engine: TCP Invalid i i ssi
109. 253. 150. 76 | srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 6
Ret r ansm ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
79.178.113.32 |Israel 147. 237. 72. 166 |aka i of . i | Streamng Engi ne: TCP alid Jivalid segnent retransnission drop 6
Ret ransm ssi on Packet dropped.
2.54.15.229 I srael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TCP Invalid i i ssi
2.52.190.141  |Israel 147.237. 72. 167 |i shuri maka. i df . i | 9 =g Invalid segnent retransmssion. g 6
Ret ransnm ssi on Packet dropped.
37.26.147.133  |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence monitor |6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
197. 135. 127. 89 |Egypt 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout alert
Sreamng Engine: TP Invalid i i ssi
80. 246. 139. 109 I srael 147.237.72. 167 |i shuri maka. i df . i | 9 =g Invalid segnent retransmssion. . 6
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.249. 78.5 Wited Sates |147.237.0.19 |nadimatal .idf.il 9 =g Invalid segnent retransmssion. g 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
46.19.86.54  |Israel 147.237.72. 166 |aka. i df .i 9 =g Invalid segnent retransmssion. o 6
Ret ransm ssi on Packet dropped.
81. 218. 168. 65 | srael 147.237.72. 166 |aka. i df .il dr op Frst packet isn't SN drop 5
5.22.135.135 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber nonitor |5
2.52.191. 4 | srael 147.237.0.19 |madimatal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
195.34.150.18 |Austria 147.237.77. 216 |dover. i df . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |4
5.22.134. 227 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber nonitor |4
46.19. 85. 55 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 106 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AK nunber noni t or 4
79.179.1. 231 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence nonitor |4
91.200. 12. 106 |lkrai ne 147.237.76.42 |refuah.idf.il drop SAMrul e drop 4
2.54.15.229 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 4
192.118.36.53 |Israel 147.237. 72. 167 |i shuri maka. i df . i | drop First packet isn't SN drop 4
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 4
91.200.12.106 |Uraine 147.237.77. 233 |atal .idf. il drop SAMirul e drop 4
212.76.127. 44 |israel 147.237.77. 226 [} chamatz.aka.1dt |5 6ok HTTP Non Gompl i ant Failed to hand e connection data |monitor |4
91.200.12.141  |lkrai ne 147.237.76.42 |refuah.idf.il drop SAMrul e drop 3
reamn ine: TCP Invali i i ssi
46.19. 85. 28 I srael 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP alid Jivalid segnent retransnission drop 3
Ret ransm ssi on Packet dropped.
54.221.105. 197 |lLhited Sates |147. 237. 77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 3
Sreaning Engine: TCP Invalid i i ssi
46.19. 86. 73 I'sr ael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.178.6.242  |Israel 147.237.77. 243 |nubi le.i o . i1 9 =g Invalid segnent retransmssion. o 3
Ret ransnm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
176.13.23.78 [ srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
82.80.161. 147 | srael 147.237.72. 166 |aka.i df .i 9 =g Invalid segnent retransmssion. o 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.54. 60. 54 I'sr ael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
66.249.78.223 |United Sates |147. 237. 77. 243 |nobi le.i i1 9 =g Invalid segnent retransmssion. o 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
80.230.16.82  |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 195. 84 |Israel 147.237.72. 166 |aka. i df .i 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dropped.
2.52.159. 33 I srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi
79.176. 145. 127 | srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
176.13.5.100  |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.146. 32 I srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
147. 236. 238. 108|l srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
62. 219. 165. 105 I srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.52.191.4 | srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Same Response Code (404) B ock 158
2.52.191. 4 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Qode B ock 142
2.52.191. 4 I srael 147.237.0.19 |madimatal .idf.il |Too Many of the Sane Response Code (403) in Session from2. 52.191. 4 |B ock 67
109. 253. 211. 28 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 45
109. 253. 147. 155|1 sr ael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Qode Bock |36
37.26.148.217 |[israel 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Qode Bl ock 27
109. 253. 145. 207l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 15
109. 66.119. 93 |l srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Same Response Code (404) B ock 11
79.177.6.87 | srael 147.237.72. 166 |aka. i df . | ;g‘_’l'ﬁ%_%the Sane Response Code (404) in Session from Bock |11
82. 80. 196. 44 I srael 147.237.72. 156 |anan. i df . i | Unaut hori zed HTTP Met hod Bock |10
2.54.34. 226 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 9
109. 64. 201. 180 |l srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Qode Bock |[8
109. 253.211. 28 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 6
37.142.222.233 |[israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 37.142. 222. 233 B ock 5
2.54.13. 251 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Qode Bock |4
109. 253. 217. 222|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
109. 253. 211. 240]I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Qode B ock 3
109. 253. 198. 2381 sr ael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Qode Bock |3
46. 19. 86. 141 | srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 46.19. 86. 141 B ock 3
Unknown Par arret er
31.210.187. 132 |[Israel 147.237.72. 166 |aka. i df . i | ct 1 00%$ct | 00$cphMii n$TochenPl acetbl der $ct | 13$ct | 02%ct | 03$txtFiel d in None 3
aka.idf.il/nain/giyus/questionnaire. aspx
46.19.86. 141 | srael 147.237.72.166 |aka. i df . i | mu;:]:ri Id?.eidl /N:atajhn(;(;i ?Zg ;\tshefr::ri cat i onser vi ce. asnx/ get aut huser Bl ock 3
80.241.255.91 |Georgia 147.237.77.216|dover. i df .i | Lhaut hori zed UR. Access to waw i df.il/894-en B ock 3
46. 19. 86. 90 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response CQode B ock 3
82. 80. 196. 44 I srael 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to wwwy anan. idf.il/sip_storage/files/3/ Bl ock 3
112.198.103. 114|Pilippines |147.237.72.166|aka.idf.il Dstributed I11egal Byte Gode Character in Mt hod B ock 2
192. 116. 111. 144]I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 2
Unknown Par arret er
213.57.212.191 [Israel 147.237.72. 166 [aka. i df . i | ct 1 00%$ct | 00$cphMai n$TochenP acetbl der $ct | 13$ct | 01$ct | 03%chbl Quest i on$ [None 2
56 in aka.idf.il/nain/giyus/ questionnaire. aspx
Unknown Par arret er
46. 19. 86. 26 I srael 147.237.72. 166 |aka. i df . i | ct| 00$ct | 00$cphMai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$cbl Quest i on$ [None 2
27 in aka.idf.il/mai n/giyus/ questionnaire. aspx
46.19. 85.0 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response ode Bock |2
Unknown Par arret er
79.183.201. 223 |l srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMii n$TochenPl acetbl der $ct | 13$ct | 02%ct | 03$txtFiel d in None 2

aka.idf.il/main/giyus/questionnai re. aspx
109.66.125.15  |Israel 147.237.72.166 |aka. i df . i | géfﬁ%ﬁiﬁyﬁo\i gﬁﬂ_;&%;\&) None |2
Unknown Par anet er

109. 67. 103. 219 |Israel 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenP acekbl der $ct | 13%ct | 01$ct | 03$cbl Quest i on$ [None 2
35 in aka.idf.il/nain/giyus/questionnaire. aspx
Unknown Par anet er

84.228.130.216 |[Israel 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl acetbl der $ct | 13%ct | 02%ct | 03$txtFeld in  [None 2
aka.idf.il/main/gi yus/ questionnai re. aspx
Unknown Par anet er

46.19. 86. 37 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 01$ct | 03$chbl Quest i on$ [None 2
78 in aka.idf.il/mai n/giyus/ questionnaire. aspx

Russi an wwv, chanmat z. aka. . )
188. 143. 232. 22 . 147.237.77. 226 |, . Mul tiple Whauthorized URL Access from 188. 143. 232. 22 B ock 2
Federati on idf.il
112.198. 103. 114|Pnilippines [147.237.72.166|aka.idf.il Distributed Unknown HTTP Request Met hod B ock 2
2.54.47.26 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
185. 32. 179. 251 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
112.198. 103. 114|Pnilippines [147.237.72.166|aka.idf.il D stributed Abnornal |y Long Request B ock 2
Unknown Par anet er
2.52.158. 189 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 01$ct | 03$chbl Quest i on$ [None 1

45 in aka.idf.il/main/gi yus/ questi onnaire. aspx
Unknown Par anet er

37.142.64.22 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP acekbl der $ct | 13%ct | 01$ct | 03$chbl Quest i on$ [None 1
116 in aka.idf.il/mai n/ gi yus/ questi onnai re. aspx
Unknown Par anet er

79.182.21.142 |[Israel 147.237.72. 166 [aka. i df . i | ct1 00%$ct | 00$cphMai n$TochenP acetbl der $ct | 13$ct | 01$ct | 03%cbl Quest i on$ [None 1
90 in aka.idf.il/nain/giyus/questionnaire. aspx

109. 66. 125. 15 |l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte de Character in URL B ock 1
Unknown Par anet er

185. 3. 144. 83 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 01$ct | 03$cbl Quest i on$ [None 1

7 in aka idf.il/nain/giyus/questionnaire.aspx
. . D stributed Unaut hori zed LRL Access on
5.29.204. 176 I srael 147.237.77.233|atal .idf.il 147. 237.77. 233/ 1136- hel at al . aspx Bl ock 1

Unknown Par anet er

46.19. 86. 193 I srael 147.237.72. 166 |aka. i df . i | ct| 00$ct | 00$cphMai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$cbl Quest i on$ [None 1
67 in aka.idf.il/nai n/giyus/ questionnaire. aspx
87.69. 190. 81 I srael 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to waw aman. idf.il/https:/ww anan.idf.il/ B ock 1

Illegal Byte Gode Character in Header Nane

[[#28]] A A AC] [ #7] ] A° $ARA%EACA; ; A Aer ATPA° A2 AT™MFACZAA
6vgAl NDA?7ACR?A | A'R[#16] 1] A 6A° AS[ [ #11] ] 9A¥A?D] [ #18] ] AAE
Ra[ [#8]] Akt [ [#2]] Am-Ao[ [#30]] <#22 [ [ #3]] %[ #0]] ol [ #21] | AR A K

112.198.103. 114|Philippines [147.237.72.166|aka.idf.il Ryeoako] [ #4]] A A= [ #31] ] [[#30]] At ABYRA A B ock 1
[ [#19] ] u4+A¥AL pAj AL [ #5] 1 AL [ #7]] CTz[ [ #6] ] AvsAA; [ [ #24] ] AAs
=A%07A; A?gASUACAUA AfACAUAEA- A-An[ [ #3]1[ [ #14] 1 A?xAc
YA [ [ #6] ] MIAPAA[ [ #22] ] AT [#28] ] [[#0]]
_ m ny- kosher - kr avi _
216.218.206. 68 |lhited Sates |147.237.0.17 Uhaut hori zed URL Access to 147.237.0.17/ B ock 1

Cidfil
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A tacker

Attacker Address count ry ‘Target Address |Site Sgnature

Unknown Par anet er
2.54.182. 201 I srael 147.237.72. 166 |aka. i df . i | ct| 00$ct | 00$cphMai n$TochenPl aceHbl der $ct | 13%ct | 01%ct | 03$cbl Quest i on$ [None 1
56 in aka.idf.il/nain/giyus/questionnaire. aspx
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