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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
81. 218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegot i ati on-d i dest - r eset 108
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack dr op 4
58.97.111. 10 Thai | and 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1

153. 232. 222. 163 Japan 147. 237.76. 34 yohal an.idf.il |Block Wip All Nets drop 1
58.97.111.9 Thai | and 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

At t acker

Attacker Address get Address |Site ’S’ gnature
Country
. . |14062; HITP. SpanBl ocker Wility Fake Anti-Spyware User - Agent
199. 203. 196. 253l srael 147.237.72. 166 |aka. i df . i | (Spanil ocker Ui 1ty x. x. X) B ock 2
88. 150. 221. 26 LKJ?';;gom 147.237.77. 216 |dover . i df . i(C008: HTTP: Xenu User Agent B ock 1
106. 38. 241. 106 |Chi na 147.237.72.166 [aka. i df . i | [C1L03: HTTP: User Agent Sogou-+web+spi der B ock 1




02-03-2016-13:04:05 to 02-03-2016-14:04:05

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
147. 236. 232. 254 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 2
91.142. 174. 82 147.237.76. 176 Wkrai ne test.ncore.idf.il ET SCAN Potential SSH Scan 1
89. 139. 22. 189 147.237.77. 216 I 'srael dover . idf.il portscan: TCP DO stributed Portscan 1
84.111. 157. 95 147.237.72. 166 I srael aka. idf.il portscan: TCP O stributed Portscan 1
81.218.57. 61 147.237.72. 166 I srael aka idf.il portscan: TCP O stributed Portscan 1
80. 82. 64. 37 147.237.0. 19 Net her | ands nadi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
217.194.197. 154 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
46.148.22. 26 147.237.77.178 Li thuani a e. nat pash. i df .i | ET SCAN Potential SSH Scan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
2.52. 63. 220 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
91.142. 174. 82 147.237.76. 177 Wkrai ne ncore.idf.il ET SCAN Potential SSH Scan 1
91. 142, 174. 82 147, 237. 76. 147 kr ai ne chi nuch. aka. i df .i ET SCAN Potential SSH Scan 1
85. 250. 190. 96 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
84.109. 0. 86 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
80. 218. 11. 69 147.237.77. 216 Swtzerl and dover . idf.il portscan: TCP DO stributed Portscan 1
218.246. 0. 97 147.237.77. 233 (hi na atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
71.94. 154. 94 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP O stributed Portscan 1
213.57. 165. 200 147.237.77. 216 I 'srael dover . idf.il portscan: TCP DO stributed Portscan 1
37.26.148. 180 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
185. 3. 144. 46 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
91. 238. 230. 133 147. 237. 76. 196 Russi an Federation e svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

85. 130. 230. 214 |l srael 147. 237. 72. 167 |i shuri maka. i of . i 2 dro 48
Ret ransni ssi on Packet dr opped. P
Sreaning Engine: TGP Invalid i i sSi
46.19.86.163  |Israel 147. 237, 77. 243 |nobi | e. i of . i 9 =g Invalid segnent retransmssion. |, ., 47
Ret r ansmi ssi on Packet dr opped.
37.40.10. 113 Oman 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 27
Sreaning BEngine: TGP Invalid i i ssi
109. 186. 169. 141 I srael 147. 237, 77. 243 |nobi l e.i df . i | 9 =g Inval i d segnent retransmssion. |, ., 26
Ret r ansmi ssi on Packet dr opped.
reaming BEngine: TCP Invali i i sSi
109. 253. 209. 218|1 srael 147.237.76.31 |nakehalicr i1 || S@MNg Engine: TGP alid |invalid segnent retransnissi on, drop 24
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TGP Invalid i i ssi
2.54.53.79 I srael 147. 237, 77. 243 |nobi l e.i df . i | 9 =g Inval i d segnent retransmssion. |, ., 21
Ret r ansmi ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 20
. . SWNretransmt wth different .
31.168.173.2 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 19
46. 120. 50. 90 | srael 147.237.77. 216 |dover.idf .il drop Frst packet isn't SYN drop 17
reamn ine: TCP Invali i i Ssi
2.54.10.5 I'srael 147. 237 7. 243 |t 1 e i o1 | €M NG Engine: TQP Inval id |invalid segnent retransnission drop 15
Ret ransmi ssi on Packet dr opped.
. . SYNtACXK retransmt with .
37.40.10. 113 Ooman 147.237. 77. 216 |dover.i df .i | Bad TCP sequence g fferent vi ndow scal nonitor |14
reamn ine: TCP Invali i i Ssi
109. 253. 136.53 |l srael 147.237. 77, 243 |roti Ve i1 | €M g Engi ne P Invalid finvalid segnent retransnission drop 12
Ret ransmi ssi on Packet dr opped.
81.218.241.25 |lsrael 147.237.72. 166 |aka.idf . il drop First packet isn't SYN drop 12
reamng BEngine: TCP Invali i i sSi
176.13.15.68  |Israel 147.237. 77, 243 |roti L e i i1 || S@M NG Engine: TGP alid |invalid segnent retransnissi on drop 12
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TGP Invalid i i ssi
89.139.135.73 | srael 147. 237. 77. 243 |nobi l e. i df . i | 9 =g Inval i d segnent retransmssion. |, ., 12
Ret r ansmi ssi on Packet dr opped.
reamng BEngine: TCP Invali i i sSi
46.19.86.254  |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid |invalid segnent retransnissi on, drop 12
Ret ransm ssi on Packet dr opped.
37.26.148.145 |lsrael 147.237.72. 166 |aka. i df . i drop Frst packet isn't SN drop 11
. . . . SYNtACK retransmt with .
46. 19. 85. 103 I 'srael 147.237.72. 167 |ishurimaka. i df .i|Bad TCP sequence di fferent vindow scal e noni t or 11
194. 90. 153.50 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |10
Sreaning Engine: TGP Invalid i i sSi
46.19.86.181  |Israel 147. 237, 77. 243 |nobi | e. i of . i 9 =g Invalid segnent retransmssion. | ., 9
Ret ransmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
46.19.86.115  |israel 147.237.77. 243\t e i i1 | SAM NG Engine: TP Invalid invalid segnent retransmission. |, 9
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
37.26.149.193 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | ., 9
Ret ransmi ssi on Packet dr opped.
2.54. 155. 46 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
46. 19. 85. 253 I srael 147.237. 72. 166 [aka.i of .i Bad TCP sequence Invalid AGK nunber moni tor |8
80. 246. 136. 8 I sr ael 147.237.72. 166 |aka.i of .i 1 SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
195. 160. 242. 40 |l srael 147.237.72. 166 |aka. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 7
37.40. 10. 113 Oman 147.237.77. 216 |dover.idf . i | Bad TCP sequence mnitor |7
Sreaning Engine: TGP Invalid i i sSi
46.19.85.217  |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
109. 65. 63. 215 |l srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
84.229.156.95 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
109. 253. 213. 2391 sr ael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
66.249. 64. 193 |United Sates 147.237. 77. 243 |nobi l e.i df .1 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi
2.54.59, 225 I'srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
80. 179. 39. 2 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
46. 120. 50. 90 | srael 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i sSi
81.4.163.106  |Oyprus 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |, ., 6
Ret ransmi ssi on Packet dr opped.
62.0.238.55 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 6
Sreaning BEngine: TCP Invalid i i ssi
176.13.1.165  |Israel 147. 237.72. 166 |aka. i f .11 9 =9 Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
80.179.96.90  [Israel 147.237. 72. 166 |aka. i df .i Bad TCP sequence SINWACK retransmt with monitor |6
different wndow scal e
Sreaning BEngine: TCP Invalid i i ssi
46.19.86.170  |israel 147.237.72. 167 |i shuri maka. i of . | 9 =9 Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
62. 0. 238. 55 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
Sreaning BEngine: TP Invalid i i ssi
84.108.34.181 | srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
109. 253. 197. 203l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 85. 210 I srael 147.237.72. 167 |ishurimaka.i df .i [Bad TCP sequence I'nval i d ACK nunber monitor |5
93.184. 15. 192 (F;ajcis;i';'ja” Territoryls 47, 237. 77. 176 |natpash.if.il  |dr op First packet isnt SWN drop 5
109. 253. 197. 203|l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber monitor |5
212.143.142.56 |Israel 147.237.77. 216 |dover.i df .i | drop First packet isn't SWN drop 4




02-03-2016-13:04:05 to 02-03-2016-14:04:05

Attacker Address |Attacker Qountry Target Address |Jte Signature
46.19. 85. 121 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber monitor |4
80. 246. 137. 209 I srael 147.237.72. 166 |aka. i of . i Bad TCP sequence SYNCAK retransmt wth moni tor |4

di fferent w ndow scal e
2.54.131.192 I srael 147.237.77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 67. 107. 194 |l srael 147.237.0.34 [tikshuv.idf.il |[Ostributed Too Many of the Same Response Code (404) Bl ock 97
109. 253. 145. 207 |1 sr ael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Qode B ock 90
2.54.137. 197 I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 33
80.246.137.20 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 21
2.54.13. 251 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 20
- . . {Too Many of the Sane Response Code (404) in Session from
109. 253. 145. 207 |l srael 147.237.0.19 |nadimatal .idf.i 109. 253. 145, 207 B ock 17
80. 246. 136. 252 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response CQode Bl ock 15
46.19. 86. 163 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 13
109. 253. 158. 98 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 12
46.19. 86. 86 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 11
89.139.135.73 [Israel 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 11
37.142.222.233 |[Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 37. 142, 222. 233 Bl ock 11
46.19. 85. 66 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 11
. . D stributed Lhaut hori zed URL Access on
149. 88.120. 74 |l srael 147.237.72. 166 |aka. i df . i | voww aka. i o i 1/ nai v/ sachar / regi st rat | onvi zar o undef i ned B ock 10
109. 186. 169. 141 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 9
109. 253. 159. 156|1 sr ael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 7
87.69. 67. 209 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed Method HEAD for aka.idf.il/main/ gi yus/ questi onnaire. aspx B ock 5
2.54.53.79 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 5
80.246.136.32 |[Israel 147.237.77.243|nobi l e.i df . i | Mil ti pl e Unaut hori zed URL Access from 80.246. 136. 32 B ock 5
176. 13. 15. 68 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 4
87.69.67. 209 | srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized Method for Known URL from 87.69. 67. 209 Bl ock 4
2.54.41.108 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
2. 54. 136. 247 I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 3
46. 19. 86. 115 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 3
- . . |Paraneter Type Mol ation ctl00$Cont ent A acetbl der 1$txt Aty in
79.179.207. 138 |Israel 147.237.0.19 |nadi matal . idf.i| o0 e 1 1088- hel neret 2. aspx Bl ock 3
213. 8.204. 44 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for waw aka.idf.il/mluim B ock 3
2.54.10.5 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 3
Unknown Par arret er
2.54.169. 186 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP aceHbl der $ct | 13%ct | 01$ct | 03chl Quest i on$1l [None 2
6 in aka idf.il/main/giyus/questionnaire.aspx
Unknown Par arret er
2.54.140. 70 I srael 147.237.72. 166 |aka. i df .i | ct | 00$ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 01$ct | 03%chl Quest i on$87 [None 2
inaka idf.il/main/ giyus/questionnaire. aspx
. . . Unhaut hori zed URL Access to
80. 246. 136. 32 |l srael 147.237.77. 243 |nobi l e. i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1540 B ock 2
Unknown Par arret er
79. 180. 63. 36 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP aceHbl der $ct | 13%ct | 01$ct | 03%chl Quest i on$78 [None 2
in aka.idf.il/nain/giyus/questionnaire. aspx
109. 253. 136. 53 |l srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 2
Unknown Par aret er
85.65.223.124 |[Israel 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP acetbl der $ct | 135ct | 02ct | 03t xt Field in None 2
aka.idf.il/nain/giyus/ questionnai re. aspx
Unknown Par anet er
149.50.82.180 |lnited Sates|147.237.72.166|aka. i df . il ct100$ct | 00$cphMai n$TochenPl acetbl der $ct | 13%ct | 01$ct | 03$chl Quest i on$81 [None 2
inaka idf.il/nain/giyus/questionnaire. aspx
176.13. 16. 89 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
46.19. 86. 181 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 2
. . . Unhaut hori zed URL Access to
2.52.61.125 |lsrael 147.237.77.243|mobi L €. i dlf . i1 | 03 o Vo i1/ cat egoryt enpl at es i st chi | ddocunent s/ 1362 Bock 2
Unknown Par arret er
77.126.117.21 |Israel 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP aceHbl der $ct | 13%ct | 01$ct | 03%chl Quest i on$42 [None 2
in aka.idf.il/nain/giyus/questionnaire. aspx
Unknown Par arret er
109. 65. 34. 141  |Israel 147.237.72. 166 |aka. i df . i | ct 1 00%$ct | 00$cphMai n$TochenPl acetbl der $ct | 13$ct | 02%ct 1 03$txtFiel d in None 2
aka.idf.il/nai n/giyus/questionnaire. aspx
Unknown Par arret er
95. 86. 68. 120 I srael 147.237.72.166|aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 01$ct | 03%chl Quest i on$1l [None 2
2in aka idf.il/nan/giyus/ questionnal re. aspx
2.54.11. 69 I srael 147.237.72. 166 [aka. i df . i | Ostributed I11egal Byte Qode Character in URL Bl ock 2
79.179.59. 204 |Israel 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Gode Character in LR Bl ock 2
Unknown Par arret er
46.19. 85. 168 I srael 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphivai n$TochenP! acetbl der $ct | 13$ct | 01$ct | 03$chl Questi on$7  |None 2
inaka idf.il/nain/ giyus/questionnaire. aspx
Unknown Par arret er
109. 253.216. 17 |Israel 147.237.72.166|aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 01$ct | 03%chl Quest i on$1l [None 2
6 in aka idf.il/man/giyus/questionnaire. aspx
Unknown Par aret er
85.65.223.124 |[Israel 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl acetbl der $ct | 13$ct | 01$ct | 03$chl Questi on$76 |None 2
inaka idf.il/nain/giyus/questionnaire. aspx
Unknown Par anet er
212.179.21.194 |[Israel 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acetbl der $ct | 13%ct | 01$ct | 03$chl Quest i on$38 [None 2
inaka idf.il/nain/giyus/questionnaire. aspx
Unknown Par arret er
84.108. 65.210 |[lIsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP aceHbl der $ct | 13%ct | 01$ct | 03$chl Quest i on$38 [None 1
inaka idf.il/nain/giyus/questionnaire. aspx
Unknown Par arret er
217.132.158.85 |[lIsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP aceHbl der $ct | 13%ct | 01$ct | 03%chl Quest i on$12 [None 1
0 in aka idf.il/nan/giyus/questionnaire. aspx
Unknown Par arret er
46.19. 85. 131 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP aceHbl der $ct | 13%ct | 01$ct | 03%chl Quest i on$81 [None 1
inaka idf.il/nain/ giyus/questionnaire. aspx
Unknown Par arret er
79.180.15.238 |[Israel 147.237.72. 166 |aka. i df .i | ct 1 00$ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 01$ct | 03%chl Quest i on$96 [None 1

inaka idf.il/nain/ giyus/questionnaire. aspx
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