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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
192. 118. 30. 102 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegot i ati on-d i dest - r eset 210
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 93
81.218. 241. 25 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS renegotiation-Qi dest - r eset 87
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-Q i forward 81
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page Fl ood Attack drop 4
157. 55. 39. 140 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
168. 235. 196. 204 Lhited Sates 147.237.77. 216 dover.idf.il F Dover _Under Attack Con Htp drop 2
201. 190. 37. 43 Hondur as 147.237.76. 197 e. hinush.idf.il Bl ock_Udp All _Nets dr op 1
201. 190. 37. 43 Hondur as 147.237. 76. 196 e.sviva.idf.il Bl ock Udp All Nets drop 1
41. 33. 231. 90 Egypt 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count

212.179. 21. 194 I srael 147. 237. 72. 156 aman. i df.il 13840: TLS. QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
162. 222. 185. 165|147. 237.76. 38 |Lhited Sates |e.e.neitav.idf.il |ET SCAN Potential SSH Scan 1
109. 253. 199. 227|147, 237. 77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
109. 253. 193. 105(147. 237.0.19  |Israel nadi matal .idf.il |GPL SCAN nyscan 1
79.180. 162. 132 |147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
79.176. 1. 50 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
213.57.153. 195 |147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
46.121.51. 59 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
198. 20. 69. 74 147.237.77.19 [Uhited Sates [lawforumidf.il |ET DROP Dshiel d B ock Listed Source 1
31.154.21.201 |[147.237.77. 216l srael dover.idf.il portscan: TCQP D stributed Portscan 1
185.3.144.115 |147.237.77. 216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
162. 222. 185. 165(147. 237. 76. 199 |Lhited States |e.nakchal.idf.il [ET SCAN Potential SSH Scan 1
149.78.199.52  |147.237.72. 166 |I srael akaidf.il portscan: TQP D stributed Portscan 1
109. 253. 193. 105(147. 237.0.19  |Israel nadi matal .idf.il || NDI CATOR- SCAN nyscan 1
92.225.105. 214 |147.237. 77. 216 |Ger many dover.idf.il portscan: TCP D stributed Portscan 1
79.178. 67. 17 147.237.77. 216 |I srael dover.idf.il portscan: TQP D stributed Portscan 1
61.216.2. 13 147.237.76.39 [Taiwan nobi | e. nei tav. i df . i SER\/ER APAO—E.Apache mod_ssl non- S8 connection to SSL port 1
deni al of service attenpt
212.199. 152. 168147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
37.26.148.179 |147.237.77.216|Israel dover.idf.il portscan: TP D stributed Portscan 1
192.118.78.57 |147.237.77.216|Israel dover.idf.il portscan: TGP D stributed Portscan 1
168. 235. 196. 204|147, 237. 77. 216 |Lhited Sates |dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature Acti on ‘Count
168. 235. 196. 204|Uhited Sates 147.237.77. 216 |dover.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 69
. . SWNretransnmit wth different )
176.13.1. 197 I srael 147.237.72.166 [aka.idf.il [Bad TCP sequence i ndow scal noni t or 38
132.72.89.130 [Israel 147.237.77. 234 |nal ag.idf.i1 |Bad TOP sequence SN retransnit with different monitor |27
w ndow scal e
62. 0. 200. 166 | srael 147.237.72. 166 |aka. i df .il dr op Frst packet isn't SYN drop 26
62.128.48.158 I srael 147.237.76.42 |refuah.idf.il|Bad TOP sequence S retransmt wth different monitor |24
w ndow scal e
149. 20. 63. 13 Lhited Sates 147.237.77. 216 |dover.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 24
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il [dr op SAMrul e drop 20
85.65.236.70 I srael 147.237.77. 234 |nal ag.idf.i1 |Bad TOP sequence SN retransnit with different monitor |20
w ndow scal e
2.52.154. 14 I 'srael 147.237.72. 156 |anan.idf.il |SYN At ack SYN -> SYN-ACK -> RST rej ect 18
46. 19. 85. 191 | srael 147.237.72. 166 |aka.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 15
46. 19. 85. 13 I srael 147.237.72. 166 [aka.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 15
2.54.50. 59 I 'srael 147.237.72. 166 |aka.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 15
109. 253. 207. 21 |Israel 147.237.76.42 |refuah.idf.il|Bad TOP sequence S retransmt wth different monitor |14
w ndow scal e
. . . . SYNtAXK retransmit with different .
41.189.228.53 |Qibouti 147.237.77. 216 |dover.idf.il [Bad TCP sequence Vi ndow scal e noni t or 12
81.218.179.41 [ srael 147.237.76.42 |refuah.idf.il|Bad TOP sequence S retransmt wth different monitor |11
w ndow scal e
46.19. 85. 231 I srael 147.237.72. 166 [aka.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 11
79.182.164. 48 |lIsrael 147.237.76.42 |refuah.idf.il[Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 8
Sreamng BEngine: TCP Invalid i i ssi
66.249.66.39  |United Sates 147.237.77. 234 |nal ag i o . i 9 =g Imvalid segnent retransmssion. g 8
Ret ransm ssi on Packet dropped.
41.189.228.53 |Oibouti 147.237.77. 216 |dover.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect
2.54.39.6 I'srael 147.237.72.166|aka. idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect
212.150. 97. 225 |Israel 147.237.77.233|atal .idf.il |Bad TCP sequence SWNretransmt wth different monitor |8
w ndow scal e
46. 19. 85. 178 I srael 147.237.72.166 |aka.idf.il |Bad TCP sequence Inval i d ACK nunber nonitor |7
82.166.77.241 |lsrael 147.237.72. 166 |aka.idf .il dr op First packet isn't SN drop 7
81.218.241.25 |Israel 147.237.72.166 |aka.idf.il  |drop First packet isn't SWN drop 7
2.52.189. 157 I'srael 147.237.72. 166 |aka.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 7
2.54.39.6 I srael 147.237.72.166 |aka.idf.il |Bad TCP sequence Invalid ACK nunber alert 6
Sreanming Engine: TGP Invalid i i ssi
37.26.148.226 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansnmi ssi on Packet dropped.
176. 106. 46. 74 ga:lcis;i':éa” Territory. 147 237.76.30 |hinush.idf.i1{SYN At t ack SYN -> SYN-ACK -> Timeout  |reject 6
2.54.39.6 I srael 147.237.72. 166 [aka.idf.il [Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 131 | srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval i d ACK nunber alert
Sreamng BEngine: TCP Invalid i i ssi
185.3.146.214 | srael 147.237. 72. 166 |aka. i df . i 9 =g Imvalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
. . SWNretransnmit wth different )
212.117. 143. 250! srael 147.237.76.42 |refuah.idf.il|Bad TCP sequence i ndow scal e noni t or 6
Sreamng BEngine: TCP Invalid i i ssi
79.178. 146. 118 | srael 147.237. 72. 166 |aka. i df . i 9 =g Imvalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
2.54.39.6 I srael 147.237.72. 166 |aka idf.il |Bad TCP sequence Inval i d sequence nunber noni t or 6
Sreanming BEngine: TCP Invalid i i ssi
2.54.183. 82 I'srael 147. 237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
79.177.22.178  |israel 147. 237. 72. 166 |aka. i o . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansnmi ssi on Packet dropped.
46. 19. 85. 131 | srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 227 I srael 147.237.76.42 |refuah.idf.il|Bad TCP sequence Invalid ACK nunber alert
Sreaning Engine: TP Invalid i i ssi
31.168.193. 122 | srael 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 247 | srael 147.237.72. 166 |aka.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreanming Engine: TGP Invalid i i ssi
217. 194. 199, 124 |1 srael 147. 237. 72. 166 |aka. i o . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansnmi ssi on Packet dropped.
Sreanming BEngine: TCP Invalid i i ssi
37.26.148.156 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
46. 19. 85. 227 I srael 147.237.76.42 |refuah.idf.il[Bad TCP sequence Invalid ACK nunber noni t or 6
41.189.228.53 |Oibouti 147.237.77. 216 |dover.idf.il [Bad TCP sequence I nval i d ACK nunber noni t or 5
5.102. 254. 177 |lsrael 147.237.72. 166 |aka.idf.il |[Bad TCP sequence Inval i d ACK nunber noni t or 5
94.230.86.228 |Israel 147.237.72. 166 [aka.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 85. 227 | srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence I nval i d ACK nunber alert 5
41.189.228.53 |Oibouti 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Inval i d sequence nuniber noni t or 5
2.52.31.156 I srael 147.237.72. 156 |anan.idf .il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 227 | srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence I nval i d ACK nunber noni t or 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Acti on ‘Count
37.26.148.231 |lsrael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sanme Response Code (404) B ock 160
37.26.148.231 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 111
109. 253. 193. 105l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Gode B ock 102
109. 253. 159. 156l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 94
79.183.96.173 |[Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 86
109. 253. 193. 105l srael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 83
109. 253. 195. 55 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 79
213.57.153.195 |[Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 70
109. 253. 159. 156l srael 147.237.0.19 |nadimatal .idf.il[Ostributed Too Many of the Sane Response Code (404) B ock 56
185. 32.179. 218 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 48
2.54.28.98 I srael 147.237.72.167|i shuri maka. i df . i|D stributed Too Many of the Sane Response Code (404) B ock 31
176. 13. 14. 69 I srael 147.237.72. 166 [aka. i df . i | Dstributed Too Mainy of the Sane Response Code (404) B ock 21
87.68.246.247 |lsrael 147.237.72.167|i shuri maka. i df . i[O stributed Too Many of the Sanme Response Code (404) B ock 20
109. 253. 159. 156 srael 147.237.0.19 |nadi matal .idf.il Igg.'\gng_ ffsgt. q%esa"e Response Code (404) in Session from Bl ock 20
46.19. 85. 178 I srael 147.237.72. 166 [aka. i df . i | Dstributed Too Mainy of the Sane Response Code (404) B ock 20
80. 74.110. 141 |lIsrael 147.237.72.167|i shuri maka. i df . i[O stributed Too Many of the Sane Response Code (404) B ock 20
46.19. 85. 96 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 18
149.50.94.236 |lhited Sates |147.237.72.166|aka.idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 17
109. 253.211. 57 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 15
81.218.241.25 [Israel 147.237.77. 216 |dover.idf .il Ml tipl e Unaut hori zed URL Access from 81.218. 241. 25 B ock 15
87.69.1.22 I srael 147.237.72. 166 [aka. i df . i | Dstributed Too Miny of the Sane Response Code (404) B ock 12
132.68.176.199 |Israel 147.237.72.167|i shuri maka. i df . i|D stributed Too Many of the Sane Response Code (404) B ock 12
37.26.148.231 | srael 147.237.0.19 |nadimatal .idf.il 22?2?”54;‘:2;28 Sane Response (bde (403) in Session from Bl ock 12
79.183.18.140 |[lIsrael 147.237.72. 166 |aka. i df . i | Distributed Too Many of the Sane Response Code (404) Bl ock 12
176.13.13.136 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 11
46.19. 86. 221 I srael 147.237.72. 166 [aka. i df . i | Dstributed Too Mainy of the Sane Response Code (404) B ock 11
46. 19. 86. 110 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 11
5.29. 38. 98 I srael 147.237.72. 166 |aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 11
87.68. 72. 226 I srael 147.237.72. 166 [aka. i df . i | Dstributed Too Mainy of the Sane Response Code (404) B ock 10
79.182. 200. 127 |l srael 147.237.72.167|i shuri maka. i df . i[O stributed Too Many of the Sanme Response Code (404) B ock 9
109. 253. 137. 226|| sr ael 147.237.72. 166 |aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 9
2.54.132. 66 I srael 147.237.72. 166 [aka. i df . i | Dstributed Too Miny of the Sane Response Code (404) B ock 8
2.52.59. 100 | srael 147.237.72. 166 |aka. i df . i | Distributed Too Many of the Same Response Code (404) B ock 8
31.168.13.78 I srael 147.237.72.167|i shuri maka. i df . i|D stributed Too Many of the Sane Response Code (404) B ock 8
31.168.71.19 I srael 147.237.72. 166 [aka. i df . i | Dstributed Too Miny of the Sane Response Code (404) B ock 7
37.26.147.209 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Too Many of the Same Response Code (404) B ock 7
2.54.37.24 I srael 147.237.72. 166 |aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 7
82.166.77.241 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed Too Mainy of the Sane Response Code (404) B ock 7
2.52.31.101 | srael 147.237.72.167|i shuri maka. i df . i[O stributed Too Many of the Sane Response Code (404) B ock 7
31.210.186.95 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 7
81.218.241.25 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed Too Miny of the Sane Response Code (404) B ock 7
212. 143. 161. 239|I srael 147.237.72. 166 |aka. i df . i | Distributed Too Many of the Same Response Code (404) B ock 7
109. 253. 144. 211 |1 srael 147.237.72. 166 |aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 7
46.19.85. 13 I srael 147.237.72. 166 [aka. i df . i | Dstributed Too Miny of the Sane Response Code (404) B ock 7
80. 246. 138. 238 |l srael 147.237.72. 166 |aka. i df . i | Distributed Too Many of the Sane Response Code (404) Bl ock 7
109. 64. 130. 122 |l srael 147.237.72. 166 |aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 6
213. 8. 204. 28 I srael 147.237.72. 166 [aka. i df . i | Dstributed Too Miny of the Sane Response Code (404) B ock 6
46. 19. 86. 114 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
80. 246. 140. 193 |l srael 147.237.72. 166 |aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 6
176.13.20. 127 |Israel 147.237.72. 166 [aka. i df . i | Dstributed Too Miny of the Sane Response Code (404) B ock 6
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