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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country  |Target Address |Site
81. 218. 241. 25

|Signature

|Device Action [Count |
| srael 147.237.72. 156 anan.idf.il |Anonmal y- TLS renegotiation-d i dest - r eset 103
0.0.0.0 147.237.77. 216 dover.idf.il |HTTP Page H ood Attack dr op 4
81. 218. 206. 82 | srael 147.237.72. 166 aka.idf.il B ock Udp Al Nets drop 3
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

213. 8.63. 36 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
37.26.147.184 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
209. 126. 116. 147|147. 237. 76. 196 |Wnited Sates esvivaidf.il [ET SCAN NVAP -sS w ndow 1024 1
189. 254. 90. 133 [147. 237. 72. 167 |Mexi co ishurimaka.idf.i|[ET SCAN NVAP -sS wi ndow 4096 1
189. 254. 90. 133 |147. 237. 72. 167 |Mexi co ishurimaka idf.i|ET SCAN NVAP -f -sS 1
176.228. 167. 48 |147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
147.235. 185. 74 [147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
84.94.39. 176 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
82. 80. 196. 44 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
66.249.81. 175 |147.237.77.233|lhited Sates  [atal.idf.il ET SCAN NVAP -sA (2) 1
212.25.106.78 |147.237.77.216 |l srael dover . idf.il portscan: TCP O stributed Portscan 1
37.26.146.224 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
189. 254. 90. 133 [147. 237. 72. 167 |Mexi co ishurimaka idf.i|ET SCAN NVAP -sS w ndow 2048 1
188. 120. 135. 179|147. 237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
176.13.23. 21 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
109 229 106,59 |147 237 0 35 |Russian ks, i df il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Federation Potential Scan or Brute Force
82.81.193. 82 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
77.127.254. 240 |147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
Sreamng Engine: TCP Invalid i i SSi
2.52.187.214  |israel 147. 237. 77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. | 30
Ret ransni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 27
. . SYWNretransmt wth different .
79.180. 125. 131 |Israel 147.237.77. 234 |hal ag.i df .il Bad TCP sequence . noni t or 20
w ndow scal e
46.19. 85. 112 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 19
46.19. 85. 115 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 19
2.54.154. 102 I sr ael 147. 237. 72. 166 |aka.i of . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 17
80. 246. 136. 132 |l srael 147.237.0.19 |nadi matal .idf.il|SYN Attack SYN -> SYN ACK -> Ti meout rej ect 14
46. 19. 85. 216 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 14
reamn ine: TCP Invali i i ssi
176.13.5.147  [israel 147.237.77. 243 |rvit e i1 | €AM NG Engine: TCP Invalid invalid segnent retransnissi on, drop 12
Ret ransni ssi on Packet dropped.
80. 246. 136. 132 I srael 147.237.0.19 |madimatal.idf.il|Bad TCP sequence SINAK retransmt with different |, o 1o
w ndow scal e
reamn ine: TCP Invali i i ssi
2.54.173. 49 | srael 147. 237,77, 243 | Lo i1 | €2 9 Er?g e T Invalid linvalid segnent retransnission drop 12
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.200  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g nvalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dropped.
79.181.172. 114 |israel 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 224 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or
81.218.241.25 |lsrael 147.237. 72. 156 |anan.i df .i | dr op First packet isn't SN drop
212.117. 143. 250|I sr ael 147.237.76.42 |refuahicf.il  |Bad TCP sequence SN retransmt wth different monitor |8
w ndow scal e
195. 160. 242. 40 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
46.19. 85.192 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
e SN retransmit wth different .
176. 13. 3. 40 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal @ noni t or 7
Sreamng Engine: TCP Invalid i i SSi
79.182.190.32 |Israel 147.237.76.86 |navy.idf.il 9 =g nval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
85.130.219. 42 |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
176.13.16.67  |Israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segnent retransnission, drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.86.193  |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
46.19.85.115  |israel 147 237.72. 167 |i shurimaka i i | ' €M NG Engine: TP Invalid  finvalid segnent retransmssion. | 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
85. 64. 144. 223  |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
94.230.86.239 |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 6
Sreaming Engine: TP Invalid i i ssi
176.13.5.198  |Israel 147.237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. -y 6
Ret ransni ssi on Packet dropped.
reaning BEngine: TCP Invali i i ssi
2.54. 30, 109 I'sr ael 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Invalid  invalid segnent retransnission drop 6
Ret ransmi ssi on Packet dropped.
109. 67. 114. 2 | srael 147.237.72. 167 [i shurimaka. i of . i [SYN At t ack SYN -> SYN ACK -> Ti meout rej ect 6
Russi an C e -
193. 124. 251. 210 Federat i on 147.237.77. 176 |nat pash. i df . i | drop First packet isn't SWN drop 6
Sreaning Engine: TCP Invalid ' i ssi
2.54.161.203  |israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
2.54.133.167  |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
46.19. 86. 165 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
80. 246. 136. 132 |l srael 147.237.0.19 |nadimatal.idf.il|drop First packet isn't SYN drop 5
149. 78. 181. 184 |Israel 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 4
54.244.22.103 |wited Sates [147.237.77.176 |natpash.idf.il  [dr op First packet isn't SN drop 4
81.218.176.47 |lsrael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 4
46.19. 85. 192 I srael 147.237. 77. 216 [dover.i df il Bad TCP sequence Inval i d ACK nunber alert 4
199.203.215.1 |l srael 147.237.72. 167 |ishurimaka. i of .i [Bad TCP sequence I'nval i d ACK nunier nonitor (4
. . SYNVACK retransmt wth different .
82. 80. 196. 44 I srael 147. 237. 72. 166 |aka.i of . i | Bad TCP sequence wi ndow scal @ nonitor |4
2.54. 154. 102 I sr ael 147. 237. 72. 166 |aka.i of . i | Bad TCP sequence I'nval i d ACK nunber alert 4
46. 19. 85. 110 I srael 147.237.76.42 |[refuah.idf.il Bad TCP sequence Inval i d AGK nunber aert
Sreanming Engine: TGP Invalid i i ssi
46.19. 86. 56 I srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
212. 179. 226. 169|i srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
2.54.170.223  |israel 147.237.77. 243 |nobile.i df . 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
81.218. 167. 64 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreamng Engine: TCP Invalid i i ssi
109.64.3.250  |israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
2.54.134. 66 I srael 147.237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19. 85. 30 I srael 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 253. 158. 41 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 86
46.19. 86. 74 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Same Response Code (404) Block |48
2.54.19.126 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response CQode Block |48
80. 246. 137. 204 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 46
81.218. 251. 251 |[lIsrael 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Same Response Code (404) Bock |43
84.109.73.180 [Israel 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Qode Block |42
80. 246. 137. 182 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 21
80. 246. 136. 132 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bock |18
80.246.136.25 |[Israel 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Qode Bl ock 13
109. 253. 207. 112|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 12
2.52.187. 214 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Qode Bock |10
84.108.129.35 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 84.108. 129. 35 Bl ock 6
46. 19. 85. 200 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 6
46. 19. 86. 251 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bock |6
192.241.201. 65 |Uhited Sates [147.237.72.166|aka.idf.il Ml tipl e Unaut horized URL Access from 192. 241. 201. 65 Bock |4
84.111.200. 154 I srael 147. 237.77. 243 |nobi | e. i df . i | ﬁ;ﬂtgﬁr(;le??/ g‘esgfyﬁsemztesn <t ohi | ddocunent &/ 1431 Bock |4
80.246.138.80 |[Israel 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 3
2.54.173. 49 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Qode Bock |3
109. 253.222. 38 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
176. 13. 2. 164 I srael 147.237.77.243|nobi [ e.i df . i | Paraneter Type M ol ation Password i n nobil e.idf.il/sachar/login B ock 3
109. 253. 195. 55 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bock |3
195. 160. 242. 40 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip_storage/files/1/ B ock 3
176. 13. 5. 147 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 3
46. 19. 86. 255 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bock |2
84.111. 200. 154 |l srael 147.237.77.243|nobi | e.i df . i | Mil tipl e Unaut hori zed URL Access from 84. 111. 200. 154 B ock 2
188. 120. 150. 222|I srael 147.237.77.216|dover.idf .i | Unaut hori zed URL Access to wwwi i df .il/894-en/i df gdover. aspx B ock 2
46. 19. 86. 101 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bock |2
37.26.146.187 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LR. Access to wan aka.idf.il/ww tikshuv.idf.il Bock |2
2.54.131. 33 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 2
109. 253. 200. 86 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bock |2
66. 249. 66. 25 | srael 147.237.77.216|dover. i df .i | Mil tiple Unaut hori zed URL Access from 66. 249. 66. 25 B ock 2
46.19. 85. 217 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 2
109. 253. 129. 164/l sr ael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bock |2
37.26.149.185 |l srael 147. 237.72. 166 |aka. i df . i | maﬁ;ri gf_aidl /O:T'a}i'n\fsoégt];f?f Oir';]m pessvord. aspx None |2
176.13.18.126 |Israel 147.237.72.167|i shurimaka.idf.il |lIllega Byte Qode Character in Header \al ue Bl ock 1
66.249.74.83  |Israel 147.237.0.17 irr?irrdyf-.lffsher- KIav | ri buted Illegal Paraneter Encoding None |1
87.68.58. 1 I srael 147. 237. 76. 147 [chi nuch. aka. i df . i| |Wauthorized URL Access to wwu chi nuch. aka. i df . il/404. ht m B ock 1
46. 19. 85. 247 I srael 147.237.77.216|dover . i df .i | Distributed Unhaut hori zed URL Access on waw i df . i | / banahane B ock 1
5. 255. 88. 68 Netherl ands  |147.237.77.216|dover.idf.il Unaut hori zed LRL Access to waw i df.il/newsitelenglish/nain. asp B ock 1
83.28.187.210 |Pol and 147.237.77. 216 |dover.idf .i | Unaut hori zed URL Access to ww i df.il/894-en/ dover. aspx/ B ock 1
Cooki e Tanpering on cooki e Logi n: Expect ed
eeee e bt e et ARt AR AR AR A AR
80. 246. 136. 132 |l srael 147.237.0.19 [nadimatal .idf. il  [reesssesssmncoss - dserved None 1
Sk Rk ko kb kR ko ko kR
:::::::::::::**********************************************************
2.54.30. 109 | srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to waw aka.idf.il/gyus B ock 1
167. 114. 0. 27 Canada 147.237.77.216|dover.i df . i | Uhaut hori zed URL Access to wwv i df.il/>israel Bock |1
37.237.184.25 |iraqg 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to wwwi i df.il|/894-he/ dover. aspx adman Bl ock 1
212.25.102.57 |Israel 147.237.76.42 |refuah.idf.il iéf ;;?}‘;gfjﬁqstu;lhgsiﬁ:rdedtﬁ‘e ;'ectcecssss on Bock |1
184.105. 139. 68 |lLhited Sates |147.237.0. 16 (rj?/_ ikloshel‘ ~kravi.| Unaut hori zed URL Access to 147.237.0. 16/ Bl ock 1
2.95. 34,113 :Zg::t”i o [147-237.77.74 |lawidf i Twa{masvelr dfT.)/ipF/t\Aer?L)fIati o get' ﬁ'\f‘e';eg;tr}i L coim Bock |1
109. 253. 222. 38 |l srael 147.237.0.19 |nadimatal .idf.il f;rd?:f;e; _Tiﬁf’e_’i\lﬂ/?:mﬁiglnl g;i' mﬂt ent M acetbl der 18t xt Gptcha in Bock |1
66.249.74.87  |Israel 147.237.0.17 |m |n3/f Ii<:)sher -krav HL:?E'OSE:: a';f;\?lr _ iEJfC_Oid: /”gj ;i}gi;&;aﬁ—?fn;‘gé_[::ﬁ“ Kal in None |1
95. 86. 69. 89 I srael 147.237.72. 166 |aka. i df . i | LLL‘;%Z’, i?ta;egﬁdﬁngig‘g/;;g;kﬁ f’ i v kapat 2/ / res Bock |1
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