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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 6
212.179. 64. 162 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
204. 42. 253. 2 Lhited Sates 147. 237. 76. 196 e.svivaidf.il |Bock Udp All Nets drop 1




02-03-2016-08:04:04 to 02-03-2016-09:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
52.32.210. 122 Lhited Sates 147.237.77. 216 dover.idf.il |22280: HITP. Joonha Qject Injection Vul nerability B ock 1
88.198. 230. 79 Ger many 147.237.77. 216 dover.idf.il [Cl06: HITP. najestic bot Bl ock 1

188. 165. 15. 230 France 147.237.77. 234 hal ag.idf.il |28 HITP. AhrefBot craw er B ock 1




02-03-2016-08:04:04 to 02-03-2016-09:04:04

|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Ste |Signature

195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
62. 219. 120. 161 147.237.77.216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
59. 45. 79. 117 147. 237. 76. 86 Chi na navy.idf.il ET SCAN Potential SSH Scan 1
37. 200. 225. 36 147.237.0. 200 Oman rdu. i df i | ET SCAN NVAP -sS w ndow 1024 1
199. 191. 56. 187 147.237.0. 17 Lhited Sates m ny- kosher -kravi . i df . i | ET SCAN NVAP -sS w ndow 4096 1
81.218. 197. 89 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
59. 45. 79. 117 147.237.77. 121 Chi na e navy.idf.il ET SCAN Potential SSH Scan 1
46.19. 85. 211 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
199. 191. 56. 187 147.237.0. 17 Lhited Sates mny- kosher -kravi .idf.il ET SCAN NVAP -sS wi ndow 1024 1
146.0. 75. 114 147.237.77. 212 Net her | ands e.dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address

Attacker CQountry ‘Target Address |Ste

Signature

SWNretransmt wth different

enf or cenent

81.218.179.41 [lIsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence . noni t or 36
w ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 12
213.57.94.106 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
Sreaning Engine: TCP Invalid i i ssi
176.12.154.87 |l srael 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
31.168. 118. 183 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
176.12. 154. 102 |l srael 147. 237.77. 243 |mbi l e, i f . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
2.54.128. 76 I'sr ael 147.237.72. 167 |i shuri maka. i of . i 9 =g Invalid segrent retransmssion. | 6
Ret ransni ssi on Packet dropped.
185. 120. 125. 42 147.237.76.86 |navy.idf.il drop SAMrule drop 6
217. 194. 206. 108|l srael 147.237. 72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5
185. 3. 144. 81 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
24.237.158.10 |Wited Sates 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
31.210. 186. 138 |l srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber nonitor |4
reaming BEngine: TCP Invali i i ssi
84.111. 2. 62 I srael 147.237.77. 243 ot e ior i1 | SAMNG Engine: TCP I nval i finvalid segnent retransnissi on drop 4
Ret ransni ssi on Packet dropped.
2.52.29.26 | srael 147.237.72. 156 |aman. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46.19. 85. 128 I srael 147.237. 77. 216 |dover. i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 4
176.12.154. 61 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 85. 133 I srael 147.237.72. 156 |aman. i df .i Bad TCP sequence Inval i d AGK nunber monitor |4
Sreaming Engine: TGP Invalid i i ssi
2.54.59. 196 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segrent retransmssion. | 3
Ret ransni ssi on Packet dropped.
46.19. 85. 138 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber monitor |3
Sreamng Engine: TCP Invalid i i ssi
46.19.85.128  |Israel 147.237.0.19 |madimatal .idf.il 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
195.200. 205.2 | srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g, 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
2.54.61. 95 I srael 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
46.19.86.119  |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g, 3
Ret r ansni ssi on Packet dr opped.
176.12.154.61 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 3
Sreaning Engine: TCP Invalid i i ssi
46.200.62.41  |Wkraine 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 3
Ret ransni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
82. 80. 196. 44 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi
40.77.167.34  |uwited Sates 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g ., 2
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 128 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber monitor |2
41.33.232. 66 Egypt 147. 237.77. 216 |dover.i of .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |monitor |2
212.25.106.78 |lIsrael 147.237.72. 166 |aka i df .i | Bad TCP sequence nonitor |2
5.22.135.98 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber monitor |2
Sreaning Engine: TCP Invalid i i ssi
66.249.78.146 |Wnited Sates 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 2
Ret ransni ssi on Packet dropped.
37.26.146.232 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
Sreaming Engine: TGP Invalid i i ssi
68.180. 229. 121 |lnited Sates 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segrent retransmssion. |, 2
Ret ransni ssi on Packet dropped.
46. 19. 85. 55 I srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |monitor 2
141.212. 122. 184|United Sates 147.237.0.19 |nadimatal.idf.il[SYN At tack SYN -> SYN-ACK -> RST rej ect 1
212.25.106.78 |lIsrael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber alert 1
5.29.56. 70 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber monitor |1
91.231.193. 150 |lsrael 147.237.77. 170 |maarachot. i of .il [Bad TCP sequence Inval i d ACK nunber alert 1
74.82.47.12 Lhited Sates 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
212.150.97.1 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber monitor |1
171. 25. 193. 132 |Sweden 147. 237. 77. 216 [dover.i df .i | Bad TCP sequence Inval id ACK nunber alert 1
83. 244. 36. 53 g‘ilcisgi':('ja” Territoryts 47. 237.77. 176 |natpash.icf.il - |Bl ock HTTP Non Conpl i ant Failed to handl e connection data [nonitor |1
212.25.106.78 [lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber noni t or
5.29.133.131 I srael 147.237.77. 176 |matpash.idf.il  |Bad TCP sequence Invalid ACK nunber alert 1
137.116.71. 170 |Wited Sates 147.237.76.197 le.himsh.idf.il |Geo-1 ocati on enf or cenent gﬁ?;'rggi'nfn I nbound drop 1
2.52.21.2 | srael 147.237.72. 166 |aka.i df.il Bad TCP sequence Inval i d ACK nunber noni t or 1
74.82.47.55 lhited Sates 147.237.8.50 |e.tikshw.idf.il [Geo-1ocation enforcenent Geo-| ocati on i nbound drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
2.54.131. 141 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Same Response Code (404) B ock 150
2.54.131. 141 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 144
176.12.154.39 |Israel 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock 80
77.127.220. 242 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 77.127.220. 242 |B ock 38
46.19. 85. 128 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 23
80.246.136.51 |[Israel 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock 20
212.199. 205. 68 |Israel 147.237.0.34 |tikshuv.idf.il ;22'\1%? ;(f);gg Same Response (pde (404) in Session from Bock |15
176.12.154.82 |Israel 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 3
85. 65. 127. 79 I srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 85. 65. 127. 79 B ock 3
80. 246. 136. 8 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
2.52.151. 24 I srael 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 2
176.12. 154. 161 |l srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 2
141.212.122. 177|Wnited Sates |147.237.77.19 |lawforumidf.il Unaut hori zed URL Access to 147.237.77.19/ Bl ock 1
41.239.187.186 |Egypt 147.237.77. 176 |mat pash. i df . i | Ostributed PHP At tenpt B ock 1
83.169.10.185  [Germany 147.237.77. 226 mfhamt 7 akad mu(tz:aorrr;itzzédak?} d?(i:(lajsshta?ed/ user cont r ol s/ header upper/ Bl ock !
212.5.158.167 |Rulgaria 147.237.77. 216 |dover . i df . i | PHP At t enpt B ock
68.180.228.112 |lhited Sates |[147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin vww i df . i|/1381- he/ dover. aspx |B ock
46. 19. 85. 176 | srael 147.237.76.42 |refuah.idf.il Abnormal |y Long Request net hod Bl ock 1
176.12.154.39  |Israel 147.237.0.19 |nadimatal .idf.il E;L?’;f;f;f‘l'%i \|’1 Ic;' f@gﬂ”;;gggﬁﬁ?;;ﬁﬁdef 1BtxtSreet in Bock |1
37.142. 226. 56 | srael 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to waw i df . il/1523- he/ dover. aspx. B ock 1
Unaut hori zed URL Access to
95. 86. 102. 88 I srael 147.237.76. 147 |chi nuch. aka. i df . il  |ww chi nuch. aka. i df . i | / &a=u&ved=0ahukewi | hkj 599r kahxgwxgkhw [Bl ock 1
x8baqgf ggenay&usg=af gj cned8i j yi zkxnvasyx7h7f | peuj j ow
217. 69. 133. 68 gz:;;”i o 147.237.72. 166 |aka. i df . i | m“;:;ri' jfeloi' Iﬁnﬁf‘jioﬁg doc. e/ ol Bock |1
185.27.219.21 |[iraqg 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wwidf.il/arr/ B ock 1
66. 249. 65. 246 | srael 147.237.0. 16 nlyl_ kosher -kravi..i df Uhaut hori zed URL Access to ww ny- kosher-kravi.idf.il/ B ock 1
157.55.39. 103 |lhited Sates |147.237.72.166 |aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock
41.239.187.186 |Egypt 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed URL Access to v cogat.idf.il/xnrpc. php B ock
Unknown Par anet er
84.94.42.42 I srael 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaPrint in None 1
ww aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
212.5.158.167 |BRilgaria 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df.il/xmrpc. php B ock
68.180.228. 112 |Wiited Sates |[147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin waw i df.il/1398-en/ dover. aspx |B ock
46.19. 85. 176 I srael 147.237.76.42 |refuah.idf.il Mal formed URL Bl ock 1
37.147.33. 61 gj:;;”i o 147.237.0.34 |tikshuv.idf.il \;Pjrwa’ﬁtghgp? d\fﬁ_(i"le}tr'rsgurgs‘ﬁr;fug/ f or um aspx Bock |1
109. 67. 52. 48 | srael 147.237.77.234|hal ag. i df . i | PHP Att enpt Bl ock 1
185.32.179.52  |Israel 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/nekudot/i ndex Bl ock 1
66.249.66.64 | srael 147. 237.77. 170 |maar achot . i df . i | ﬂ?”tzg‘;r ;27?(17;’7“) dl:(/:(;(iaslsestlol/ 111271, pet Bock |1
157.55.39. 168 |lhited Sates |147.237.77.216|dover.idf .il Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
2.54.25. 103 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx  |B ock
212.199. 205. 68 |[Israel 147.237.0.34 |tikshuv.idf.il Too Many 404: Response Code per Session B ock
68.180. 229. 239 [nited Sates |147.237.72. 166 |aka. i df . i | Mmm:vu;;;rii éfeﬂ I%npsi:l:eejiotr(;/ doc_ mr/ gener al . aspx Bock |1
46.19. 85. 176 I srael 147.237.76. 42 |refuah.idf.il Unknown HTTP Request Met hod 3e510j 45j cf k32zc in URL B ock
109. 67. 52. 48 | srael 147.237.77.234|hal ag. i df . i | Lhaut hori zed URL Access to waw | ogistics. atal.idf.il/xnrpc. php Bl ock
37.147.33.61 gz:;;”i o 147.237.0.34 |tikshuv.idf.il \;Psrwa’:?tkesrhﬁpie dx |0|| 7Irrloc():lnuIFe0; /“f”:) f'u'ng /o um asp Bock |1
81.218.179.41 [Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl el shared/ t ext. css B ock
185. 32.179. 231 |Israel 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock
66.249.66.67  |Israel 147. 237.77. 170 |maar achot . i df . i | ﬂ?”tzg‘;r '727'_3?7% d/:‘;‘;'fslzst/%/ 106183, pef Bock |1
46. 19. 85. 166 I srael 147.237.77. 216 |dover . i df . i | Mal formed URL B ock 1
85. 65. 127. 79 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod HEAD for wwy aka. i df .il/mai n/ sachar/ Bl ock 1
46.210. 192. 252 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1
176.12. 155.66 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
141.212.122. 177|wnited Sates [147.237.0.19 [nadimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock 1
37.147.33. 61 :3:;;’} o 147.237.0.34 |tikshuv.idf.il \z‘j‘rwafe;tgthle d}ﬁ_(i"l"’}téggull e foruns) for um aspx Bock |1
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