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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country Target Address Signature Device Action
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 10
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack f orward 2
66. 240. 219. 146 Lhited Sates 147.237. 76. 44 e.refuah.idf.il |Bock Wdp Al Nets drop 1
66. 240. 219. 146 Lhited Sates 147. 237.76. 86 navy.idf.il Block Udp All Nets drop 1
204. 42. 253. 2 Lhited Sates 147.237.76. 177 ncore.idf.il Bl ock Udp All _Nets drop 1
14. 215. 3. 53 Chi na 147.237.76. 177 ncore.idf.il Bl ock_Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address Atacker ’Target Address |Site Sgnature

Country
89. 216. 115. 8 147.237.77. 216 |dover . i df . i | gizs HITP: Suspi cious User-/Agent (WndowsNT) Wth No Separating g o 2
176. 9. 89. 106 Ger many 147.237.77. 176 |nat pash. i df . i 1]13248: HITP: Joonta JCE File Ul oad Renote Gode Execution Mul nerability [Bl ock 2
188. 165. 225. 121 |France 147.237.77. 216 |dover . i df . i | tﬁi?:e?;bm'; G\ Bash HTTP Header Renote Code Bxecution B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ‘Oountry Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
176. 9. 89. 106 147. 237.77. 176 |Ger many matpash.idf.il |Tehila - Perl LWP with fake user agent 2
79.176.161. 73  |147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
66.249.78.158 |147.237.72.166 |Uhited Sates |aka idf.il SER\/ER APAG_E_ Apache med_ss| non-SS. connection to SSL port 1

deni al of service attenpt

37.26.149.240 |147.237.0.19 |[Israel madi matal .idf.i |[ET SCAN Possible SSL Brute Force attack or Ste Gaw 1
209. 126. 116. 147|147.237.76. 44 |lhited Sates |erefuah.idf.il [ET SCAN NVAP -sS w ndow 1024 1
80.246. 136. 94  [147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
66.249.88.225 |[147.237.72.166|Whited Sates |aka idf.il portscan: TCP O stributed Portscan 1
46.120.29.168 [147.237.77.216 |l srael dover.idf.il portscan: TCP O stri buted Portscan 1
218.246.0. 97 147.237.76.31 |China nakchal .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
146. 0. 75. 114 147. 237. 77. 234 |Net her | ands hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
2.52.30.29 | srael 147.237.72. 166 |aka.i df .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 22
74. 6. 254. 127 Lhited Sates  [147.237.77. 216 [dover.idf.il Bl ock HITP Non Conpl i ant Failed to handl e connection data  [nonitor 13
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
46.19. 85. 111 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
Russi an o Sreaning Engine: TGP Invalid Invalid segnent retransnission.
141.8.132.112  [C e 147.237.72. 166 |aka.i df .i | Ret 1 ansmi Ssi on Packet dr opped. drop 6
Sreaning Engine: TGP Invalid i i SSi
80. 246. 139. 200 |Israel 147.237. 77. 243 |robi | e. i df . i | g =g nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
r N ine: TCP Invali i i SSi
80. 246. 140. 114 |l srael 147, 237.77. 243 |t e i o1 | €M NG Engi ne: TCP alid linvalid segnent retransnissi on drop 6
Ret ransmi ssi on Packet dr opped.
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
82.231.209.73 |France 147.237.77. 216 |dover.idf.il  |Bad TOP sequence SINAK retransmt with different Joo5iior s
w ndow scal e
37.26.149.173  |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence noni t or
188. 120. 148. 152|I srael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi
66.249.78.184 |lnited Sates |147.237.76. 200 |ei tan. aka i df.il 9 =g Inval i d segnent retransmssi on. drop 4
Ret ransmi ssi on Packet dr opped.
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4
r ing Bngine: TCP Invali i i SSi
77.126.87.178 |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransnissi on drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
176.12.155.80 |Israel 147. 237.72. 166 |aka i f .11 g =g Invalid segnent retransmssion. -y 3
Ret ransmi ssi on Packet dr opped.
r ing Bngine: TCP Invali i i SSi
31.168.27.195 | srael 147.237.77. 243 |t e iop i1 | SAMNG Engine: TP Invalid  finvalid segnent retransnissi on drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
77.126.168.6  |Israel 147.237.72. 166 |aka i f .11 g =g Invalid segnent retransmssion. -y 3
Ret ransmi ssi on Packet dr opped.
Russi an L Sreaning Engine: TP Invalid  |invalid segrent retransmission.
178.154.189.201(° "~ " 147.237.72. 166 |aka. i df .i | Ret 1 ansmi Ssi on Packet dr opped. drop 3
Sreaning Engine: TCP Invalid i i ssi
2.52.41. 233 I srael 147.237.76.86 |navy.idf.il g =g Invalid segnent retransmssion. -y 3
Ret ransmi ssi on Packet dr opped.
r ing BEngine: TCP Invali i i SSi
188. 120. 148. 148|i srael 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransnissi on drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
176.12. 155. 141 |Israel 147. 237.72. 166 |aka i f . i1 g =g Invalid segnent retransmssion. -y 3
Ret ransmi ssi on Packet dr opped.
2.52.30.29 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber alert 3
Sreaning Engine: TCP Invalid i i ssi
79.177.209. 180 |Israel 147. 237.72. 166 |aka. i f . i1 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
2.54. 20, 39 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
176.12. 155. 168 |l srael 147. 237. 72. 166 |aka. i of . i 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
2.52.30.29 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 3
r N ine: TCP Invali i i SSi
109. 65. 117. 232 |Israel 147. 237.72. 166 |aka i df . i | Streaming Engi ne: TCP alid invalid segnent retransnissi on drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi
79.181. 147. 191 |Israel 147.237.72. 166 |aka. i df . g =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TAP Invalid i i ssi
37.26.147.220 |israel 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dr opped.
2.52.30.29 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi
2.54. 159, 58 I'sr ael 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Russi an Co Streamng Engine: TCP Invalid Invalid segnent retransnission.
141.8.184.5 ration 147.237.72. 166 |aka.idf .il Ret 1 ansni ssi on Packet dr opped. drop 3
37.26.149.240 |l srael 147.237.0.19 |madimatal.idf.i|Bad TCP sequence alert 2
46.19. 85. 42 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or 2
37.26.149.240 |lsrael 147.237.0.19 |nadimatal.idf.i|Bad TCP sequence noni t or 2
31.210.186.85 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
. . SYNPAXK retransmit with different .
109. 64. 15. 98 | srael 147.237.72. 156 |anan. i df . il Bad TCP sequence vi ndow scal e noni t or 2
37.26.149.173 | srael 147.237.72. 166 |aka. i df .i dr op First packet isn't SYN drop 2
Sreaning Engine: TAP Invalid i i ssi
66.249.78.170 |tited Sates  |147.237.76. 200 |ei tan. aka i df. il 9 =g Inval i d segnent retransmssi on. drop 2
Ret ransmi ssi on Packet dr opped.
46. 19. 85. 216 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
37.26.149.173 |lIsrael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Invalid ACK nunber alert 2
Sreaning Engine: TCP Invalid i i ssi
66.249.78.177 |United Sates  |147.237.76. 200 |eitan. aka idf.il 9 =g Imvalid segnent retransmssion. g 2
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
157.55.2.128  |Wited Sates  |147.237. 76. 200 [ei tan. aka i df .il 9 =g Invalid segent retransmssion. drop 2
Ret ransmi ssi on Packet dropped.
37.26.149.173 |[Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nvalid ACK nunber noni t or 2
79.182.7.229 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
37.26.148.157 |Israel 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
176. 12. 155. 194 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
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A tacker

Attacker Address count ry Target Address |[Ste Signature

54.67.38.74 Lhited Sates |147.237.0.35 |akavs.idf.il drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
87.69. 1. 131 I srael 147.237.0.19 |madimatal .idf.i|/20 &Y of the Sane Response Cbde (404) in Session from B ock 117
87.69.1.131
87.69.1.131 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 104
2.54.191. 195 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 82
37.26.149.240 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 77
176.12.154. 91  |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 70
46. 19. 85. 193 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 12
176.12. 155. 116 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 11
87.69. 1. 131 I'srael 147.237.0.19 |nadimatal .idf.i [0 & Of the Sane Response Cbde (403) in Session from B ock 9
87.69. 1. 131

37.26.147.146 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
2.52.21.162 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
. . Unaut hori zed Met hod HEAD for
217.132. 122. 179|I srael 147.237.72. 166 |aka. i df . i | v aka. i o i 1/ gi yus/ nai | ot / ni kt Zoot / B ock 3
89.139.38.203 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19. 85. 135 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
176. 12. 155. 203 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 3
46. 19. 86. 218 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
2.54.0.57 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
89.139.38.203 [Israel 147.237.77.243|nobi | e.i df . i | Ml tipl e Unauthori zed URL Access from 89. 139. 38. 203 B ock 2
. . . Unhaut hori zed URL Access to
89.139. 38. 203 | srael 147.237.77. 243 nobi | e. i df . i | nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1362 B ock 2
198. 20. 69. 74 Lhited Sates 147.237.76.200|ei tan. aka. i df . i | |naut hori zed URL Access to 147.237. 76. 200/ B ock 1
89. 234. 68. 69 Ireland 147.237.72. 166 |aka. i df . i | Mil tipl e Whaut horized URL Access from 89. 234. 68. 69 Bl ock 1
. . Unaut hori zed Met hod HEAD for
77.127.220.242 |Israel 147.237.72. 166 |aka. i df . i | v aka. i o i |/ nai v gi yus/ general . aspx B ock 1
66. 249. 66. 25 I srael 147.237.77. 216 |dover.i df . i | Uhaut hori zed LRL Access to wa i df . il/newsitel hebrew main. asp Bl ock 1
141. 8. 132. 112 stﬁ::ﬂ on 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . i/ bamachane/ B ock 1
80. 246. 139. 200 |[Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
. . S Untraceabl e Gonnection - Protocol violation
66.249. 78. 158 |l srael 147.237.72. 166 |aka. i df . i | (SSL_OONN LI ENT HELLO) None 1
157. 55. 39. 74 Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
80. 246. 140. 114 |l srael 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Code Bl ock 1
176.12. 155. 180 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
66.249.78.177 |[Israel 147.237.76.200(ei tan. aka. i df . i | [Uhknown Paraneter SortDir in wa eitan. aka.idf.il/938-en/eitan aspx |None 1
157.55.39. 125 |lhited Sates 147.237.0.34 |tikshuv.idf.il |Suspicious Response Code B ock 1
68.180.228. 112 |lhited Sates 147.237.77.216|dover.i df .i | Paranet er Type M ol ation PageNumin vww idf.il/1779-he/ dover.aspx |B ock 1
. . Paraneter Read Qnly Molation in
5.29. 105. 231 I srael 147.237.72. 166 |aka. i df . i | wwv aka i of i |/ nai 1V sachar / egi strati onvi zar i regi st er. aspx None 1
172.10.120.91 |Uited Sates 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: pen Mbde None 1
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