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Top Attackers
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I 141. 8. 142.50
M 141.8.132. 34
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M 141.8.142.76
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
141. 8. 184. 29 Russi an Federation 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 659
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 10
88.162.171.172 Fance 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 5
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack forward 4
115. 236. 67. 147 Chi na 147.237.76. 196 e.sviva.idf.il JLM Under Attack Con_Tcp drop 2
200. 86. 119. 192 Gile 147.237.76. 199 e. nakchal .idf.il ock Wdp Al _Nets drop 1
66. 249. 78. 79 | srael 147.237.77. 233 atal.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
200. 86. 119. 192 Gile 147.237.76. 200 eitan.aka.idf.il |B ock Udp All Nets drop 1
85. 25. 43. 94 Ger nany 147.237. 76. 202 e halag.idf.il B ock Wp Al Nets drop 1
200. 86. 119. 192 Ghile 147.237.76. 196 e.svivaidf.il Bl ock_Udp Al Nets drop 1
204. 42. 253. 2 Lhited Sates 147.237.76. 147 chinuch. aka.idf.il|B ock Udp All Nets drop 1
200. 86. 119. 192 Gile 147.237.76. 197 e. hinush.idf.il ock Wdp Al _Nets drop 1

5. 255. 253. 30 Russi an Federation 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qunt ry Target Address |Site |Sgnat ure Devi ce Action |Count
188. 165. 15. 49 France 147. 237.72. 166 aka.idf.il 228: HTTP.  AhrefBot craw er B ock 1
188. 165. 15. 59 France 147.237. 76. 86 navy.idf.il |28 HITP. AnrefBot craw er Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

Federation

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 78. 82 147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 2
104. 128. 144. 131|147. 237. 77. 61 |Canada e.cogat.idf.il |ET SCAN NVAP -f -sS 1
91.201.236. 113 |147.237.77. 121 |krai ne e.navy.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
37.200.225.36 |147.237.72. 156 |Oman aman.idf.il ET SCAN NVAP -sS wi ndow 1024 1
198. 20. 69. 74 147. 237.76. 200 |Lnited Sates eitan.aka.idf.il [ET DROP Dshield B ock Listed Source 1
196. 47.173.21 |147.237.8.45 |Qte Dlvoire eetanidf.il |ET SCAN NVAP -sS w ndow 1024 1
193.201. 227. 84 [147.237.0.19 |Wkraine nadi matal .idf.i |[ET SCAN Potential SSH Scan 1
145.255.2.133  |147.237.77. 212 23::;'}0'1 e.dover.idf.il |ET SCAN Potential SSH Scan 1
104. 128. 144. 131|147. 237. 77. 61 |Canada e.cogat.idf.il |ET SCAN NVAP -sS w ndow 2048 1
91. 201. 236. 113 |147. 237. 77. 121 |krai ne e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
208.67.1.2 147.237.76.30 |Lnited Sates hi nush. i of . i | ET SCAN Potential SSH Scan 1
196.47.173.21 |147.237.8.45 |te Dlvoire eeitanidf.il |ET SCAN NVAP -sS w ndow 3072 1
189. 167. 47. 240 |147.237. 77. 216 [Mexi co dover it il | VER APACHE Apache nod_ss| non-SS. connection to SS. port 1
deni al of service attenpt
145.255.1.5 147. 237. 77. 205 |Ussi an prishaidf.il [ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Addr ess ‘S‘te ‘Signature
88.162.171. 172 |Fance 147.237.77.74 |lawidf.il |dr op First packet isn't SN drop 18343
88.162.171. 172 |Rance 147.237.77.233|ata .idf.il [drop Frst packet isn't SYN drop 4178
88.162. 171. 172 |Fance 147.237.77.74 |lawidf.il |dr op drop 150
130. 193.50. 7 Russi an Federation 147.237.77.74 |lawidf.il |dr op First packet isn't SN drop 46
93.158.152. 46  |Russi an Federation 147.237.77.74 |lawidf.il [drop Frst packet isn't SYN drop 40
130. 193.50. 33  |Russi an Federation 147.237.77.74 |lawidf.il |[drop Frst packet isn't SYN drop 39
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.i df .il [dr op SAMrul e drop 36
141.8.142.50 Russi an Federati on 147.237.77.74 |lawidf.il [drop Frst packet isn't SYN drop 31
88.162.171. 172 |France 147.237.77.74 [lawidf.il [Bad TCP sequence Invalid ACK nunber alert 20
88.162. 171. 172 |Fance 147.237.77.74 |lawidf.il |(Bad TCP sequence Invalid ACK nunber noni t or 20
141.8.132. 34 Russi an Federati on 147.237.77.74 |lawidf.il [drop Frst packet isn't SYN drop 18
141.8.132. 71 Russi an Federation 147.237.77.74 |lawidf.il [drop Frst packet isn't SYN drop 16
141.8.142. 76 Russi an Federation 147.237.77.74 |lawidf.il |dr op First packet isn't SYN drop 16
93.158.152. 14  |Russi an Federation 147.237.77.74 |lawidf.il [drop Frst packet isn't SYN drop 16
88.162. 171. 172 |France 147.237.77.74 |lawidf.il |drop g;xgrwssﬂ g)‘(’;;cts;"\' packet - 14 op 16
130.193.51.29 |Russi an Federation 147.237.77.74 |lawidf.il |dr op First packet isn't SN drop 14
5. 255. 253. 80 Russi an Federation 147.237.77.74 |lawidf.il [drop First packet isn't SYN drop 14
93.158.152. 75 |Russi an Federation 147.237.77.74 |lanidf.il |[drop First packet isn't SYN drop 12
93. 158. 152. 5 Russi an Federation 147.237.77.74 |lawidf.il |dr op First packet isn't SN drop 12
178.154. 189. 26 |Russi an Federation 147.237.77.74 |lawidf.il [drop First packet isn't SYN drop 12
93.158.152. 44  |Russi an Federation 147.237.77.74 |lanidf.il |[drop First packet isn't SYN drop 12
5.255.253. 103  |Russi an Federation 147.237.77.74 |lawidf.il |dr op First packet isn't SN drop 11
141.8.183.1 Russi an Federation 147.237.77.74 |lawidf.il [drop First packet isn't SYN drop 11
141. 8. 184. 29 Russi an Federation 147.237.77.74 |lanidf.il |[drop First packet isn't SYN drop 11
5. 255. 253. 30 Russi an Federation 147.237.77.74 |lawidf.il |dr op First packet isn't SN drop 11
93.158.152. 64  |Russi an Federation 147.237.77.74 |lawidf.il [drop First packet isn't SYN drop 11
141. 8. 132. 52 Russi an Federation 147.237.77.74 |lanidf.il |[drop First packet isn't SYN drop 10
93. 158. 152. 53 Russi an Federation 147.237.77.74 |lawidf.il |dr op First packet isn't SN drop 10

! .. |Streamng Engi ne: TCP Invalid segnent retransnission.
66. 249. 66. 39 Lhited Sates 147.237.77. 234 |hal ag.idf .il Inval i d Ig%t rgnsrril ssi on Packet dre(?pped. drop 10
5. 255. 253. 24 Russi an Federation 147.237.77.74 |lanidf.il |[drop Frst packet isn't SN drop 10
130. 193. 37.18 |Russi an Federation 147.237.77.74 |lawidf.il [drop Frst packet isn't SYN drop 10

i . |Stream ng Engi ne: TCP Inval i nt retransnissi on.
66.249.66.42  |lited Sates 147.237.77. 234 [malag i1 | ° % SEtrgnsnh <si on Pdcak]etd;eggged. etransmssi o drop 10
141.8.142. 12 Russi an Federation 147.237.77.74 |lawidf.il |dr op First packet isn't SN drop 10
5.255. 253. 124  |Russi an Federation 147.237.77.74 |lawidf.il [drop First packet isn't SYN drop 10
93.158.152. 47  |Russi an Federation 147.237.77.74 |lanidf.il |[drop First packet isn't SYN drop 9
5. 255. 253. 82 Russi an Federation 147.237.77.74 |lawidf.il |dr op First packet isn't SN drop 9
130.193.51.17 |Russi an Federation 147.237.77.74 |lawidf.il [drop First packet isn't SYN drop 9
5. 255. 253. 86 Russi an Federation 147.237.77.74 |lanidf.il |[drop First packet isn't SYN drop 8
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 8
46.217. 14. 172 Y“'ﬁ;ﬁgf;ia&egfﬁ iiororfmr 147. 237.77. 216 |dover. i df . i 1|dr op First packet isn't SIN drop 7
188. 120. 148. 137l srael 147.237.72. 166 |aka i i1 | €M NG Engi ne: TCP Invalid segnent retransmssion. |, o, 6

Inval i d Retransnissi on Packet dr opped.
2.54.138.36 I srael 147, 237. 77, 243 |noti 1 e, i o [ T €2M NG Engi ne: TGP Invalid segnent retransmssion. | 6
Inval i d Retransnission Packet dropped.

41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il[Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor |6
68.180.231.40 |lhited Sates 147.237.77.74 |lawidf.il [drop Frst packet isn't SYN drop

_ .. |Streamng Engi ne: TCP Inval i d segnent retransnission.
66. 249. 66. 45 Lhited Sates 147.237.77. 234 |hal ag.idf .il I'nval i d g?,t I’agnsn‘il ssi on Packet drec?pped. drop 6
176. 14. 95. 223  |Russi an Federation 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop
130.193.51.26 |Russian Federation 147.237.77.74 |lawidf.il [drop First packet isn't SYN drop
2.54.191. 103 | srael 147.237.72. 166 |aka.idf.il |[SYN At ack SYN -> SYN-ACK -> RST rej ect 4

) .. |Sreamng Engi ne: TCP Invalid segnent retransnission.
66.249.78. 161 |Wnited Sates 147.237.76.86 frewy.idh.il | % Igat rzgnsrr'n <si on Prokot dregpped_ drop 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il[Bl ock HTTP Non Conpl i ant Failed to handl e connection data [nonitor |4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 101 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 90
. . . Too Many of the Same Response Code (404) in Session from

212.179. 134. 162l srael 147.237.0.34 |tikshuv.idf.il 212,179 134. 162 Bl ock 4
80.246.136.99 |Israel 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 3
188. 143. 232. 13 R‘Sf;:t”i o 147.237.76.86 |navy.idf.il Mil tipl e Wnauthorized URL Access from 188.143.232. 13 Bl ock 2
88.162.171.172 |France 147.237.77. 216 |dover.idf.il Ml tipl e Unaut horized URL Access from 88. 162. 171. 172 B ock 2
188. 143, 232. 24 R‘SIS:;”i o 147.237.77. 234 |hal ag. i df . i | Mil ti pl e Wnauthorized URL Access from 188. 143. 232, 24 Bl ock 2
189. 167. 47. 240 |Mexi co 147.237.77. 216 |dover . i df . i | Mitiple Untraceabl e S3. Sessions from 189. 167. 47. 240 (Protocol 1

viol ation (SSL_OONN APPLI CATI ON DATA EXCHANGE))

. . Uhaut hori zed URL Access to
66.249.65. 115 | sr ael 147.237.76.42 [refuah.idf.il 147.237.76. 42/ shared/ cl i ent scripts/jquery/jquery-1.4.2.mn.js B ock !

Russi an

176. 14. 95. 223 erati on 147.237.77.216|dover. i df . il D stributed Unauthori zed URL Access on 147.237.77. 216/ B ock 1
88.162.171. 172 |France 147.237.76.200|ei tan. aka. i df . i | Mil tipl e Wnaut hori zed URL Access from 88.162. 171. 172 B ock 1
] . . Paraneter Type M ol ati on PageNumin

68.180.228.112 |lhited Sates [147.237.77.216|dover.idf.il v i df i 1/ 1380- he/ dover . aspx B ock 1

40.77.167. 33 Lhited Sates [147.237.72.166|aka.idf .il Unknown Paraneter catid in aka.idf.il/neguriniskira/ default.asp None 1

185. 3. 135. 42 Sweden 147.237.77.216|dover. i df . il D stributed Uhaut hori zed UR. Access on 147.237.77. 216/ B ock 1

98. 143. 148. 107 |Wnited Sates [147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ check B ock 1

85.10.210.199 |Ger many 147.237.77. 216 |dover.i df . il D stributed Unauthori zed URL Access on 147. 237.77. 216/ B ock 1

189. 167. 47. 240 |Mexi co 147.237.77.216|dover.idf . il S Unhtraceabl e Gonnection - Hearthl eed Attack None 1

66. 249. 66. 25 I srael 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to wawidf.il/error.htm B ock 1

177. 154. 145. 101 |Brazil 147.237.77.216|dover.idf . il D stributed Unauthorized URL Access on 147.237.77. 216/ B ock 1

2.54.158. 253 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
. . Unhaut hori zed URL Access to

88.162.171. 172 [France 147.287.77. 176 |nat pash. idf.il WA cogat . i df. i1/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !

73.219.221.183 |Wited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on 147.237. 77. 216/ B ock 1
) . . Unhaut hori zed URL Access to

174.129. 237. 157 |thited Sates  [147.237.76.86 [navy.idf.il v nawy. | df i |/ tenpl at es/ shar ed/ user cont ol s/ header upper / Bl ock 1
Uhaut hori zed URL Access to

88.162.171.172 |France 147.237.0.15 |kosher-kravi.idf.il |wwkosher-kravi.idf.il/tenplates/shared/ usercontrol s/ header upper |B ock 1

/
. . . S3. Lhtraceabl e nnection - Protocol violation
189. 167. 47. 240 |Mexi co 147.237.77.216|dover.idf . il (SSL_CONN_ APPLI CATI ON_DATA_EXCHANGE) None 1

Uhaut hori zed URL Access to

66.249.78. 236 | sr ael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ shared/ cl i ent scri pt s/ sa swfobj ect.js Bl ock !
5.22.129.128  |israel 147.237.72. 166 |aka. i df . i | llegal Byte Code Character in LR /main/kapatz//res B ock 1
our ces/ i nages/ i nner page/ goback. gi f
178. 162. 205. 26 |Ger nany 147.237.77. 216 |dover.idf .l Distributed Unaut hori zed URL Access on 147.237.77. 216/ B ock 1
74.82.47.2 Uited Sates [147.237.77.216|dover.idf.il D stributed Whaut hori zed UR. Access on 147.237.77. 216/ B ock 1
. . Uhaut hori zed URL Access to
46. 116. 54. 227 |Israel 147.237.77.234|hal ag. i df . i | 147.237. 77, 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
188. 143. 232. 13 RJF Sﬁ::ﬂ on 147.237.76.86 |[navy.idf.il Uhaut hori zed URL Access to www navy. i df .i1/900- he/ B ock 1
176.12. 154.66 |l srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/1134-he/ atal . aspx  [B ock 1
88.162.171. 172 |France 147.237.76.86 |[navy.idf.il Ml tipl e Unaut horized URL Access from 88, 162. 171. 172 B ock
192.173.144.3 |uhited Sates [147.237.77.216|dover.idf . il Uhaut hori zed URL Access to 147.237.77.216/ B ock
. . Uhaut hori zed URL Access to
66.249.78.242 |[Israel 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ shared/ ol | ent scri pts/ Ui /i . dat epi cker | s B ock 1
5.22.129. 128 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in URL fromb5. 22. 129. 128 B ock
178. 162. 209. 232|Ger many 147.237.77. 216 |dover.i df . il D stributed Waut hori zed URL Access on 147.237.77. 216/ Bl ock
WWW. chamat z. aka. i d Uhaut hori zed URL Access to
88.162.171. 172 |Fance 147.237.77. 226 £ |. ’ ) wan chanat z. aka. i df . i1/t enpl at es/ shar ed/ user cont r ol s/ header upper |Bl ock 1
- /
. . Uhaut hori zed URL Access to
66.249.65.112 [Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ styl ef shar ed/ | ayout dev. css Bl ock 1
176. 12. 155. 187 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mode None 1
. . Uhaut hori zed URL Access to
88.162. 171. 172 |France 147.237.76.86 navy. | df.il WA navy. i df . i1 /tenpl at es/ shar ed/ user cont r ol s/ header upper/ B ock !
212.179. 134. 162l srael 147.237.0.34 |tikshuv.idf.il Too Many 404: Response Code per Session B ock 1
; . i Unhaut hori zed Met hod HEAD f or
68. 37. 43. 82 Uhited Sates |[147.237.72.166|aka.idf .il v aka. i o i |/ nai v sachar / tf asi m aspx B ock 1
5. 255. 253. 78 RJF Sﬁ::ﬂ on 147.237.77.216|dover.i df . il Lhaut hori zed URL Access to vww i df.il/1294-en/vwwn i df.il/english B ock 1
180. 76. 15. 14 Chi na 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/list7. htm B ock 1
88.162.171.172 |France 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 88.162. 171. 172 B ock
84.177.12.104 |Ger many 147.237.77. 216 |dover.i df . il D stributed Unauthorized URL Access on 147.237.77. 216/ B ock
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