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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
183. 60. 48. 25 Chi na 147.237. 76. 147 chinuch.aka.idf.il |JLM Under Attack Con_Tcp drop 2
115. 239. 228. 10 Chi na 147.237. 76. 38 eeneitav.idf.il JLM Under Attack Con Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count

166. 63. 123. 145 Lhited Sates 147. 237.72. 166 aka.idf.il [22280: HITP. Joomha Qbject Injection Wi nerability Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
183. 60. 48. 25 147.237.76.86 |[China navy. i df.il ET SCAN Potential VNC Scan 5900- 5920 1
175.6.228.149 |147.237.77. 176 |Chi na mat pash. i df .i | ET SCAN Rapi d PGP3 Gonnections - Possible Brute Force Attack 1
104. 168.133. 63 [147.237.0.16 |lhited Sates |ny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
920,134, 123. 11 |147. 237. 76. 30 |Tai van hivmsh i df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
209. 126. 116. 147|147. 237. 76. 202 |Lhited Sates |e.halag.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 197 [Chi na e. hinush. i df .il ET SCAN Potential WNC Scan 5900- 5920 1
183. 60. 48. 25 147. 237. 76. 148 [Chi na ggcenter. aka. i df il ET SCAN Potential VNC Scan 5900- 5920 1
183. 60. 48. 25 147.237.76.30 |China hi nush. i df . i | ET SCAN Potential WNC Scan 5900- 5920 1
104. 168. 133. 63 [147.237.0.33 |Lhited Sates [idf.il ET SCAN NVAP -sS wi ndow 1024 1
218. 246. 0. 97 147. 237. 77. 227 |Chi na e. hamaz. i df .il ET SCAN NVAP -sS w ndow 1024 1
209. 126. 116. 147|147. 237. 76. 177 |Whited Sates |ncore.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 198 [Chi na e.yohal an.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
183. 60. 48. 25 147. 237. 76. 196 |Chi na e sviva.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
176.12. 154. 199 |Israel 147. 237.76. 200 |6 tan. aka i .11 | €M ng Eng! ne: T Invalid invlid segnent retransnission drop 84
Ret ransm ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
93.173.186.56 |Israel 147. 237. 72. 166 |aka.i of . i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 13
212.143.142.56 |l srael 147.237. 77. 216 |dover.idf .i | drop First packet isn't SWN drop
41. 33.232. 66 Egypt 147. 237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [nonitor
176. 14. 95. 223 g;z:;nl on 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
195. 34.150. 18  |Austria 147.237.77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
91.200.12. 106 |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop
190. 53. 241. 210 |Hondur as 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
2.54.18.110  |Israel 147.237.72. 166 |aka.i df .i Streamng Engi ne: TCP Invalid invalid segnent retransmssion. |y 3
Ret ransm ssi on Packet dropped.
74.122.198.101 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
188. 209. 52. 109 |Ronani a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
190. 53. 241. 210 |Hondur as 147.237. 77. 216 [dover.idf . i Bad TCP sequence Inval i d ACK nunber noni t or
190.53. 241, 210 |Hondur as 147. 237.72. 166 |aka. i f . Bad TCP sequence mﬁsgz’mmt wthditterent | onitor |2
190. 53. 241. 210 [Hondur as 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
50. 7. 124. 238 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
190. 53. 241. 210 |Hondur as 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence nonitor |2
5.29.78.38 | srael 147.237.0.34 |tikshuv.idf.il drop First packet isn't SN drop 2
54.151.42.39  |thited Sates  [147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |2
101. 226. 169. 197|Chi na 147.237. 72. 166 |aka. i df . | Bad TCP sequence I'nval i d ACK nunber nonitor |2
190. 53. 241. 210 |[Hondur as 147.237.77. 216 |dover. i of .i| Bad TCP sequence I'nval i d AGK nunber alert 1
178.43.109.66 |Pol and 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 194|Wtnited Sates [147.237.0.19 |nadimatal.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
101. 226. 169. 197 |Chi na 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
74.82.47. 16 Whited Sates  [147.237.77.205 |prisha.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 204|Wnited Sates  [147.237.76.44 |erefuanidf.il  |Geo-1ocation enfor cenent éﬁfolrzgfr;'nfn  nbound drop 1
136. 243. 154. 100|Ger nany 147. 237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [noni tor 1
217.23.7.25 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
184.105. 139. 123|Whited Sates  [147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 195|thited Sates [147.237.0.19 [nedimatal.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
118. 173. 219. 126 |Thai | and 147. 237. 72. 166 |aka.i of . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
208.67.1.2 Wited Sates [147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.32 Lhited Sates  [147.237.76. 147 [chinuch. aka.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.8.132.78 g;z:;nl on 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
184.105. 139. 123|Wnited Sates  [147.237. 76. 199 [e. nakchal .idf il |Geo-1 ocat i on enf or cenent ﬁ?;'rggiinfn I nbound drop 1
141.212.122. 199|Wnited Sates  [147.237.8.24 |elifestyle.idf.il |Geo-1ocation enfor cenent Sﬁfo'rggi;'mo” i nbound drop 1
123.125.71.50 |China 147.237.77.74 |lawidf.il drop First packet isn't SN drop 1
74.82. 47.51 lLhited Sates [147.237.8.14 [e.orchot.idf.il  |Geo-1ocation enf or cenent gﬁ?olrggi'mo” i nbound drop 1
141.212.122. 187|Wited Sates  |147.237.72. 167 |ishurimaka idf.il [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
101. 226. 169. 197|Chi na 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber alert 1
190. 53. 241. 210 |Hondur as 147. 237. 77. 216 |dover i df . Bad TCP sequence mﬁsgz’mmt wthdifterent | onitor |1
184. 105. 247. 220|nited Sates  |147.237.76.39 [nobile neitav.idf.i|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 200|Wited Sates |147.237.8.24 |elifestyleidf.il [Geo-1ocation enf or cenent gﬁ?olrggi'mo” i nbound drop 1
123.125.71.50 |China 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1
216.218. 206. 74 |lhited Sates 147.237.77.19 [lawforumidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82. 47. 60 Lhited Sates [147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
5.29.78.38 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 1
178.43.109.66 |Poland 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
141.212.122. 188|thited Sates  |147.237.72. 167 [ishurimaka.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
194.72.238.241 |United Ki ngdom|147.237.77. 216 |dover.idf.il Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data |nonitor 1




02-03-2016-05:04:08 to 02-03-2016-06:04:08

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
166. 63. 123. 145 |Lhited Sates 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 4
166. 63. 123. 145 |lhited Sates 147.237.72. 166 |aka. i df . i | Mil tipl e Unhauthori zed URL Access from 166. 63. 123. 145 B ock 2
188. 143. 232. 41 F“SS;:I”ion 147.237.76.30 |hi nush. i df . il Mil ti pl e Unaut horized URL Access from 188. 143, 232, 41 B ock 2
166. 63. 123. 145 |lhited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/xnirpc. php B ock 2
46.120. 56. 26 I srael 147.237.0.19 |nmadi matal . i df.il|Suspicious Response Code B ock 2
190. 53. 241. 210 |Hondur as 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to v i df.il/mai n/ hone/ def aul t. aspx Bl ock 2
73.219.221.183 |lnited Sates 147.237.77.216|dover. i df . il D stributed Uaut hori zed URL Access on 147.237.77. 216/ B ock 1
176. 14. 95. 223 RJSf;:I”ion 147.237.77. 216 |dover . i df . i | Distributed Uhaut horized URL Access on 147.237. 77. 216/ B ock 1
85.10.210. 199  |Ger nany 147.237.77.216|dover. i df . il Distributed Unaut hori zed URL Access on 147.237. 77. 216/ B ock 1
66.249.78.240 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
192.173.144.3 |Uited Sates 147.237.77. 216 |dover.idf.il D stributed Waut hori zed URL Access on 147.237.77. 216/ B ock 1
158. 69. 214. 111 |Uhited Sates 147.237.77.216|dover. i df . il D stributed Wauthori zed URL Access on 147.237.77. 216/ B ock 1
79.103.93.228 [Geece 147.237.77.74 |lawidf .il PHP At t enpt B ock 1
5.153. 233. 42 Sweden 147.237.77. 216 |dover.idf.il D stributed Waut hori zed URL Access on 147.237.77. 216/ B ock 1
178. 162. 205. 26 |Ger many 147.237.77. 216 |dover.i df . il D stributed Waut hori zed URL Access on 147.237.77. 216/ Bl ock 1
85.17.31.120 Net her | ands 147.237.77.216|dover . i df . il D stributed Wauthorized URL Access on 147.237.77. 216/ B ock 1
: . . . Unaut hori zed URL Access to
68.180. 228. 109 |[Lhited Sates 147.237.0.34 |tikshuv.idf.il vown ti kshuv. i df .|/ shar ed/ user cont r ol s/ header upper / Bl ock 1
194.72.238. 241 |United Ki ngdom [147.237.77.216|dover.idf.il Unhaut hori zed URL Access to / B ock
79.103.93.228 |G eece 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw | aw i df.il/xmrpc. php B ock 1
. . . Unaut hori zed URL Access to
8377 % tited Sates  |147.287.77. 216 dover. Tdf. 11 |,yuidr.i1/engli shi usg=al kj r hhgunj h- b6i bexhaf wakf xhzuunt g H ock !
180. 76. 15. 141 |China 147.237.72. 156 |anman. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/robots. txt B ock 1
118. 173. 219. 126|Thai | and 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
68.180.230.29 [tnited Sates  [147.237.77.176|natpash.idf .|  |T2rareter Type olation Pagehumin Bl ock 1
W cogat . i df . i | / 1043- he/ cogat . aspx
207.244.70.35 [lnited Sates 147.237.77.216|dover.idf.il D stributed Waut hori zed URL Access on 147.237.77. 216/ B ock 1
83.130.101.82 |Israel 147.237.72. 166 |aka. i df . i | thknown Paramet er __V1 EVETATEENCRYPTED i n None 1
wawn aka. i df . i |/ mai n/ sachar/ nai | box. aspx
23.92.219. 68 Lhited Sates 147.237.77. 216 |dover . i df . il D stributed Wauthorized URL Access on 147.237.77. 216/ B ock
141.212.122. 177 |Wnited Sates 147.237.72. 167 |i shuri maka. i df . i|unaut hori zed URL Access to 147.237.72. 167/ B ock
68.180.230.29 |United Sates  [147.237.77.176|matpash.idf.i| [T ameter Type Molation Pagelmin B ock 1
Wy cogat . i df . i | /901-ar/ cogat . aspx
212.21.66.6 Ger many 147.237.77.216|dover.idf.il Distributed Unauthori zed URL Access on 147.237.77. 216/ B ock
84.177.12.104 |Ger many 147.237.77. 216 |dover.i df . il Distributed Unauthorized URL Access on 147.237.77. 216/ B ock
157. 55. 39. 38 Lhited Sates 147.237.72. 156 [aman. i df . i | D stributed Whaut hori zed URL Access on list.ips.gov.il/robots. txt Bl ock 1
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