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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack drop 4
192.118. 64. 213 | srael 147.237.72. 167 ishurimaka.idf.il Bl ock_Udp All _Nets drop 3
185. 35. 62. 239 S tzerl and 147.237. 76. 44 e refuah.idf.il Bl ock Wp Al Nets drop 1
142.54. 160. 210 Lhited Sates 147.237.77. 226 wan chamat z. aka. i df . i | bl ock-sp-traf 1 drop 1
185. 35. 62. 149 Sii t zerl and 147.237. 76. 196 e.svivaidf.il Bl ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnat ure Devi ce Action |Oount
176.97. 116. 136 Wkrai ne 147.237.77. 233 atal.idf.il |Cl08 HITP. Trying to locate existing FQ<editor B ock 2
188. 165. 15. 132 France 147.237.77. 216 dover.idf.il |28 HITP AnrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

of

66.249. 78.134  |147.237.76.30 |Uhited Sates  |hinush.idf.il ET SCAN NVAP -sA (2) 168
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249.78.216 [147.237.77.243|Wited Sates  [nobile.idf.il ET SCAN NVAP -sA (2) 2
89.248.174.81 |147.237.8.46 |Netherlands e.chinuch.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
210.93.50. 130 |147.237.72. 156 ok‘f’rea RepubliC o icf i1 ET SCAN NVAP -f -sS 1
88.249.106.23 |147.237.8.28 |Turkey e. nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
209. 126. 116. 147|147. 237. 77. 216 |Lhited Sates dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
145.255.2.133  |147.237.0. 17 ?éj::;’}m mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
89.248.174.81 |147.237.76. 201 |Net her | ands eatal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
89.248.174.81 |147.237.76. 196 |Net her | ands e.sviva.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
218. 1. 31.135 147.237.0.200 |China mdu. i df il ET SCAN Potential SSH Scan 1
89.248.174.81 |147.237.76. 44 |Netherlands e.refuah.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
218.1.31.135 147.237.0.33 |[China idf.il ET SCAN Potential SSH Scan 1
89.248.174.81 |147.237.76.39 |Netherlands nobi | e. neitav.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
210.93.50.130 |147. 237.72. 156 okfrea’ Republ i C o a1 ET SCAN NVAP -sS wi ndow 1024 1
89.248.174.81 |147.237.8.28 |Netherlands e.nobi | e-ks.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
209. 126. 116. 147|147. 237. 77. 226 |Lhited Sates vy chamat z. aka. i df.il  |[ET SCAN NVAP -sS w ndow 1024 1
209. 126. 116. 147|147. 237. 77. 121 |Lhited Sates e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
145.255.2.133  |147.237.0.34 |USSian tikshuv. i df.il ET SCAN Potential SSH Scan 1
Feder at i on
111 91 63.222  |147 237 76.30 lindia hivmsh i df i ET SCAN Behavi oral Lhusual |y fast inbound Tel net 1
. . . . . . I | .| | . .
Gonnections, Potential Scan or Brute Force
89.248.174.81 |147. 237. 76. 198 |Net her | ands e.yohal an.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
218. 246. 0. 97 147. 237. 76. 86 |Chi na navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
89.248.174.81 |147.237.76. 177 |Net her | ands ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
218. 1. 31. 135 147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
89.248.174.81 |147.237.76.42 |Netherlands refuah.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
210.93.50.130 |147. 237. 72. 156 |FO'6® ReRUDIIC | idF i1 ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address ‘S te ‘Signature
54. 244, 22. 103 Lhited Sates 147.237.0.34 |tikshuv.idf.il |dr op Frst packet isn't SN drop 72
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il  |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
63.143.201. 104 |lhited Sates 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il  |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
31.210. 187. 157 |lsrael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Inval id ACK nunber noni t or 4
176.12.154.21 |Israel 147.237.77. 243 |rbi e i1 | SN Engine: TCP Invalid  Jinvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
129.64.150.139 |lhited Sates  |147.237.77. 216 |dover.icf.il  |Bad TCP sequence mﬁsg reansm wthdifferent | oitor |3
130.193. 37. 16 g;z::t”ion 147.237.0.34  |tikshwv.idf.il 2}: ?ZTS'E Sliqig(;:e: T Invalid 'Pg‘éf;td dsreggge”; retransnssi on drop 3
75.149.194.90 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
40.77.167.35  |Uited Sates  |147.237. 72, 166 |aka iar.i1 || SAM NG Engine: TP Invalid  imvalid segnent retransnissi on drop 2
Ret r ansm ssi on Packet dr opped.
84.228.108.212 |Israel 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN- ACK -> Ti meout alert 1
185. 100. 85. 191 147.237.77. 216 |dover.idf.il |Drectory Traversal directory traversal overflow noni t or 1
98. 140. 61. 66 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
61. 135.190. 71 Chi na 147.237.0. 35 akavs.idf.il dr op drop 1
198.1.101.123 |Wnited Sates  |147.237.77.176|matpash.idf.il |Bl ock HTTP Non Conpli ant Fai |l ed to handl e connection data noni t or 1
141.212.122. 198|lnited Sates  |147.237.76. 199 |e. nakchal .i df .i|Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent [drop 1
84.228.108.212 |Israel 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN- ACK -> Ti meout rej ect 1
216.218. 206. 106|Lhited Sates 147.237.76.31 |nakchal .idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 1
188. 120. 148. 197|l sr ael 147.237.76.30 |hinush.idf.il [Bad TCP sequence I'nval i d ACK nunber noni t or 1
123.125.71.32 |China 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 1
61.135.190.197 |[China 147.237.0. 33 idf.il dr op drop 1
24.228.64.79 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
208.109.97.62 |lhited Sates 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
141.212.122. 199|Uhited Sates  |147.237.76. 199 |e. nakchal .i df .i|Geo- | ocat i on enf or cenent Geo-l ocation i nbound enf orcenent |drop 1
84.228.108. 212 |Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SAae e r:‘nsm wthdifferent | onitor |1
50. 150. 50. 153 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
123.125.71. 32 Chi na 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 1
209. 126. 116. 147|nited Sates  [147.237.77.121|e.navy.idf.il [Geo-| ocati on enfor cenent Geo-| ocati on inbound enf orcenent [drop 1
86. 44.122. 147 Irel and 147.237.77. 176 |matpash.idf.i1 |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
197.231.221. 211 |Li beria 147.237.77. 216 |dover.idf.il |Orectory Traversal directory traversal overflow moni t or 1
209. 126. 116. 147|lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
185. 36. 100. 145 é{ng(r;yrmus 147.237.77. 216 |dover.idf.il |Drectory Traversal directory traversa overflow noni t or 1
91. 207. 60. 66 Wrai ne 147.237.72. 217 |e.idf i Geo- | ocati on enf or cenent Geo-l ocati on inbound enf or cenent [drop
54.244.22.103 |lhited Sates 147.237.77. 233 |atal .idf.il drop First packet isn't SYN drop
198.1.101.123 |Whited Sates  |147.237.77.74 (lawidf.il Bl ock HTTP Non Gonpl i ant Fai l ed to handl e connection data noni t or 1
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|Top Attackers In V\AF|

At acker

Devi ce

country ‘Target Address |Site Sgnature Acti on ‘Oount
176.12.154.21 |[Israel 147.237.0.19 |nadimatal .idf.i| [Suspicious Response Code B ock 3
188. 143. 232. 11 RF;ZZ::I’} o 147.237.76.31 |nakchal .idf.il Mil tipl e Unaut horized URL Access from 188. 143. 232. 11 B ock 2
68.180.228. 112 |lLhited Sates 147.237.77. 216 |dover.idf .il Par anet er Type M ol ati on PageNumin waw i df . il/1393-en/ dover. aspx |B ock 1
188. 143. 232. 11 RFe‘(j:::I“I o 147.237.76.31 |nakchal .idf.il Uhaut hori zed LR Access to v nakhal .idf.il/1111-he/ B ock 1
Russi an . - Paraneter Type Molation & in
37.147.33.61 Federati on 147.237.77. 216 [dover . i df . i | wa i df . i1/t enpl at es/ sendt of ri end/ sendt of ri end. aspx Bt ock !
104. 131. 245. 20 |Lhited Sates 147.237.77. 176 |mat pash. i df . i | Mil tipl e Uhaut hori zed URL Access from 104. 131. 245. 20 B ock 1
188. 165. 15. 132 |France 147.237.77. 216 |dover.idf .il Unaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 1
61. 135. 190. 198 |Chi na 147.237.0.15 |kosher-kravi . i df . i|Uhaut hori zed LRL Access to 147.237.0. 15/ B ock 1
; . - Paraneter Type M ol ation ctl 00$Cont ent A aceHbl der 1$t xt Bai | in
209.2.234.242 |Wited Sates  |147.237.77.216 |dover.idf .i| v i df i 1/ 1038- en/ dover . aspx Bl ock 1
66. 249. 64. 190 |lsrael 147.237.72. 166 [aka. i df . i | Unknown Paranet er anp; doci d i n waw aka. i df . il/giyus/ general / None 1
. . URL is Above Root Orectory
185. 100. 85. 191 147.237.77. 216 |dover. i df .il Wi of i1/ ./ shered/cl i entscri pts/j query/j query-1 4.2.nin. | s Bl ock 1
. . Unknown Paraneter anp;catld in
66.249. 78. 146 |l srael 147.237.72. 166 |aka. i df . i | ww aka. i o i 1/gj yus/ general / def aul t . asp None 1
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