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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Device Action

Count

Target Address

Signature

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 6
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 4
185. 130. 5. 224 147.237.76. 199 e.nakchal .idf.il |Bock Wp All Nets drop 1
74.91. 28. 59 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forvard 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

of

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 78. 146 [147.237.72. 166 [Lhited Sates aka. idf.il ET SCAN NVAP -sA (2) 2
185. 106. 92. 137 |147. 237. 77. 212 e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
L ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic,
185. 106. 92. 137 |147. 237. 76. 148 gacenter. aka. i df .i | ) ) 1
Potential Scan or Infection
, , L ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic,
104. 155. 13. 32 |147.237.0.19 [lhited Sates madi matal .idf.il ) . 1
Potential Scan or Infection
89.248.174.81 |147.237.77. 212 |Net her| ands e.dover.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
89.248.174.81 |147.237.72.14 [Netherlands dover.idf.il (ol d) ET SCAN Potential VNC Scan 5900- 5920 1
218.246.0.97 |147.237.0.34 |China tikshuv. idf.il ET SCAN NVAP -sS wi ndow 1024 1
50. 204. 188. 142 |147. 237.76.86 |lhited Sates navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
210.93.50. 130 |147.237.72. 14 ok‘f’rea' RepubliC | er i i1 (dl ) ET SCAN NVAP -sS wi ndow 2048 1
185, 106, 92. 137 |147. 237, 77, 121 o rawv.idf i ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic, 1
T Y eyt Potential Scan or Infection
145, 255. 2. 133 [147.237.0. 16 :3:;; o ny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
89.248.174.81 |147.237.77. 227 |Net her| ands e. hanaz.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
89.248.174.81 |147.237.72. 156 [Net her| ands anan.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
, L ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic,
80.82.78.8 147.237.0. 19 Net her | ands nadi matal .idf.il . . 1
Potential Scan or Infection
50. 204. 188. 142 |147. 237.76.86 |lhited Sates navy.idf.il ET SCAN NVAP -sS w ndow 2048 1
210.93.50. 130 |147.237.72. 14 ok‘f’rea' Republ i€ er i i1 (dl ) ET SCAN NVAP -sS wi ndow 4096 1
50. 204. 188. 142 |147. 237.76.86 |Lhited Sates navy.idf.il ET SCAN NVAP -f -sS 1
210.93.50.130 |147.237.72. 14 KO8 RepWblic |, idf.il (ol q) ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address |Attacker Country‘Target Addr ess ‘Ste ‘Signature /?z\t/ii((:;
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 36
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
2.54. 39, 29 I srael 147.237.72. 166 |aka ir. i1 || AM NG Engine: TGP | nvalid linvalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dropped.
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
85.65.127. 44 [Israel 147.237.72.166 |aka idf.il  |Bad TOP sequence mﬁsrc‘;“eansmt wthdifferent | oitor |5
85. 65. 127. 44 I srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout aert
85. 65. 127. 44 | srael 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
98.141.34.196 |lhited Sates 147.237.77. 176 |nat pash.i df . il |dr op First packet isn't SYN drop
54.147.176.220 |Uited Sates 14723772 166 |aka ich. i1 | S2M NG Engine: TP Invalid  invalid segnent retransmssion drop 4
Ret ransnm ssi on Packet dropped.
37.26.149.237 |lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence noni t or 4
66.249. 65.153 |Uited Sates 147.237.76.86 |navy.idf.il Streamng Engi ne: TCP | nvalid finvalid segnent retransnission drop 4
Ret r ansni ssi on Packet dropped.
66.249.78.137 |Uited Sates  |147.237.76.86 |nawy.icr.il | CamNg Engine: TQP Invalid invalid segrent retransnission drop 4
Ret ransnm ssi on Packet dropped.
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data noni t or 4
66.240.78.216 |wited Sates  [147.237.77. 243 |moti e ior. iy |21 SAMNG Engine: TP Invalid  Jinvalid segnent retransnissi on drop 3
Ret ransn ssi on Packet dropped.
178. 162. 216. 32 |Ger many 147.237.77. 216 |dover.idf.il |Bad TCP sequence noni t or 3
130. 193. 50. 6 gj::;”i o 147. 237. 76. 200 |ei tan. aka. i df . ;: ?Z:STT? sz?gcl)r?e: TP Invalid :Dg‘éak'eitd ;eggsgé_ retransmssi on drop 3
76. 115. 96. 90 Lhited Sates 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or 3
79.178.5.78 I srael 147.237. 72. 166 |akaicr.i | SAMNg Engine: TP Invalid — linvalid segnent retransission drop 3
Ret r ansni ssi on Packet dropped.
42.62.74.78 Chi na 147.237.72. 166 |aka.i df . i drop First packet isn't SWN drop 2
91.200. 12. 106 |lkrai ne 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 2
75.149.194.90 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 2
37.26.149.237 |[Israel 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nval i d ACK nunber alert 2
37.26.149.237 [Israel 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence I'nvalid ACK nunber noni t or 2
178.162. 216. 32 |Ger many 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
141. 212. 122. 196 |lnited Sates 147.237.77. 212 |e.dover.idf.il |[Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent |drop 1
37.142. 64. 38 I 'srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nvalid ACK nunber noni t or 1
141.212.122. 179|nited Sates 147.237.76.30 |himsh.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
98.141.34.196 [thited Sates 147.237.77. 176 |matpash.idf.i1 |Bad TCP sequence I'nval i d ACK nunber noni t or 1
198. 20. 69. 74 Lhited Sates 147.237.76. 44 |e.refuah.idf.il|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
79.181.53.254 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber aert 1
141.212.122. 191 |hited Sates 147.237.77.235|sviva idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
85.130. 235. 1 I 'srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval id ACK nunber noni t or 1
178.162. 216.32 |Ger many 147.237.77. 216 |dover.idf.il |Bad TOP sequence mﬁsg;ansm wthdifferent | onitor |1
68.180.231.40 [lnited States 147.237.77.74 |[lawidf.il Bad TCP sequence Invalid ACK nunber noni t or
149. 88. 81. 165 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber alert
37.245. 163. 41 ;:ii”t;de:rab 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122. 189|Uhited Sates 147.237.72. 217 [e.idf il Geo- 1 ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |dr op 1
98.141.34.196 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 1
209. 126. 116. 147|lhited Sates 147.237.0.33 |idf.il drop SAMrul e drop 1
79.181.53.254 [lIsrael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence I'nvalid ACK nunber noni t or 1
178.162. 216. 32 |Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 1
141.212.122. 194 |wnited Sates 147.237.77. 243 |mobi le.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
137.116.71.170 |Uited Sates 147.237.76.201 e atal .idf.il |Geo-| ocati on enforcenent Geo-| ocati on i nbound enf or cenent |dr op 1
185. 3. 147. 249 | srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 1
149.88.81.165 |lsrael 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or 1
141.212.122. 189|United Sates 147.237.77. 121 |e.navy.idf.il |Geo-1 ocati on enfor cenent Geo-| ocati on i nbound enf or cenent |dr op 1
107. 203. 254. 103|Uhited Sates 147.237.77. 176 |matpash.i df .i1 |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
209. 126. 116. 147|hited Sates 147.237.0.200 |rdu.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on inbound enf or cenent |drop 1
178.162. 216. 32 |Ger many 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 1
141.212.122. 195|Uhited Sates 147.237.77.212|e.dover.idf.il |Geo- | ocati on enf or cenent Geo- 1 ocation i nbound enf orcenent |drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

country Target Address |Site Sgnature Action ‘Count
76.115.96.90 |Lhited Sates |147.237.77.216|dover.idf.il Distributed Suspici ous Response Code Bl ock 3
) - - Unaut hori zed URL Access to
72.9.148.10  |Lhited Sates |147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 2
104. 131. 245. 20 [Lhited Sates |147.237.77.176|nat pash.idf.il Mil tiple Unauthorized URL Access from 104. 131. 245. 20 Bl ock
157.55.39. 192 |[lhited Sates |147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to navy.idf.il/sachar B ock
68.180.228. 112 |Lhited Sates |147.237.77.216|dover.idf.il Paraneter Type Miol ation PageNumin v i df .il/1133-ar/ dover. aspx [B ock 1
) . . Unaut hori zed URL Access to
8.37.70. 126 Wited Sates [147.237.77.216|dover.idf.il vaw i df i 1/ engl i sh/ &usg=al ki r hi pi nénprf scwf 3ppb ri ubean] a B ock 1
110. 77.204. 89 |Thail and 147.237.77.74 |lawidf.il Distributed Unauthorized URL Access on wwwy | aw idf.il/xmrpc. php |B ock 1
66.249.66.25 |Israel 147.237.77.216|dover.idf . il Mil tipl e Unaut hori zed URL Access from 66. 249. 66. 25 B ock 1
Unaut hori zed URL Access to
8.37.71.56 Lhited Sates |147.237.77.216|dover.idf .il www i df . i | /1393- en/ dover . aspx&usg=al kj r hgzr 403yugct dogln3nt - x [Bl ock 1
py8oej q
121.54.32.157 |Philippines |147.237.77.74 (lawidf.il Dstributed PHP Attenpt B ock 1
Unaut hori zed URL Access to
66.249. 78. 236 |Israel 147.237.76.42 |refuah.idf.il 147.237.76. 42/ shared/ cl i ent scri pts/j query. pl ugi ns/j query. scrol | fol | o |B ock 1
Wjs
_ m ny- kosher - kravi . i d _
61. 135. 190. 197 |Chi na 147.237.0. 17 £l Unaut hori zed URL Access to 147.237.0.17/ B ock 1
121.54.32.157 |Pilippines |[147.237.77.74 |lawidf.il Distributed Waut horized URL Access on wwn | aw i df.il/xmirpc. php |B ock 1
. . Unaut hori zed URL Access to
66.249.78. 242 |lsrael 147.237.76.42 [refuah. idf. il 147. 237.76. 42/ shared/ ¢l i ent scri pts/ ui /i 18 ] query-ui-i 18n.j s H ock !
. . Unaut hori zed URL Access to
66.249. 65. 115 |l srael 147.237.76.42 |refuah.idf . il 147.237. 76. 42/ shared/ cl i ent scri pts/scrol | er/j query. j carousel .| s Bl ock !
157.55.39.57 |wnited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
. . Unaut hori zed URL Access to
66.249.78.248 |l srael 147.237.76.42 [refuah.idf.il 147.237. 76. 42/ shared/ cl i ent scri pt s/ query. pl ugi ns/ j query. charts.j s Bl ock !
110. 77.204. 89 |Thail and 147.237.77.74 |lawidf.il Dstributed PHP Attenpt B ock 1
. . Unaut hori zed URL Access to
66. 249. 65. 118 |l srael 147.237.76.42 |refuah.idf.il 147, 237, 76. 42/ shar edl ¢l | ent scri pts/j query/j query-ui .| s B ock 1
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