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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  [Site |Signature |Device Action  |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack drop 8
212.179. 54. 237 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets dr op 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
61. 160. 215. 88 Chi na 147. 237.76. 201 eatal.idf.il Block Wdp All Nets drop 1
142. 54. 169. 162 Lhited Sates 147. 237. 76. 200 eitan.aka.idf.il |bl ock-sp-trafl drop 1
158. 69. 123. 26 Lhited Sates 147.237.76. 31 nakchal .idf.il Bl ock_Ulp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry ‘Target Address |Site |Sgnature Devi ce Action |Oount |
216.17.111.245 |[thited Sates 147.237.72.167 |ishuri maka.idf.il [16634: HITP. Apache HTTP Server nod_status Request Bl ock 1
69.197.177. 26 Lhited Sates 147.237.77.216 |dover.idf.il ClO6: HITP. naj estic bot Bl ock 1

151. 80. 31. 141 Italy 147.237.76.30  |hi mush.idf.il (228: HITP. AhrefBot craw er Bl ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249.78.146 |147.237.72.166|Wited Sates |[aka idf.il ET SCAN NVAP -sA (2) 2
187.105. 21. 152 |147.237.76.86 |Brazil navy.idf.il ET SCAN NVAP -sA (2) 2
89.248.174.81 |147.237.77.61 |Netherlands e.cogat.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
89.248.174.81 |147.237. 76. 198 |Net her | ands e.yohal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
89.248.174.81 |[147.237.76.42 |Netherlands refuah.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
89.248.174.81 |147.237.72. 156 [Net her | ands anan.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
220. 231. 195. 122|147. 237. 77. 227 |Chi na e. hamaz.idf.il ET SCAN NVAP -sS wi ndow 3072 1

_ . |ET SCAN Behavi oral Uhusual |y fast Termnal Server Traffic, Potentid
80.82.78.8 147.237.0. 19 Net her | ands nadi matal .idf.il . 1
Scan or Infection
61.240. 144. 65 |147.237.77. 243|Chi na nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
) . SERVER APACHE Apache nmod_ssl non-SSL connection to SSL port
106. 38. 241. 106 |147. 237. 72. 166 |Chi na aka.idf.il ) . 1
deni al of service attenpt

89.248.174.81 |147.237.77. 233 [Net her | ands atal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
89.248.174.81 |147.237.77. 205 |Net her | ands prisha idf.il ET SCAN Potential VNC Scan 5900- 5920 1
89.248.174.81 [147.237.76. 199 [Net her| ands e.nakchal .idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
89.248.174.81 |147.237.76. 177 [Net her| ands ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
89.248.174.81 [147.237.76.39 [Netherlands nobi  e.nei tav.idf.i[ET SCAN Potential VNC Scan 5900- 5920 1
89.248.174.81 [147.237.0.19 [Netherlands nadimatal .idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
220. 231. 195. 122[147. 237. 77. 227 |Chi na e hanaz. i df .il ET SCAN NMAP -sS wi ndow 1024 1
89.248.174.81 [147.237.77. 235 |Net her| ands sviva idf.il ET SCAN Potential VNC Scan 5900- 5920 1
89.248.174.81 [147.237.77. 212 |Net her| ands e.dover.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

SN retransmt wth different

81.218.179.41 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence . nonitor  |276
w ndow scal e

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

107. 167. 105. 209|thited Sates |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 19

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8

176.12. 155. 116 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber nonitor |6

178.162. 216. 32 |Ger many 147.237.77. 216 |dover.idf il Bad TCP sequence nonitor |6

41.33.232.66 Egypt 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |monitor 5

31.210.188.122 |l srael 147.237.0.19 |nadimatal.idf.il Bad TCP sequence Invalid ACK nunber nonitor |4
Sreaning Engine: TCP Invalid i i ssi

84.108.32.84 |israel 147.237.77. 243 |robi L e. i of . i1 g =g Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.

195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .i | B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4
Sreanming Engine: TCP Invalid i i ssi

149.78.11.123 |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. . 4
Ret r ansni ssi on Packet dropped.

176. 228. 201. 125|i srael 147.237.77. 226 ‘“f"lw chanatz. aka. 1df ey At t ack SYN -> SYN-ACK -> RST rej ect 4

149. 200. 203. 133|Jordan 147.237.77. 216 |dover.idf il B ock HTTP Non Conpli ant Fai l ed to handl e connection data |nonitor

82.145.223.36 |Europe 147.237.77. 216 |dover . i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TGP Invalid ' i ssi

176. 12. 154. 220 |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi

31.168.26.94  |israel 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.

76. 115. 96. 90 Wited Sates |147.237.77.74 [lawidf.il B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |3
Sreanming Engine: TQP Invalid i i ssi

79.178.5.78 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

2.54.141.7 I srael 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.

37. 46. 39. 227 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |3

178.162. 216. 32 |Ger many 147.237.77. 216 |dover.i df .i | dr op First packet isn't SN drop 2

176.12. 155. 116 |l srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert 2

31.210.186.20 |[lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |2

178.162. 216. 32 |Ger many 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert 2

31.210.188. 122 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |2
Sreanming Engine: TCP Invalid i i ssi

199.30.16.172 |Wited Sates |147.237.76. 200 |eitan aka.idf.il 9 =g Invalid segnent retransmssion. . 2
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

104. 236. 10. 137 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.

178.162. 216. 32 |Ger many 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber noni t or

178. 162. 216. 32 |Ger many 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect

91.200.12.106 |kraine 147.237.77. 216 |dover.idf.il dr op SAMrul e drop
Sreanming Engine: TCP Invalid i i ssi

66.249.78.146 |lited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. . 2
Ret r ansni ssi on Packet dropped.

2.54.160. 33 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber monitor |1

115. 230. 124. 164|Chi na 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1

178.162. 216.32 |Ger many 147. 237. 77. 216 |dover i df i Bad TCP sequence SYNFACK retransmt wth monitor |1

di fferent w ndow scal e

141.212.122. 196|Wnited Sates  |147.237. 76. 197 |e. hinush. i of . i1 Geo- | ocati on enf or cement gﬁ?;)'rggﬁ:nfn I nbound drop 1

96.21. 101. 19 Canada 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber aert 1

141.212.122. 206|Whited Sates |147.237.8.46 |e.chinuch.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

5.28.129.18 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 1

137.116.71.170 |Wwited Sates |147.237.77. 178 |e. nat pash. i df . i| Geo- | ocati on enf or cenment Sﬁ?o'r?Z?LLfn t nbound drop 1

141.212. 122, 197|Wited Sates  |147. 237. 76. 197 |e. hi nush. i of . i1 Geo- | ocati on enf or cenment gﬁ?;)'rggﬁ:nfn I nbound drop 1

96.21.101. 19 Canada 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or

147.75.194.73  |Satzerland 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Tinmeout |reject

5.28.129.18 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or

141.8.132.78 RJSIS::t”ion 147. 237. 77. 216 |dover. i df . i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1

84.108. 100. 240 |l srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |1

46.19. 85. 111 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber nonitor |1

31.210. 187. 170 |lsrael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d ACK nunber noni t or 1

141.212.122. 204|Wnited Sates [147.237.8.45 |e.eitan.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

79.180. 245.17 |l srael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

31.210. 188. 122 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.54.153. 222 I srael 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock 46
176.12.154.9 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Qode B ock
176. 12. 154. 100 |l srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock
46. 28. 105. 84 g‘i%ri c 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 46. 28. 105. 84 B ock 5
104. 236. 10. 137 147.237.76.86 |[navy.idf.il Ml tipl e Unaut horized URL Access from 104. 236. 10. 137 B ock
76.115. 96. 90 Uited Sates |147.237.77.74 |lawidf.il Suspi ci ous Response Code B ock
- . . |Parangeter Type Mol ation ctl 00$Cont ent Pl acetbl der 1t xt Capt cha i n
176.12.154. 9 I srael 147.237.0.19 |madimatal .idf.i nadi matal i df i 1/mobil e/ ogi n. aspx Bl ock 2
46.19. 85. 53 I srael 147.237.77.216|dover.idf .l Miltiple Illegal HITP \ersion from46. 19. 85. 53 B ock 2
176. 12. 154. 220 |l srael 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
46. 19. 85. 53 I srael 147.237.77.216|dover . i df . il Mil tiple Mal forned URL from 46.19. 85. 53 B ock 2
46.19. 85. 53 I srael 147.237.77.216|dover.idf .l Ml tipl e Unknown HTTP Request Method from 46. 19. 85. 53 B ock 2
2.54.153. 222 I srael 147.237.0.19 |nadimatal .idf.i|Too Miny of the Same Response Code (404) in Session from2.54.153. 222 B ock 2
109. 67.51. 116 |lIsrael 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to wwwidf.il/https:/wanidf.il/ B ock 1
79. 170. 44. 126 LK*i"rfgegom 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal .idf.il/ol d/wp-admn/ B ock 1
46. 19. 85. 53 | srael 147.237.77.216|dover. i df . il Unknown HTTP Request Method O; in URL _ atssc=googl e B ock 1
Unknown Par arret er
31.210.186.20 |[lIsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl acetbl der $ct | 13%ct | 01$ct | 03$chbl Questi on$3 [None 1
8 in ww aka.idf.il/main/giyus/questionnaire. aspx
104.131.245.20 |Whited Sates [147.237.77.176 |mat pash. i df.il |Wauthorized URL Access to wmn cogat.idf.il/sip_storage/ B ock 1
66.249.78.134 |Israel 147.237.76.30 |hinush.idf.il thaut hori zed LR. Access to Bl ock 1
ww chi nush. atal .idf.il/consol e core/ doc_ngr/nul |
46.19. 85. 53 I srael 147.237.77.216|dover.idf .l Ml tiple Abnormal |y Long Request from 46. 19. 85.53 B ock 1
109. 103. 118. 137 |Ronani a 147.237.77.216|dover . i df . il O stributed PHP Atenpt B ock 1
81.218.179.41 |lsrael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ reset . css B ock 1
41.36.138.206 |Egypt 147.237.77.216|dover.idf .l Dstributed PHP At tenpt B ock 1
’ . . Unhaut hori zed URL Access to
68.180. 226. 102 [Uhited Sates |147. 237.77. 234 (hal ag. i df . i v | ogi stics.atal.idf.il/tenplates/shared/ usercontrol s/trajector/ B ock !
109. 103. 118. 137|Ronani a 147.237.77.216|dover . i df . il O stributed Lhaut hori zed URL Access on www i df . il /xnirpc. php B ock
84.108. 32. 84 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock
46. 28. 105. 84 (Fz;;%ri . 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka. i df. i/ wp-adm n/ B ock 1
41.36.138.206 |Egypt 147.237.77.216|dover.idf .l D stributed Waut horized URL Access on www i df . il/xmrpc. php B ock 1
104. 236. 10. 137 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df . i |/994-8613- he/ navy. aspx. aspx |Bl ock 1
68.180.228. 112 |Wited Sates |147.237.77.216|dover.idf.il Paraneter Type M ol ation PageNumin waw i df . il/1395-en/ dover . aspx B ock 1
149.78.11. 123  |Israel 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 1
2.54. 153, 222 I srael 147.237.0.19 |madimatal . i df . i ["2amer Type Molation ctl 005ntent A acetbl der15txtdty in Bl ock 1
nmadi matal .idf.il/nobil e/ 1088- he/ ner et z. aspx
103.250.69. 70  |Bangl adesh  [147.237.77.74 |lawidf.il PHP At t enpt B ock 1
66. 249. 66. 25 I srael 147.237.77. 216 |dover . i df .i | Mil ti pl e Unaut horized URL Access from 66. 249. 66. 25 B ock 1
46. 19. 85. 53 | srael 147.237.77.216|dover. i df . il Illegal HITP \ersion Bl ock 1
106. 38. 241. 106 |Chi na 147.237.72. 166 [aka. i df . i | SSL Lhtraceabl e Gonnection - Protocol violation (SSL_GONN QLI ENT_HALLQ |None 1
103. 250. 69. 70  |Bangl adesh  |147.237.77.74 |lawidf.il Uhaut hori zed URL Access to v | aw i df.il/xmrpc. php B ock 1
. . Lhaut hori zed URL Access to wwidf.il/daily statistics/english/5. doc
66. 249. 66. 25 I srael 147.237.77. 216 |dover . i df .i | statistics about idf ratio of thvarting su ci de bonbing attacks Bl ock 1
46. 19. 85. 53 I srael 147.237.77.216|dover . i df . il Mal formed URL _ at ssc=googl €; 2 B ock 1
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