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02-03-2016-00:04:07 to 02-03-2016-01:04:07

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack drop 16
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack forward 6

142. 54. 169. 162 Lhited Sates 147.237.77. 235 sviva.idf.il bl ock-sp-traf 1 drop 1

117. 145. 112. 39 Chi na 147. 237.76. 176 test.ncore.idf.il |Block Wp Al Nets drop 1

142.54. 169. 165 Lhited Sates 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 drop 1
117.145.112. 39 Chi na 147.237.76. 177 ncore.idf.il Bl ock_Ulp Al _Nets drop 1

61.182. 170. 38 Chi na 147.237.76. 196 e.sviva.idf.il JLMPurple Gon Linmt_Tcp drop 1

142.54. 160. 213 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf 1 dr op 1

74.91. 28. 59 Lhited Sates 147.237.76. 30 hi nush. i df .i | bl ock-sp-traf 1 drop 1




02-03-2016-00:04:07 to 02-03-2016-01:04:07

|Top Attackers In IPS|

Attacker Address |Attacker Qountry  [Target Address |Site |Sgnature Devi ce Action |Oount |
52. 26. 202. 58 Lhited Sates 147.237.77.170 |mmarachot.idf.il |22280. HITP. Jooma Qbject Injection Wil nerability B ock 1
74.84.136. 105 Lhited Sates 147.237.76. 42 refuah.idf.il 5670. HTTP. SQ Injection (SELECT) B ock 1
95.211. 70. 193 Net her | ands 147.237.77.233 |atal .idf.il 5670: HITP. SQ I njection (SALECT) Bl ock 1
166. 63.123.145 |Lhited Sates 147.237.72.166 |aka.idf.il 22280: HITP. Joonha Qhject Injection Wl nerability B ock 1




02-03-2016-00:04:07 to 02-03-2016-01:04:07

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent

95.211.70.193  |147.237. 77. 233 |Net her | ands atal.idf.il SQ Injection - Select From

74.84.136.105 |147.237.76.42 |Wited Sates  |refuah.idf.il SQ Injection - Select From

901 17581 35 147 237 0.34  |Mexi co Cikshuv.idh il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
Potential Scan or Brute Force

145.255.2.133  |147.237.77. 227 gzzi;'}m e. hanaz. i df . i | ET SCAN Potential SSH Scan

145.255.2.133  |147.237.8. 14 gj::;”ion e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024

193 131, 68. 200 |147. 237. 76. 31 |chi na nekehal idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
Potential Scan or Brute Force

61.240.144.66 |147.237.77.205|China prisha.idf.il ET SCAN NVAP -sS w ndow 1024

209. 126. 116. 147|147.237.77.19 |lhited Sates  [lawforumidf.il ET SCAN NVAP -sS wi ndow 1024

145.255.2.133  [147.237.77. 61 23::;'}0'1 e.cogat . idf.il ET SOAN Potential SSH Scan

145.255.2.133  [147.237.0.15 ?ézzgzm kosher-kravi.idf.il  |ET SCAN Potential SSH Scan

104. 168. 133. 63 [147.237.76. 148 |lLhited Sates ggcent er . aka. i df . i | ET SCAN NVAP -sS wi ndow 1024

61.182.170.38 |147.237.0.16 |China ny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan




02-03-2016-00:04:07 to 02-03-2016-01:04:07

|Top Attackers In FW |

Attacker Address |Attacker ountry|Target Address |Jte Signature
50.118.162. 182 |lWhited Sates 147.237.72. 166 |aka.idf. il dr op Frst packet isn't SN drop 60
R SN retransnmit wth different .
81.218.179.41 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence vil ndow scal e nonitor |42
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreamng Engine: TCP Invalid i i ssi
46.19. 85. 23 I srael 147. 237.76. 31 |nakchal i df.i 9 =g Invalid segnent retransmssion. |, . 24
Ret ransm ssi on Packet dropped.
79.179. 121. 67 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 20
reamn ine: TCP Invali i i ssi
176.12.155.72  |Israel 147.237. 77. 243 |nobi l e.i df . i1 Streamng Engine: TCP Inval i dfinval i d segnent retransnissi on drop 15
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
104. 236. 10. 137 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. | ., 12
Ret r ansm ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
185. 3. 146. 214  |Israel 147.237.72. 166 |aka. i of .i | Stream g Engine P Inval idlinvalid segrent retransnissi on. drop 12
Ret ransm ssi on Packet dropped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
41.43.32.98 Egypt 147.237. 77. 216 |dover . i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [nonitor |10
79.181.11.50 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
Li byan Arab R .
41.254.8.214 J iriya 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SN drop 7
Sreanming Engine: TCP Invalid i i ssi
66.249.78.161 |lited Sates  [147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, . 6
Ret ransm ssi on Packet dropped.
109. 160. 176. 240l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |reject 6
149. 50. 81. 27 Lhited Sates 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber nonitor |6
41.33.232. 66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [nonitor |6
s SYN+ACXK retransmt wth .
109. 160. 176. 240|1 srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence different vindow scal & nonitor |6
reamn ine: TCP Invali i i ssi
79.181.49.120 | srael 147. 237.77. 243 |nobi l e i f i | Streaning Engi ne: TCP Invalidjimvalid segnent retransmission. | 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
66.249.78. 154 |lhited Sates  |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. | ., 6
Ret r ansn ssi on Packet dropped.
149. 50. 81. 27 Lhited Sates 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 6
2.54.161.52 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 23 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber nonitor |4
94. 230. 86. 45 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber monitor |4
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [monitor |4
46. 19. 85. 138 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber nonitor |4
reamn ine: TCP Invali i i Ssi
212.76.114.40 | srael 147. 237. 77. 243 |nobi l e.i df . i | Streaning Engi ne: TCP Invalidjinvlid segnent retransissi on drop 4
Ret ransm ssi on Packet dropped.
81.230. 146. 241 |Sweden 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46.117.192.51  |israel 147.237.77. 226 V‘i‘“;‘”c“a""tz'aka"df Bad TCP sequence Invalid ACK nunber monitor |3
Sreamng Engine: TP Invalid i i ssi
79.179.49.230 | srael 147. 237.72. 166 |aka i of .11 9 =g Invalid segnent retransmssion. |, ., 3
Ret ransm ssi on Packet dr opped.
reamng BEngine: TCP Invali i i ssi
2.52.170.142  |israel 147. 237.77. 243 |nobi l e i f i | Streaning Engi ne: TCP Invalid|imvalid segnent retransmission. | 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
109. 64. 224. 225 |Israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, ., 3
Ret ransm ssi on Packet dropped.
188. 120. 148. 163|l srael 147.237. 72. 156 |anan.i df .il Bad TCP sequence Invalid ACK nunber nonitor |3
46.19. 85. 138 I srael 147.237.72. 156 |anan.i of .i | Bad TCP sequence Invalid ACK nunber monitor 3
Sreaming Engine: TCP Invalid i i ssi
79.181.39.30  |[Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, ., 3
Ret r ansm ssi on Packet dropped.
reamn ine: TCP Invali i i Ssi
5.28.185.169 |l srael 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid|invalid segnent retransnissi on drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109.67.15.19  |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | ., 3
Ret r ansm ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
217.132.3.131 |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid|invalid segnent retransnissi on drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
176.12. 155. 212 |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | ., 3
Ret r ansn ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
80.178.102.61 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, . 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
79.179.66.94  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, ., 3
Ret r ansn ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
77.126.29. 8 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, . 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
109.67.29.10  |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, ., 3
Ret r ansn ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
2.54.23. 169 I'srael 147. 237.77. 243 |nobi l e i f i | 9 =g Invalid segnent retransmssion. |, . 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
109. 65.129.89 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | ., 3
Ret r ansn ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.182.64.21  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, . 3
Ret ransm ssi on Packet dropped.
23.22.181.198 |lLited Sates 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |ronitor 3
Sreanming Engine: TCP Invalid i i ssi
79.176.178.138 |Israel 147. 237. 72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. | . 3

Ret ransm ssi on

Packet dropped.




02-03-2016-00:04:07 to 02-03-2016-01:04:07

Attacker Address |Attacker ountry|Target Address |Jte Signature
Sreanming Engine: TGP Invalid i i ssi

109. 67. 167. 167 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansn ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

46.19. 85. 64 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | ., 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

79.180.20.62  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, . 3
Ret r ansn ssi on Packet dropped.




02-03-2016-00:04:07 to 02-03-2016-01:04:07

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46.210.193.25 |[lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 35
46. 19. 85. 212 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 13
77.127.114.57  |israel 147.237.72. 166 |aka. i df . i | m ;i(:lftd?q#;iﬁ :loéii ;550} g'\:nterr“;d_;;;xmom UL on Bock |4
176.12.155.72 |Israel 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code Bl ock 4
2. 54. 133. 254 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
217.194. 198. 104/l srael 147.237.72. 166 [aka. i df . i | Mil ti pl e Unknown HTTP Request Method from 217. 194. 198. 104 Bl ock 3
217.194. 198. 104|I srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in Method from217.194.198. 104 |B ock 3
79.181.49.120 [israel 147.237.0.19 |[madimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
2.54.185.172 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 3
217.194. 198. 104l srael 147.237.72. 166 |aka. i df . i | Mil tiple Maformed URL from 217.194. 198. 104 B ock 3
212.76.114.40 [israel 147.237.77.243|nobi | e. i df . i | D stributed Suspi ci ous Response Code B ock 2
2.54.161. 52 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 2
217.194. 198. 104|i srael 147.237.72. 166 |aka. i df . i | \'\/‘I' Iotli ;tlieolrf't(rggfibgwipifgﬁs&igﬁj&gﬁ' 198. 15)4 (Protocol None 2
146. 185. 234. 48 :3:::30” 147.237.0.34 |tikshuv.idf.il Mil ti pl e Unaut hori zed URL Access from 146. 185. 234. 48 Bl ock 2
46.19.85.9 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
66. 249. 66. 25 I srael 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to wawidf.il/error. htm B ock 2
17.138.57.217 |uhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwuidf.il/appl e-app-site-association Bl ock 2
217.194. 198. 104l srael 147.237.72. 166 |aka. i df . i | Mil tiple Abnormal |y Long Request from 217.194. 198. 104 B ock 2
17.138.59.90  [Wiited Sates [147.237.72.166 |aka. i df . i | chaut hor| dié?lgpiciésﬁ?e_assmi i on Bock |2
77.126.218.173 |lsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 2
141.212.122. 177|Wited Sates [147.237.0.15 |kosher-kravi.idf.il [Dstributed Uauthorized URL Access on 147.237.0. 15/ B ock
83.25.6.19 Fol and 147.237.77.74 [lawidf.il eMai | Hoar di ng B ock 1
217. 194. 198. 104|i srael 147. 237.72. 166 |aka. i df . i | gﬂf;lifg:'llége?iloélwe (ode Character in Header Nane from Bock |1
66.249.78.242 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ scri pt resour ce. axd B ock 1
Unknown Par anet er
31.168.79.7 I srael 147.237.72. 166 |aka. i df . i | ct1 00%$ct | 00$cphMai n$TochenPl acetol der $ct | 38%$ct | 01%ct | 03$chl Questi o |[None 1
n$2 in ww aka. i df.il/nain/giyus/ questionnaire. aspx
157.55.39. 253 |[wnited Sates [147.237.0.16 ?yl lkosher- kravi.id Unaut hori zed URL Access to waw ny-kosher -kravi.idf.il/ B ock 1
94.139.196.126 |Rilgaria 147.237.77. 216 |dover.idf .il PHP At t enpt B ock 1
217.194. 198. 104/l srael 147.237.72. 166 [aka. i df . i | Illegal Byte Gde Character in Header \Val ue Bl ock 1
58. 8. 148. 188 Thai | and 147.237.77.74 |lawidf.il Dstributed el Hoarding B ock 1
194. 72. 238. 241 LKTi;gegom 147.237.77.216|dover.idf .i | Unhaut hori zed LRL Access to waw i df.il/xyzzy B ock 1
141.212.122. 177|Uhited Sates |147.237.72.166|aka. i df .i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
83.25.6. 19 Pol and 147.237.77. 176 |nat pash. i df . i | Enail collector robots 14 B ock 1
Unknown Par anet er
212.179.41.161 |[lIsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP! aceHbl der $ct | 38%ct | 01$ct | 03$chl Quest i o |[None 1
n$l in ww aka.idf.il/nai n/gi yus/ questi onnaire. aspx
66.249.78.248 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 1
40.77.167.60  |Wited Sates |147.237.72.166|aka. i df .i mngl‘("; iﬁr.?ﬁtn:i n‘};iﬁgfggf ;SI (. aspx None 1
166. 63. 123. 145 |Uhited Sates [147.237.72.166|aka.idf .il Distributed PHP Attenpt B ock 1
94.139.196. 126 |Bulgaria 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to wwwidf.il/xmrpc. php Bl ock 1
217.194. 198. 104|l srael 147.237.72. 166 |aka. i df . i | Mil formed HITP Header Line 1 B ock 1
195. 154. 108. 146|France 147.237.76. 42 |refuah.idf.il Uhaut hori zed URL Access to refua.atal.idf.il/bl og/ wo-admn/ B ock 1
58. 8. 148. 188 Thai | and 147.237.77. 176 |mat pash. i df . i | Dstributed el Hoarding B ock 1
217.194. 198. 104/l srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in URL from217.194. 198. 104 B ock 1
83.25.6.19 Pol and 147.237.77. 176 |mat pash. i df . i | eMai | Hoardi ng Bl ock 1
Uhaut hori zed URL Access to
213.151.59. 165 |Israel 147. 237.77. 216 |dover . i df . i | m;/\ljggéiklh; ﬁ;s; %7](89699\;‘:1;; ;j’::;éf;jpéﬁfs?E}’f“;ﬁigﬁ%ﬁ‘;@’gZgu:’;fgk”m; Bock |1
bi 29
68.180.230.29 [United Sates |147.237.77. 176 |mat pash. i df . i | magz;g; vpe Moo /Tog;atm'";;;x Hock |1
166. 63.123. 145 [lhited Sates |[147.237.72.166|aka.idf.il Lhaut hori zed URL Access to wwu aka.idf.il/xmrpc. php B ock 1
95.86.115.197 |[Israel 147.237.77. 216 |dover.idf . il Distributed Unaut hori zed URL Access on wwwuidf.il/https:/wwnidf.il/ |B ock
217.194. 198. 104l srael 147.237.72. 166 |aka. i df . i | NLLL Character in Header Nane at B ock
81.218.179.41 | srael 147.237.76.42 |refuah.idf.il 1D4§t ;;?_“;gﬂg;“;lhgéﬁ;dedﬁe:ecfis; on Bock |1
217.194. 198. 104/l srael 147.237.72. 166 [aka. i df . i | Mil tiple Abnormal Iy Long Header Line from217.194. 198. 104 Bl ock 1
199.16.156. 126 |United Sates [147.237.77. 216 |[dover. i df . i D stributed Lpadt hor ! ;ngﬁwpgiess on Hock |1
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