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Top Attackers

B nadimatal .idf.i

M aka.idf.il

M dover.idf.il

M tikshuv.idf.il

Wiawidf.il

W atal .idf.il

I nobi le.idf.il

M natpash. i df i |
aman.idf.il

M refuah.idf.il

I 46. 19. 86. 243
46. 210. 193. 25
I 176. 12. 154. 232
54. 244. 22. 103
Il 46. 19. 85. 250
W 41.33.231.90
[ 195. 239. 16. 40
Il 195. 239. 16. 53
2.54. 47. 242
M 79. 183. 119. 20




02-02-2016-23:04:07 to 02-03-2016-00:04:07

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page F ood Attack drop 14
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 6

142. 54. 169. 162 Lhited Sates 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 drop 1

198. 27. 79. 227 Canada 147.237.76. 42 refuah.idf.il Block Np Al Net drop 1

66. 240. 236. 119 Lhited Sates 147.237.76. 198 e.yohal an.idf.il Bl ock Udp All _Nets drop 1

142. 54. 160. 210 Lhited Sates 147.237.0. 17 m ny- kosher -kravi .idf.il bl ock-sp-traf 1 forvward 1




02-02-2016-23:04:07 to 02-03-2016-00:04:07

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature

Devi ce Action |Count
62.210. 225. 135 France 147.237.77.233 atal .idf.il |5670. HTTP. SQ Injection (SELECT) B ock 1
85. 136. 227. 77 Spai n 147.237.77. 74 lawidf.il |5670: HTTP. SQ Injection (SALECT) B ock 1
94.102. 153. 58 United Ki ngdom 147.237.77. 74 lawidf.il 5670: HITP. SQ | njection (SALECT) B ock 1




02-02-2016-23:04:07 to 02-03-2016-00:04:07

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Federati on

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
85.136.227. 77 |147.237.77.74 |Sain lawidf.il SQ Injection - Select From 3
94.102.153.58 |147.237.77.74 |United K ngdom |l awidf.il SQ Injection - Select From 3
62. 210. 225. 135 |147.237.77. 233 |France aal.idf.il S Injection - Select From 3
66. 249. 66. 72 147.237.77.176|Whited Sates  |matpash.idf.il ET SCAN NVAP -sA (2) 2
66.249.66. 139  |147.237.76.31 |Wiited Sates  |nakchal .idf.il ET SCAN NVAP -sA (2) 2
117.41.184. 227 |147.237.76.31 |China nakchal . i df.il ET SCAN Potential SSH Scan 1
. L ET SCAN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons,
115. 193. 160. 43 |147.237.77.19 |China lawforumidf.il . 1
Potential Scan or Brute Force
61.240.144.66 |147.237.76.38 |thina e.eneitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
218. 246. 0. 97 147.237.76. 42 |China refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
145.255.2.133  |147. 237, 77. 179 |SS' &N e nazi.idf.il ET SCAN Potential SSH Scan 1
Feder at i on
Russi an . . .
145. 255.2.133  |147.237.72. 217 . eidf.il ET SCAN Potential SSH Scan 1
Feder at i on
117. 41. 184. 227 |147.237.0.16 [China ny-kosher-kravi .idf.il |ET SCAN Potential SSH Scan 1
61.240. 144. 64  |147. 237. 77. 234 |Chi na hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
209. 126. 116. 147|147.237.0.15 |thited Sates kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
185. 106. 92. 137 |147.237.8. 28 e.nobi | e-ks.idf.il ET SCAN NVAP -sS wi ndow 1024 1
145.255.2.133  |147. 237, 77. 121 |VSSI N e navy.idf.il ET SCAN Potential SSH Scan 1




02-02-2016-23:04:07 to 02-03-2016-00:04:07

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |[Ste Signature
54.244.22.103 |thited Sates |147.237.0.34 |tikshuv.idf.il |drop First packet isn't SN drop 69
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 34
46. 19. 85. 250 I srael 147.237.77. 233 |atal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 32
195. 239. 16. 40 R‘SIS:;”i o 147.237.77.74 [lawidt.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data  [monitor  [26
195. 239. 16. 53 RJF Sﬁ::} on 147.237.77.74 |lawidf.il Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data  [nonitor 26
141. 0. 15. 36 Eur ope 147.237.77. 176 |metpash.idf.il  |drop First packet isn't SN drop 14
77.126.168. 115 |l srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 13
Sreaming Engine: TGP Invalid i i ssi
2.54. 47. 242 I srael 147.237.77. 243 |nobil e.i df .| 9 =g Invalid segnent retransmssion. drop 12
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
176. 12. 155. 106 |l srael 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. 12
Ret ransni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 67. 248,176 |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 12
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
85. 130. 204. 132 | srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 12
Ret ransni ssi on Packet dropped.
109. 67. 98. 47 I srael 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 11
46. 19. 85. 250 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
54.244.22.103 |lhited Sates 147.237.77. 233 |atal .idf.il drop First packet isn't SN drop 10
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
46. 19. 85. 250 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
79.183.119.20 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
46. 19. 85. 196 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 7
reamn ine: TCP Invali i i ssi
87.68.153. 111 |Israel 147.237.77. 243 |rvi e i1 | €AM NG Engine: TCP Invalid invalid segnent retransnissi on, drop 6
Ret ransni ssi on Packet dropped.
46. 19. 85. 127 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber noni t or 6
reaning BEngine: TCP Invali i i ssi
77.125.8.103 | srael 147.237.77. 243 |rvit e i1 | €AM NG Engine: TQP Invalid invalid segnent retransmissi on, drop 6
Ret ransmi ssi on Packet dropped.
79.183.119.20 |l srael 147.237.77.176 |matpash.idf.il  [SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
87.68.18.221 [ Israel 147.237.76.42 |refuahidf.il  [Bad TCP sequence SN retransmt wth different moni tor |6
w ndow scal e
82.145.218.95 |Europe 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 5
31.210.188.28 |[lsrael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d AGK nunber noni t or 5
195. 34. 150. 18  |Austria 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |noni tor 4
187. 147. 252. 133|Mexi co 147. 237. 77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Sreanming Engine: TCP Invalid i i Ssi
85.65.109.210 | srael 147.237.76. 200 |ei tan. aka. i df . i 9 =g nvalid segnent retransmssi on. drop 4
Ret ransni ssi on Packet dropped.
31.210.186.28 |[Israel 147.237.72.167 |ishurimaka. i df .i[Bad TCP sequence Inval i d AGK nunber noni t or 4
189. 218. 244. 31 |Mexi co 147.237.0.200 |rdu.idf.il Geo- | ocati on enf or cenent Geo-| ocat i on i nbound enf or cenent |[dr op 4
185. 3. 147.203 |Israel 147.237.72. 156 [anan. i df . il Bad TCP sequence Invalid ACK nunber noni t or 4
31.210.188.40 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 3
94.230.86.150 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 3
reamn ine: TCP Invali i i ssi
79.178.58.92  |Israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segnent retransnission, drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
77.125.2. 11 I srael 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 250 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 3
Sreaning Engine: TP Invalid i i ssi
79.176.43.183 |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
62.90.218.248 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
. . SYNVACK retransmt wth different .
185. 32. 179. 143 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence wi ndow scal e noni t or 3
Sreanming Engine: TCP Invalid i i Ssi
37.26.147.208 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
46. 19. 86. 235 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval i d AGK nunber aert 3
Sreanming Engine: TGP Invalid i i ssi
79.180.22.111 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
109.67.167.71 |l srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
46. 19. 85. 169 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 3
Sreamng Engine: TCP Invalid i i SSi
79.177.114.3  |israel 147.237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
46. 19. 85. 43 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d AGK nunber noni t or 3
Sreanming Engine: TCP Invalid i i Ssi
62.219. 236. 196 |l srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
37.26.148.161 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
46. 19. 86. 235 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence I'nval i d AGK nunber noni t or 3




02-02-2016-23:04:07 to 02-03-2016-00:04:07

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46.210.193.25 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 174
46. 19. 86. 243 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 140
46.19. 86. 243 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 108
176.12. 154. 232 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 84
176.12. 154. 232 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 53
46.210.193.25 |Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 52
80. 246. 130. 246 |l srael 147.237.0.34 |tikshuv.idf.il Distributed Too Many of the Same Response Code (404) B ock 14
176.12.154.62 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
46.19. 85. 173 I srael 147.237.77.243|nobi [ e.i df . i | Ml tipl e Unauthorized URL Access from 46. 19. 85. 173 B ock
. . . Unaut hori zed URL Access to
46.19. 85. 173 I srael 147.237.77. 243 |nobi l e. i df . i | nobi | e, i o .| 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1381 Bl ock 5
79.177.61. 49 I srael 147.237.0.34 |tikshuv.idf.il D stributed Too Many of the Sane Response Code (404) B ock 4
. . Unaut hori zed URL Access to
31.210.186.10 [Israel 147.237.77.74 (lawidf.il v | aw i df i1/ 935- 4489- he/ pat zar . asp Bl ock 3
149. 78. 148. 149 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
2.54.47. 242 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 3
85. 64. 50. 253 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
80.246.130.76 |Israel 147.237.77. 170 |nmar achot . i df . i | Mul tipl e Unhaut hori zed URL Access from 80. 246. 130. 76 B ock 3
176. 12. 155. 138 |l srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code B ock 3
17.138.50.80  |lhited Sates  |147.237.72.166|aka.idf .i| thaut hori zed LR. Access to . B ock 2
wwy aka. i df . i | / appl e-app-si te-associ ation
197. 38. 205. 132 |Egypt 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wa i df.il/xmrpc. php B ock
80.178. 102. 204 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock
176.12. 155. 106 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock
. . Unaut hori zed Met hod HEAD f or
5.28.137.35 I srael 147.237.72. 166 |aka. i df . i | wiww aka. i o i |/ nai v gi yus/ general . aspx Bl ock 2
5.102. 246. 36 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode B ock
197. 38. 205. 132 |Egypt 147.237.77. 216 |dover.i df .i | PHP At enpt B ock
. . Ml ti pl e Uhaut hori zed Method for Known URL from
46.121.123.29 [israel 147.237.72. 166 |aka. i df . il 46.121. 123. 29 B ock 1
176. 103. 54. 50 Lkrai ne 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ Bl ock 1
_ m ny- kosher - kravi . i d ,
142.54.160. 210 |lLhited Sates 147.237.0. 17 £l Unaut hori zed URL Access to waw xXy9. com Bl ock 1
85. 64.215.116 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessions: (Qpen Mbde None 1
217.194. 198. 104/l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 1
. . Unaut hori zed URL Access to
2.54.38. 146 I sr ael 147.237.77.233(atal .idf.il 147. 237.77. 233/ 1501- he/ at al . aspx Bl ock 1
98. 143. 148. 107 |Wnited Sates  [147.237.72.167|i shuri maka.idf.il Unaut hori zed URL Access to 147.237.72. 167/ check Bl ock 1
. . Illegal URL Path Encoding 4-A?AYx" z\ x+ #AS
217.194.198. 104l sr ael 147.237.72. 166 [aka. i df . i | [[#2]] pwhidd | . 3CF AMOLmAMAE?4. 04,04 A s B ock 1
. . Unaut hori zed URL Access to
84.94.73.136 I srael 147.237.76.31 |nakchal .idf.il 147. 237. 76. 31/ si p_st or age/ fi | es/ 3/ 1723, pef Bl ock 1
] . . D stributed Lhaut hori zed URL Access on
191.232.136.19 [lhited Sates  [147.237.72.166|aka.idf .il 147. 237. 72. 166/ r obot 5. t xt Bl ock 1
. . Unaut hori zed URL Access to
87.68.18. 221 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl el shar ed/ reset . css Bl ock 1
212.76.113.164 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to waw aka. idf.il/wwtikshuv.idf.il B ock 1
79.177.61. 49 I srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to wawidf.il/https: /wanidf.il/ Bl ock 1
46.19. 86. 35 I srael 147.237.72. 156 [aman. i df . i | SSL Uhtraceabl e Gonnection - Cpen Mde None 1
] . . Unknown Paraneter _ VI EASTATEENCRYPTED i n
99. 1. 240. 226 Lhited Sates  |147.237.72.166|aka. i df .il Wi aka. i df . |/ nai v sachar / i | box. aspx None 1
. . Mal formed URL &,-A?AVx" z\ x» #AS[ [ #2] ] pwodit | . 3C¢ A™™
217.194. 198. 104|l srael 147.237.72. 166 |aka. i df . i | A MAE?8 CA6A A s Bl ock 1
84.228.163.176 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed Method CPTI NS for waw aka. i df . i |/ mai n/ sachar/  |B ock
191. 232. 136. 135|Wited Sates  |147.237.77.216|dover.i df .i | Unhaut hori zed URL Access to wan i df.il/watch B ock
162.194.18. 42 |Uited Sates  [147.237.77.216|dover.idf .il Lhaut hori zed URL Access to ww i df.il/894-en/idf gdover.aspx |B ock 1
37.147.33. 61 RJSf;:I”i on 147.237.77. 216 |dover. i df . i | Parameter Type Miolation IDin wuidf.il/1294-en/ dover.aspx |8 ock 1
93.223. 139. 140 |Ger many 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to www i df.il/894-en/idf gdover.aspx [B ock 1
217.194. 198. 104/l srael 147.237.72. 166 |aka. i df . i | Abnornal |y Long Request request version B ock 1
. . Unaut hori zed URL Access to
109. 66. 229. 4 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages! shar ed/ bul | et 1. gi f B ock 1
. . SS. Lhtraceabl e Gonnection - Protocol violation
217.194. 198. 104|l srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . Uhknown Paraneter docl.. in
66.249.78.146 |l srael 147.237.72. 166 |aka. i df . i | vaww aka. i o . i |/ nai v/ gi yus/ general . aspx None 1
192. 241, 141. 195|Wnited Sates  |147. 237.77. 216 |dover. i df . i | thaut hori zed LR Access to Bl ock 1

W i df L |/ 1294-en/ wan i df . i |/ engl i sh
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