02-02-2016-22:04:04 to 02-02-2016-23:04:04

1"PT SwNn .’
Ov IDF Under Attack
www.gov.il Da.||y Report

|Top Targets |

M nadi matal .idf.il

M aka. idf.il

M dover.idf.il

M tikshuv.idf.il

M nobile.idf.il

Weitan aka.idf.il

I wav chanat z. aka. i df . i |

M navy.idf.il
aman.idf.il

M natpash. i df il

Nunber
(6]
At acks

Top Tar get

[Top Attackers |

400+¢

Il 149.50. 73. 48
176. 12. 155. 120
[ 79. 181. 246. 103
46. 19. 85. 250
Il 185. 32. 179. 140
M 176. 12. 154. 232
[ 37.26. 149. 174
M 77.126.32. 115
41. 33. 231. 90
M 82. 145. 218. 62

Nunber -
(6]
At t acks 100+

> . N Q>
o % N VAN © 0 & ¥
N2 Q;\’ g o > Qy\’ A v A (R q,'\’
S A ¢

Top Attackers



02-02-2016-22:04:04 to 02-02-2016-23:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
37.26. 148. 252 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 1013
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 24
109. 64. 175. 178 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack forward 2
142.54. 169. 166 Lhited Sates 147.237.76. 147 chi nuch. aka. i df.il |bl ock-sp-trafl drop 1
181. 112. 140. 70 Ecuador 147.237. 76. 44 e.refuah.idf.il ock Wdp Al _Nets drop 1
94.102. 48. 195 Net her | ands 147.237.76. 147 chinuch. aka.idf.il|Bl ock_Udp All _Nets drop 1
158. 69. 123. 26 Lhited Sates 147.237.76. 176 test.ncore.idf.il |Block Udp All Nets drop 1
158. 69. 123. 26 Lhited Sates 147.237.76. 199 e.nakchal .idf.il |Bock Wdp All Nets drop 1
110. 77. 162. 246 Thai | and 147. 237. 76. 147 chinuch. aka.idf.il|B ock Udp Al Nets drop 1
181. 112. 140. 70 Ecuador 147.237.76. 42 refuah.idf.il Bl ock_Up Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgna1ure Device Action ‘Count |

148. 251. 50. 49 Ger many 147.237.76.86 |navy.idf.il{0025: HITP. access to adninistrator/index. php -> Quarantine ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
41.33.231. 90 147.237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
84.111. 48. 244 147.237. 0. 34 I 'srael tikshuv.idf.il ET SCAN NVAP -sA (2) 2
66.249. 78. 170 147. 237. 76. 200 Lhited Sates eitan aka idf.il ET SCAN NVAP -sA (2) 2
115. 29. 224. 200 147.237.0.19 Chi na nadi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
115. 29. 224. 200 147. 237.76. 177 Chi na ncore.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
115. 29. 224. 200 147.237.0. 15 Chi na kosher-kravi .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
115. 29. 224. 200 147. 237.76. 147 Chi na chi nuch. aka. i df . | ET SCAN Potential VNC Scan 5900- 5920 1
79.183.37. 81 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
115. 29. 224. 200 147. 237. 76. 39 Chi na nobi | e. nei tav. i df.il ET SCAN Potential VWNC Scan 5900- 5920 1
151.11. 201. 3 147. 237. 76. 200 Italy eitan aka idf.il ET SCAN NVAP -sS w ndow 4096 1
115. 29. 224. 200 147. 237.72. 217 Chi na eidf.il ET SCAN Potential VWNC Scan 5900- 5920 1
151.11. 201. 3 147. 237. 76. 200 Italy eitan. aka. idf.il ET SCAN NVAP -f -sS 1
115. 29. 224. 200 147.237.72. 166 Chi na akaidf.il ET SCAN Potential VNC Scan 5900- 5920 1
145, 255. 2. 133 147. 237.76. 44 Russi an Federation erefuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
115. 29. 224. 200 147.237.72. 14 Chi na dover.idf.il(old) ET SCAN Potential WNC Scan 5900- 5920 1
115. 29. 224. 200 147.237.77. 235 Chi na svivaidf.il ET SCAN Potential VNC Scan 5900- 5920 1
115. 29. 224. 200 147.237.8. 14 Chi na e.orchot.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
115. 29. 224. 200 147. 237.76. 202 Chi na e halag.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
115. 29. 224. 200 147.237.0.35 Chi na akavs. i df il ET SCAN Potential VNC Scan 5900- 5920 1
115. 29. 224. 200 147. 237. 76. 198 Chi na e.yohal an.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
115. 29. 224. 200 147.237.0. 16 Chi na ny- kosher -kravi .i df . il ET SCAN Potential VWNC Scan 5900- 5920 1
115. 29. 224. 200 147.237.76.176 Chi na test.ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
115. 29. 224. 200 147. 237. 76. 86 Chi na navy.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
115. 29. 224. 200 147. 237. 76. 30 Chi na hi nush. i df i | ET SCAN Potential WNC Scan 5900- 5920 1
151.11. 201. 3 147. 237. 76. 200 Italy eitan aka idf.il ET SCAN NVAP -sS w ndow 2048 1
115. 29. 224. 200 147. 237.72. 167 Chi na i shuri maka. i df.il ET SCAN Potential VWNC Scan 5900- 5920 1
148. 251. 50. 49 147. 237. 76. 86 Ger many navy.idf.il SERVER WEBAPP adm n. php access 1
115. 29. 224. 200 147.237.72. 156 Chi na anan. i df.il ET SCAN Potential WNC Scan 5900- 5920 1
145, 255. 2. 133 147. 237.76. 39 Russi an Federation nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
115. 29. 224. 200 147.237.8. 24 Chi na elifestyleidf.il ET SCAN Potential VWNC Scan 5900- 5920 1
115. 29. 224. 200 147.237.77.178 Chi na e. nat pash. i df .i | ET SCAN Potential WNC Scan 5900- 5920 1
115. 29. 224. 200 147. 237. 0. 200 Chi na rdu. i df il ET SCAN Potential VWNC Scan 5900- 5920 1
115. 29. 224. 200 147. 237.76. 199 Chi na e. nakchal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
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|Top Attackers In FW |

‘Attacker Qountry |Target Address |Ste Signature
reamn ine: TCP Invali i i ssi
37.26.149. 174 |israel 147, 237.76. 200 |ei tan. aka. i df . Streaming Engi ne: TCP Invalid|invalid segnent retransnission. |, 36
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
77.126.32. 115 |israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. |, 30
Ret r ansmi ssi on Packet dr opped.
46.19.85.250 |[Israel 147.237.72. 166 |aka. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 28
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 24
82.145. 218. 62 |Europe 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 23
212.76.127.10 |Israel 147.237.77. 226 V‘:"I”“ chamatz. aka. 1df gy ok HTTP Non Conpl i ant Failed to hand e connection data |monitor |21
Sreaming Engine: TCP Invalid i i ssi
176. 12. 154. 232 |I srael 147. 237. 77. 243 |nobi | e. i of . i 9 =g Invalid segnent retransmssion. |, 15
Ret r ansmi ssi on Packet dr opped.
141. 0. 15. 36 Eur ope 147. 237. 77. 176 |nat pash. i df . i | drop First packet isn't SYN drop 14
37.26.149.239 |[lIsrael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
41.254.2.32 5' bya‘i”rip;:b 147. 237.77. 216 |dover . i f . dr op First packet isn't SWN drop 12
46.19.85.0 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 11
212.76. 127. 219 | srael 147.237. 77. 226 V\:’\:W chamatz. aka.idf 1y ook HITP Non Conpl i ant Feiled to hand e connection data [monitor (9
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
Sreaning Engine: TP Invalid i i ssi
2.52.145.120  |israel 147. 237. 77. 243 |nobi l e.i df i | 9 =g Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
147.235.236.1 |lsrael 147.237.76. 31 |nakchal .idf.il Bad TCP sequence Inval i d sequence nuniber noni t or 8
212.76.127. 44 |Israel 147.237.77. 226 [} chamatz.aka.1df |5 ook HTTP Non Conpl i ant Failed to hand e connection data |monitor |8
Li byan Arab s . : . .
41.254.2.32 Janahi riya 147.237.77. 216 [dover.idf il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 8
Sreaning Engine: TGP Invalid i i ssi
79.181.48.129 |isradl 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
185.3.147. 226 |Israel 147.237. 72. 156 |anan.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |6
Sreaning Engine: TCP Invalid i i ssi
31.44.133.76 |Israel 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, . 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
213. 151. 32. 163 |I srael 147. 237. 77. 243 |nobi l e. i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
46.116.54.67 |Israel 147.237.77. 243 |nobil e.i of . Streamng Engi ne: TCP alid|invalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
79.182.60. 155 |Israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
176. 12. 154. 232 |l srael 147.237.77. 243 |nobil e.idf .il dr op First packet isn't SN drop
89. 139. 237. 142 |l srael 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TGP Invalid i i ssi
46.19.85.103 |l srael 147.237. 77. 243 |nobi l e.i df . i1 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
176. 12. 154. 196 |1 srael 147. 237.77. 243 |mobi l e o i 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
46.19.85.233  |[lIsrael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber monitor |5
46.121. 137. 182 |I srael 147. 237.77. 216 |dover.i df .i 1 Bad TCP sequence Invalid ACK nunber monitor |5
46.19.85.124  |Israel 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber moni tor |5
41.33.232.66 |Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5
80. 246. 137. 176 |l srael 147. 237. 72. 166 |aka. i df .| Bad TCP sequence SYNPACK retransmt with monitor |4
di fferent w ndow scal e
37.142.68.12 |[Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Tineout [reject 4
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |4
85. 64. 95. 48 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
46.19.85.124  |[lIsrael 147.237.77. 216 |dover.i df .il Bad TCP sequence Inval i d ACK nunber alert 4
185. 3.147. 203 |Israel 147.237.72. 166 |aka.i of .i1 Bad TCP sequence Invalid ACK nunber nonitor |4
94.55.110.43  |Turkey 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |4
R SWNretransmit wth different .
46.121. 137. 182 |I srael 147. 237.77. 216 |dover.i df .i | Bad TCP sequence wi ndow scal @ nonitor |4
76.115.96.90 |[lhited Sates 147.237.77.74 [lawidf.il Bl ock HTTP Non Conpl i ant Feil ed to handl e connection data [monitor |3
5.22.129.238 |[Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or
95.91.238.160 |Ger many 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TCP Invalid i i ssi
2.52.184.100 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, . 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
37.26.148.252 |israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
85. 64. 95. 48 I 'srael 147. 237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 3
Sreanming Engine: TCP Invalid i i ssi
83. 130. 121. 134 |1 srael 147.237.72. 166 |aka. i of . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
80.246.136.90 |Israel 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. g ., 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.178.126. 173 |I srael 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
217.132. 95. 196 |1 srael 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. g ., 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
84.228.73.162 |Israel 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
149. 50. 73. 48 g;g: 147.237.0.19 |nmadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 255
. . . Too Many of the Same Response Code (404) in Session from
79.181. 246. 103 |l srael 147.237.0.34 |tikshuv.idf.il 79. 181, 246. 103 Bl ock 155
176.12. 155. 120 |Israel 147.237.0.19 |madimatal .idf.il Distributed Too Many of the Same Response Code (404) B ock 141
149. 50. 73. 48 ;ﬂ;ttee: 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 140
176.12. 155. 120 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 104
185. 32.179. 140 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 41
176.12. 155. 120 |Israel 147.237.0.19 |nadi matal .idf.il Too Many of the Sane Response Cbde (403) in Session from Bl ock 28
176. 12. 155. 120
46. 19. 85. 250 I srael 147.237.72. 166 [aka. i df . i | Distributed Unknown HTTP Request Mt hod Bl ock 27
46.121.123.29 |Israel 147.237.72. 166 [aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 46. 121. 123. 29 B ock 12
. - . Dstributed Paraneter Type Mol ation on
176.12. 154. 232 |l srael 147.237.77. 243 |nobi l e. i df . i | nobi | e. i df . i | / sachar / changepassvord par anet er NewPassvor d B ock 7
149. 50. 73. 48 g“;:s 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (403) B ock 7
. - . Unaut hori zed URL Access to
84.108. 116. 221 |l srael 147.237.77. 243 |nobi l e. i df . i | nobi | e, i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1431 B ock 6
. . Unaut hori zed Met hod GPTI ONS for
84.228.36. 82 | srael 147.237.72.166 [aka. i df . i | viwu aka. i df . i |/ mai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get aut huser Bl ock 6
37.107.214.12 [Saudi Arabia [147.237.77.216|dover.idf .l Ml tipl e Unaut hori zed URL Access from 37.107. 214. 12 B ock 6
. . . Dstributed Parameter Type Mol ati on on
176. 12. 155. 216 |l srael 147.237.77. 243 |nobi l e. i df . i | mobi | e. i o . i | / sachar / changepassvor d par anet er NewPasswor d Bl ock 5
176. 12. 154. 232 |l srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 4
79.182.96.166 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to waw aka.idf.il/wwtikshuv.idf.il B ock 4
46. 19. 86. 219 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
77.127.15.35 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
37.26.148.187 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 3
. . Unaut hori zed Met hod HEAD for
2.54.134. 56 I srael 147.237.72. 166 |aka. i df . i | vy aka i dff i |/ nai 1 sachar / vi ysl i p. aspx Bl ock 3
176. 12. 154. 196 |l srael 147.237.0.19 |[nadimatal .idf.il Distributed Suspicious Response Code B ock 3
17.138. 57. 199 gﬁ;ttg: 147.237.77.216|dover.idf .il Uhaut hori zed LRL Access to waw i df.il/appl e-app-site-association B ock 2
2.52.145. 120 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 2
76. 115. 96. 90 g‘;tt:: 147.237.77. 74 |lawidf .il Suspi ci ous Response Code B ock 2
46.19. 85. 191 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
185. 32. 179. 197 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN QLI ENT_HELLO [None
79.182.60.155 | srael 147.237.72. 166 |aka. i df . i | Distributed thauthorized Mthod for Known LRL on Bl ock 2
wwy aka. i df . i |/ mai n/ sachar/ vi enpaysl i p. aspx
Lhited . . D stributed Lhaut hori zed URL Access on
157.85.39.13 g ates 147.237.72. 156 |aren. i df .1 | W aman. i df . i 1/ modi i / nodi | / nodi |/ def aul t. aspx Bock |2
87.69.102.196 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode B ock 2
149.78.5.6 I srael 147.237.72. 166 |aka. i df . i | Post Request - Mssing Content Type B ock 2
79.181. 246. 103 |[Israel 147.237.0.34 |tikshuv.idf.il Too Many 404: Response Code per Session B ock 1
178. 222. 24. 245 147.237.77.216|dover. i df . il D stributed Waut hori zed URL Access on ww i df.il/xnirpc. php B ock 1
176.12. 154. 212 |l srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 1
46.19. 86. 54 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for wwu aka. i df.il/mai n/ gi yus/ B ock 1
37.107.214.12 [Swudi Arabia [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/arr/ Bl ock 1
148.251.50. 49  |Ger many 147.237.76.86 |navy.idf.il PHP At enpt B ock 1
189. 218. 244. 31 |Mexi co 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to /tnmunbl ock. cgi B ock 1
66.249.78.234 |lsrael 147.237.72. 166 |aka. i df . i | D stributed Unauthorized LRL Access on 147.237.72. 166/ robots. txt  [B ock 1
46. 19. 85. 103 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 1
149.78.5.6 I srael 147.237.72. 166 |aka. i df . i | SQ Injection WERE Satenent Querride 1 B ock 1
95.91.238.160 |Ger many 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to waw i df.il/ger man/ Bl ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
217.132.4.109 |[Israel 147.237.72. 166 |aka. i df . i | v aka i df i |/ mai / sachar/ pi rsuneymof et . aspx None 1
41.230.14.223 |Tunisia 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw nag. i df . i |/ 14- he/ p@ar . aspx B ock 1
Ui ted D stributed Lhaut hori zed URL Access on
191.232.136.50 |g o4 o 147.237.77. 216 |dover.idf.il waw. i df . i |/ hebr ew announcenent s/ 2002/ j une/ mazen. st nx/ i ></ dd>< |Bl ock 1
dd><j >
. . Ml tiple Fullwdth/Hal fw dth Lhi code Encodi ng on URY Par anet er (+)
84.110. 108. 183 |l srael 147.237.72. 166 |aka. i df . i | £rom 84. 110. 108. 183 B ock 1
. . D stributed Unaut hori zed URL Access on
176.12.155. 173 |[Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx Bl ock 1
149. 78. 209. 255 |l srael 147.237.77.243|nobi | e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 1
Lhi ted m ny- kosher - kr avi . i ,
141.212.122. 177 Sates 147.237.0. 17 df il Unaut hori zed URL Access to 147.237.0.17/ B ock 1
Unknown Par anet er
31.168.79.7 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphvai n$TochenPl aceHbl der $ct | 38%ct | 01%ct | 03$chl Questi o [None 1
n$2 in ww aka. i df.il/nain/gi yus/ questionnaire. aspx
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