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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  [Site |Signature |Device Action  |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack drop 32
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack forward 2

200. 53.9. 113 Brazil 147.237. 76. 200 eitan. aka.idf.il ock Wdp Al Nets drop 1

142.54. 169. 165 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 drop 1

185. 130. 5. 201 147.237.76. 196 e.sviva.idf.il Bl ock_ Udp All _Nets drop 1

192. 96. 201. 131 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock_Ulp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address ‘Attacker Qountry [Ste

Signature

Potential Scan or Brute Force

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 6
195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
199. 191. 56. 187 |147. 237. 72. 167 |ULhited S ates i shuri maka.idf.il ET SCAN NMAP -sS w ndow 2048 2
199. 191. 56. 187 [147. 237. 72. 167 |Lnited Sates i shuri maka.idf.il ET SCAN NVAP -f -sS 2
188.0.236. 123 |147.237.77. 212 x;ﬁblo‘i’ac' o e dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
183. 82. 106. 200 |147.237.0.35 |india akaws. i df .i | ET SCAN NMAP -sS w ndow 2048 1
173.55.32. 113 |147.237.77.226|lhited Sates wan chanat z. aka. i df . i | [ET SCAN NVAP -sS wi ndow 1024 1
15 26, 218, 244 |147. 237 76. 30 |Thai I and Hrush i il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
79.178.219. 117 [147. 237. 72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
199. 191. 56. 187 [147. 237. 72. 167 |Whited Sates i shuri maka.idf.il ET SCAN NVAP -sS wi ndow 4096 1
66. 249. 64. 253 |147.237.72. 166 |Lhited Sates aka.idf.il SE:NER‘APAO_E Apac.he mod_ssl - non- S8 connection to SS. 1
port denial of service attenpt
199. 191. 56. 187 [147. 237. 72. 167 |Lhited Sates i shuri maka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46. 19. 85. 96 147.237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
188.0.236. 123 |147. 237. 77. 216 :Lﬁblo‘i’i’ o dover i df .l ET SCAN NVAP -sS wi ndow 1024 1
188.0.236. 123 |147.237.77.74 xéjblo‘i’ac’of lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
183. 82. 106. 200 |147.237.0.35 |india akavs. i df .i | ET SCAN NVAP -f -sS 1
149. 88. 253. 219 |147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
95.86.90. 145  [147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
79.176.227.96 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
46.151.53.217 |147.237.8.50 |lkraine e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
189 219.208.8 |147. 237, 0.35  |nexi co akave. i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

A tacker

Devi ce

count ry Target Address |Ste Signature Action ‘Count
reanmn ine: TCP Invali i i ssi
79.182. 96. 166 |l srael 147.237.0.38 |tikshv.icr.i1 |/ €AMNg Engine: TGP Invalid — invalid segnent retransmissi on. drop 93
Ret r ansni ssi on Packet dr opped.
94. 159. 167. 154 |l srael 147. 237. 72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 25
94. 159. 167. 154 |I srael 147.237. 72. 156 |anan. i of . i Bad TCP sequence SINAXK retransmt with different | oo |25
w ndow scal e
Sreanmng Engine: TCP Invalid i i ssi
37.26.147.185 |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Inval i d segnent retransnission. drop 18
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i Ssi
37.142.191.58 |israel 147. 237. 77. 243 |robil e. i df . i 9 =g Invalid segnent retransmssion. drop 16
Ret ransni ssi on Packet dr opped.
2.54.2.178 I srael 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 15
Sreaming Engine: TGP Invalid i i ssi
2.52.54.124  |israel 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segment retransmssion. drop 12
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19.86.25  [Israel 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 12
Sreanming Engine: TCP Invalid i i ssi
79.177. 225. 225 |1 srael 147.237.77. 243 |nobil e.i of . 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
176.12. 155. 28 |Israel 147. 237, 77. 243 |nobi 1 e. i of . i | 9 =9 Inval i d segnent retransission. drop 12
Ret r ansni ssi on Packet dr opped.
2.54.2.178 | srael 147.237.77. 216 |dover.idf.il SYN At t ack rej ect 10
Sreanmng Engine: TCP Invalid i i ssi
109. 64. 138. 126 |1 srael 147. 237.72. 166 |aka i f .11 9 =9 Inval i d segnent retransnission. drop 9
Ret r ansni ssi on Packet dr opped.
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
81.218.197.25 |[Israel 147.237.77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 9
8.37.227.81 g”;(’;ym’us 147. 237. 77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Response out of state monitor (8
217.132.12. 193 [I srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
2.52.152.55 I srael 147.237.77. 176 |natpash.idf.il [SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 96 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19.85.149 [israel 147.237.77. 170 |naarachot . df .11 |Bad TCP sequence Invalid ACK nunber noni t or 6
94. 230. 86. 124 |Israel 147.237. 72. 166 [aka.i df .i Bad TCP sequence Inval i d ACGK nunber noni t or 6
41.33.231.90 |Egypt 147.237. 77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
79.177.208.83 |Israel 147.237.77. 233 |atal .idf il Bad TCP sequence SN retransmt with different moni tor |6
w ndow scal e
Sreaming Engine: TGP Invalid i i ssi
89.138.127.36 |Israel 147. 237, 77. 243 |nobi 1 e. i of . i 9 =9 Invalid segnent retransission. drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 96 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert 6
Sreanmng Engine: TCP Invalid i i ssi
46.19.86.211 |Israel 147.237.77. 243 |mbile.i o i1 9 =9 Inval i d segnent retransnission. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i Ssi
109. 65. 61. 199 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
79.179.49.59  |Israel 147. 237.72. 166 |aka. i of . i 9 =9 Inval i d segnent retransnission. drop 6
Ret r ansni ssi on Packet dr opped.
46. 120. 206. 165 |l srael 147.237.0.19 |nadimatal.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 5
2.54.2.178 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber noni t or 5
79. 182. 228. 228 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
2.54.2.178 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nuniber noni t or 5
31. 210. 187. 222 |I srael 147.237.72. 166 |aka.i of .i | Bad TCP sequence Invalid ACK nunber noni t or 5
41.33.232.66 |Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
2.54.2.178 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence Inval id ACK nunber aert 5
185. 3.147. 226 |l srael 147.237. 72. 156 |anan.i df .i Bad TCP sequence Invalid ACK nunber noni t or 4
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data moni t or 4
Sreaming Engine: TGP Invalid i i Ssi
66.249.78.170 |lhited Sates |147.237.76.200 |eitan aka. i df . il 9 =g Invalid segnent retransmssion. drop 4
Ret ransni ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
85. 65.109. 210 |Israel 147.237.76. 200 |ei tan. aka. i of . | 9 =9 nval i d segnent retransnission. drop 4
Ret r ansni ssi on Packet dr opped.
98. 82.54. 39 Lhited Sates [147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
Sreanming Engine: TCP Invalid i i ssi
157.55.39.132 |Wited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. drop 4
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 96 I srael 147.237.76.31 |nakchal .idf.il |Bad TCP sequence Invalid ACK nunber alert
46.19.85.245 |israel 147.237. 77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber noni t or
46.19.85.170 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaming Engine: TGP Invalid i i ssi
157.55.39.222 |Whited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segment retransmssion. drop 4
Ret ransni ssi on Packet dropped.
46. 19. 85. 96 | srael 147.237.76.31 |nakchal .idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 4
80.179.54.68 |[lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber alert 4
37.231.14.242 |Kumait 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 4
5.29. 161. 56 I srael 147.237.72. 156 |anan.i df .il SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect 4
31.210.186.54 |[Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 4
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry Target Address |[Site S gnature Action ‘Count
176.12.155. 70 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 83
176. 12. 154. 140 |I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 17
176.12. 155. 70 |[Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock
80.179.11. 238 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 7
2.52.25.199  |Israel 147.237.77. 243 |nobi | e. i df . i | P ameter T?’F/esgcﬁﬁ Lﬁ;gﬁ;ﬁ:ﬁxf&d n Bock |6
46.19.85.109 |[Israel 147.237.0.19 |nadimatal .idf.il O stribut ed Suspicious Response Gode B ock 4
37.142.191.58 |[Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 4
176. 12. 155. 28 [l srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock 4
2.52.54.124 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 3
37.26.147.185 |[Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 3
2.52.58.134 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
76.115.96. 90 |Uhited Sates|147.237.77. 216 |dover.idf.i | O stributed Suspicious Response Gode B ock 3
46.19. 86. 25 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 3
176.12.155.26 |Israel 147.237.77. 243 |nobi l e. i df . i | nLQE‘iult eh?r(;fz'f? , geggfyisem;esn st ohi | ddocunent s/ 1162 Bock  [3
79.177. 225. 225 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 3
46. 120, 206. 165 |l sr ael 147.237.0.19 |nadimatal .idf.il nﬁ;u;h;r;lzfzfﬁ/gﬁ;e;j;j;dupdat ket qaurt i £y, sSp B ock 2
149. 78. 94. 154 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
46.19.85.115 |israel 147.237.77.216|dover. i df . i | Paraneter Type Mol ation SearchText in wwidf.il/1065-he/dover.aspx |B ock
157.55.39.27 |Wited Sates|147. 237. 72. 156 |anan. i df . i | m“;:;’;' izjfd_ ikﬁ‘mﬁﬁﬁsn;d?i o | 1 def aul £ aspx B ock 2
109. 64.9. 254  |lIsrael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 109. 64. 9. 254 B ock
217.132. 13. 245 [l srael 147.237.72. 156 |anman. i df . i | DO stributed Suspici ous Response Code B ock
84.111.104. 217 | srael 147.237.72. 156 |anan. i df . i | mmmx?\tu;:;‘rl.l izoi‘d. i#nogﬁcien??eggur ces/ i nages/ f avi con/ f avi con. png Bl ock !
37.26.146. 154 |Israel 147.237.76.42 |refuah.idf.il Suspi ci ous Response Code B ock 1
68.180. 230. 29 |Wnited Sates [147. 237. 77. 176 nat pash. i df . i | ma'z;;_Tﬁ?fi}”"goalt_irfgczag;wg‘sgg Bock |1
212.199. 205. 69 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
Dstributed Paraneter Type Mol ation on
176.12.155. 70 |l srael 147.237.0.19 |nadimatal .idf.il madi matal . idf.il/nobil e/ 1088- he/ ner et z. aspx par anet er B ock 1
ct | 00$Cont ent Pl acetbl der 13t xt S r eet
Unknown Par anet er
46.120.19. 161 |Israel 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaBack i n None 1
waw aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
38.111.147.88 |[lhited Sates|147.237.77.216|dover.idf.il Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
100.64.9.254  |Israel 147.237.72. 166 |aka. i df . i | m”;?:rii dzf‘.e?l mhﬁ/dhmeffiﬂl (. aspx Bl ock 1
5.29. 161. 56 I srael 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
Unknown Par anet er
79.181.113.82 |Israel 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP acetbl der $bt nAt udaPrint in None 1
waw aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
66. 249. 66. 126 |l srael 147.237.77. 170 |maar achot . i df . i | Mil tipl e Unhaut horized URL Access from 66. 249. 66. 126 B ock 1
185.3.144.54 |Israel 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to v idf.il/error. htm B ock 1
46.19.85.132 |Israel 147.237.72. 166 [aka. i df . i | Unknown HTTP Request Method anguage: in URL he-il, he B ock 1
89.138.127.36 |[lIsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
213.57.57.50 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
5.175.0.137 Ger many 147.237.77. 226 \fIW\:IY chamatz. aka. 1d muzgzéétzidakﬁ d'?c.(i:(lejsshta(r)ed/ user cont r ol s/ header upper / Bl ock !
79.183. 141. 144 |l srael 147.237.72. 166 |aka. i df . i | Ut raceabl e SSL Sessi ons: Qpen Mde None 1
66.249.78.82  |Israel 147.237.77.74 |lawidf.il me?iwfaéﬁrﬁf;ggﬁ ;:rarigiﬂ n None 1
198. 58. 102. 155 |Lhited Sates [147. 237. 77. 216 |dover.i df . i | Uhaut hori zed URL Access to waw i df.il/1294-he/ wan idf.il B ock 1
176. 12. 154. 140 || srael 147.237.0.19 |nadimatal .idf.il E:rd?’nfz;ﬁ%i _\iﬂlc;' ?Déﬁ”eftlgmﬁi?te'?:cgﬂder 13txtSreet in Bl ock 1
80.139.35.34 |Israel 147. 237.72. 166 |aka. i df . i | e Ix;eﬁdﬁngzgzgzgga”cku; e iapatzlfres Bock |1
2.54.129.155 |[Israel 147.237.72.167|i shurimaka. i df .i | Untraceabl e SSL Sessi ons: (pen Mde None 1
213.57. 164. 188 |l srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock 1
79. 176. 106. 239 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
66. 249. 64. 253 | srael 147.237.72. 166 |aka. i df . i | %{“&;ﬁﬂ&cﬁqm‘ﬂ“g - Protocol violation None 1
149. 78. 206. 16 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
23.95.40.53  |United Sates[147.237. 77. 216 |dover . i df . | shat Z?r.'izﬁ‘inlﬁ ooess P s=8eyqommekapzuBoohdbhi sod( i - Hock |1
68.180. 228. 112 [Lhited Sates|147. 237. 77. 216 |dover. i df . i | Unaut hori zed URL Access to waw i df.il/elram B ock 1
212.76.99.52 |Israel 147.237.72. 166 |aka. i df . i | Lhknown Paraneter sa in ww aka. i df.il/nai n/rabanut/general . aspx None 1
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