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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 20
81. 218. 56. 245 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets dr op 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2
185. 56. 28. 67 Net her | ands 147.237.76. 201 e atal.idf.il B ock_Udp Al Nets drop 1
142.54. 160. 210 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-traf 1 forvward 1
185. 130. 5. 174 147.237.76. 31 nakchal . i df i Block Np Al Net drop 1
142. 54. 169. 166 Lhited Sates 147.237. 72. 166 aka.idf.il bl ock-sp-traf 1 drop 1
185. 56. 28. 67 Net her | ands 147.237.76. 148 gacenter. aka. i df .i | B ock_Udp Al _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
46.31.103. 37 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 2
37.8.24.236 147.237.77. 216 g‘z'cisgiig;a” Territory, | gover. i f il ET SCAN NVAP -sA (2) 2
66.249.78.146 |147.237.72.166|Lhited Sates aka.idf .il ET SCAN NVAP -sA (2) 2
59. 45. 79. 117 147.237.0.35 [China akavs. i df .i | ET SCAN Potential SSH Scan 1
79.183. 148. 172 |147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
79.180.122. 42  |147.237.72. 166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
79.176.188. 181 |147.237.77. 216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
209. 126. 116. 147|147.237.77. 74 |Lhited Sates lawidf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45.79. 117 147.237.77. 235 |Chi na sviva idf.il ET SCAN Potential SSH Scan 1
188.0.236.123 |147.237.77.227 |Ml dova, Republic of |e. hanaz.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237. 77. 233 |Chi na atal.idf.il ET SCAN Potential SSH Scan 1
145.255.2.133  [147.237.0.33 |Russian Federation Pdf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147. 237. 76. 176 [Chi na test.ncore.idf.il |ET SCAN Potential SSH Scan 1
109. 65. 29. 230  |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
59. 45.79. 117 147.237.76.39 |Chi na nobi | e. nei tav.idf.i|[ET SCAN Potential SSH Scan 1
84.94.179.220 |147.237.77.216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
59. 45. 79. 117 147.237.0.200 |Chi na . i df i ET SCAN Potential SSH Scan 1
80. 246. 133. 145 |147.237. 77. 233 |l srael aal.idf.il ET OC5 Large anount of TGP ZeroWndow - Possible Niller2 1
DDos attack
58.186. 154. 221 |147.237.8.28 [Vietnam e.nobil e-ks.idf.il ET SCAN Behavi oral - Lhusual | y Fast inbound Tel et 1
Gonnections, Potential Scan or Brute Force
79.182.162. 175 |147.237.72.166 | srael aka.idf.il portscan: TGP D stributed Portscan 1
46.19.86.9 147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
79.177.199.27  |147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
213.57.107.200 |147.237.77.216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
59. 45. 79. 117 147.237. 77. 234 |Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
145. 255. 2. 133 147.237. 77. 121 |Russi an Federati on e navy.idf.il ET SDAN Behavi oral Lhusu.al I y fast Termnal Server Traffic, 1
Potential Scan or Infection
59. 45.79. 117 147.237.77.61 |Chi na e.cogat.idf.il ET SCAN Potential SSH Scan 1
145.255.2.133  [147.237.0.19 |Russian Federation madimatal.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.76. 44 |Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
89.139.135. 5 147.237. 72. 166 |I srael akaidf.il portscan: TGP D stributed Portscan 1
59. 45.79. 117 147.237.8.27 |China e.nadimatal .idf.il |ET SCAN Potential SSH Scan 1
80. 246. 133. 233 [147.237.76.30 |l srael hi nush. i df .i | ET OC5 Large anount of TGP ZeroWndow - Possible Niller2 1
DDos attack
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|Top Attackers In FW |

A tacker

count ry Target Address [Ste Signature
92.222. 167. 164 |France 147. 237. 72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 132
92.222. 167. 164 |France 147. 237. 76. 147 [chi nuch. aka. i df . i ||SYN At t ack SYN -> SYNACK -> Ti meout rej ect 85
Sreaning Engine: TGP Invalid i i ssi
79.182. 171. 236 [Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 54
Ret r ansmi ssi on Packet dropped.
. . SYNretransmt wth different .
80. 246. 133. 145 [l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e noni t or 52
92.222. 167. 164 |France 147. 237. 76. 147 |chi nuch. aka. i df . i I|]SYN At t ack rej ect 42
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
206.253.226.7 [Uhited Sates [147.237.77.170|naarachot.idf.il [Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 21
1112 Australia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
reamn ine: TCP Invali i i ssi
176.12. 155. 40 |israel 147. 237, 77. 243 |t 1 e o1 | €AMNG Engine: TP Invalid  finvalid segnent retransnission drop 15
Ret r ansni ssi on Packet dropped.
2.54.3.232 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 12
reaming BEngi ne: TCP Invali i i ssi
2.52.9.149 I'srael 147.237.77. 203 |moi e i1 |2 €M NG Engine: TP Invalid - finvalid segnent retransnissi on. drop 12
Ret r ansm ssi on Packet dropped.
o SYNretransmit wth different .
217.132. 41. 239 |Israel 147.237.77. 233 |atal .idf. il Bad TCP sequence wi ndow scal e noni t or 11
217.132. 41. 239 I srael 147.237.77. 233|atal i df i Bad TCP sequence S retransmt wth i fferent alert 10
w ndow scal e
Sreaning Engine: TGP Invalid i i ssi
149. 88.104. 21 |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 nval i d segnent retransmssi on. drop 10
Ret r ansni ssi on Packet dropped.
2.52.55. 146 I srael 147.237.77. 243 |nobi | e.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 10
212.143. 142. 56 |I srael 147. 237. 77. 216 |dover . i of . i drop First packet isn't SN drop
46.19. 86. 21 | srael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop
46.120.85.158 |l srael 147. 237. 77. 216 |dover i df i Bad TCP sequence SAK retransmt with different Joooiior |
w ndow scal e
37.26.147. 163 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
46.19.85.212  [Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or
reamn ine: TCP Invali i i ssi
79.177. 225. 225 I srael 147.237.77. 243 |nobil e. i of . Streamng Engi ne: TCP alid nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
46.19.85.120 |israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dropped.
2.54.3.232 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid sequence nunber noni t or 6
84.228. 121. 206 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 6
46.19.85.176 |Israel 147. 237. 77. 216 |dover. i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
176. 12. 155. 116 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6
Sreaning Engine: TGP Invalid i i ssi
77.125. 104. 191 |I srael 147. 237.72. 166 |aka. i df .11 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
reaming BEngi ne: TCP Invali i i ssi
79.180. 218. 18 |Israel 147. 237. 72. 166 |aka. i df . Streaming Engi ne: TCP Invalid  invalid segnent retransnissi on drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.52.55.146  |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
195.154.93.77 |France 147.237.72. 166 |aka. i of .| Bad TCP sequence SN retransmt wih different monitor |6
w ndow scal e
Sreaning Engine: TGP Invalid i i ssi
2.54.5.33 I srael 147. 237.72. 166 |aka. i of . i 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
46.116. 242. 125 i srael 147. 237. 72. 166 |aka. i df . Streamng Engi ne: TP Invalid  invalid segnent retransnissi on drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.249. 64. 193 |UWnited Sates |147. 237. 7. 243 |nobil e.i df .i | 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
79.178.37.172 |israel 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
84.228.9.170 |Israel 147.237.72. 166 |aka. i of . i 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
2.54.3.232 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber alert 6
Sreaning Engine: TGP Invalid ' i ssi
80.230.98.94 |Israel 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.52.182.244 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
2.54.3.232 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
Sreaming Engine: TCP Invalid i i ssi
46.19.86.166 | srael 147. 237, 77. 243 |robi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i SSi
84.228.41.13 |Israel 147.237.72. 166 |aka.i df . i1 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
109.66.81.79 |israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
176. 12. 155. 116 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 6
94.249.99. 115 |Jordan 147. 237. 77. 216 |dover.i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
92.222. 167. 164 |France 147. 237. 76. 147 [chi nuch. aka. i of .1 ||SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
181. 138. 98. 189 |Col onbi a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
5.22.131.58 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 5
46.19.85.152  [Israel 147.237.0.34 |tikshw.idf.il  |Bad TCP sequence I'nval i d AGK nunber alert 5
46.19.85.152 |Israel 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
77.126.167.29 |Israel 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
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|Top Attackers In V\AF|

At acker

Devi ce

nobi | e.i df .il/categorytenpl ates/|istchil ddocunent s/ 1432

Count ry Target Address |Site Sgnature Action ‘Count
176. 12. 154. 140 |l srael 147.237.0.19 |nadimatal .idf.il| |Ostributed Suspicious Response Code B ock 124
176. 12. 154. 140 [l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Too Miny of the Sane Response Code (404) Bl ock 117
82.81.29.135 |lsrael 147.237.0.34 [tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 106
149. 88. 152. 94 |l srael 147.237.0.19 |nadimatal .idf.il| |Ostributed Suspicious Response Code B ock 86
2.52.183.228 |lsrael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Code Bl ock 79
77.125.120. 212 |l srael 147.237.0.34 [tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 63
46.19. 86. 33 I srael 147.237.0.19 |nadimatal .idf.il| |Ostributed Suspicious Response Code B ock 49
149. 88. 152. 94 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Too Miny of the Same Response Code (404) Bl ock 18
89. 139. 137. 243 |l srael 147.237.0.19 |[nmadimatal .idf.il |[Dstributed Suspicious Response Code Bl ock
2.52.183.228 |Israel 147.237.0.19 |nmadimatal .idf.il [Dstributed Too Mainy of the Sane Response Code (404) B ock
79.178.63.13 [l srael 147.237.77. 243 |nobi | e. i df . i | Emts)it Ir('e.bi“:jfe_c: I%zf;zg:;ggplﬁe;ﬁiih?? sdocunent </ 1362 Bl ock 5
80. 246. 137. 250 || srael 147.237.0.19 |madimatal .idf.il |Ostributed Suspicious Response ode Bl ock 4
89. 139. 143. 242 |I srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂtgﬁgfz.??/tgeggfﬁsemZtesllistch” ddocurment </ 1431 Bl ock 4
46.19.85.182 [Israel 147.237.0.19 |[madimatal .idf.il [Dstributed Suspicious Response Code Bl ock 3
176. 12. 155. 131 |l srael 147.237.0.19 |nadimatal .idf.il| |Ostributed Suspicious Response Code B ock 3
37.26.148.185 |lsrael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Qode Bl ock 3
176. 12. 155. 206 |l srael 147.237.0.19 |[madimatal .idf.il [Dstributed Suspicious Response Code Bl ock 3
76.115.96.90 |Uhited Sates 147.237.77.74 |lawidf.il Suspi ci ous Response Code B ock 3
176.12. 155. 40 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code Bl ock 3
5.102.246.36 |lsrael 147.237.0.19 |[madimatal .idf.il [Dstributed Suspicious Response Code Bl ock 3
176.12. 155. 75 |l srael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Code B ock 3
2.52.180.125 |[lsrael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Code B ock 3
46.10.86.154 |Israel 147. 237.77. 243 |nobi L e. i df . i | ol "ebluéfedl I%i‘t‘fegg:;fggplﬁe;ﬁfisch?? tdocurent < 1362 Bl ock 3
79.178.63.13 [l srael 147.237.77. 243 |nobi | e. i df . i | EDZ: Ir;bi“éﬁc: I%zftegz:;fgﬁplﬁesﬁf?tiﬂ ddocunent &/ 1431 Bl ock 2
79.183.161.15 |lsrael 147.237.0.19 |[madimatal .idf.il [Dstributed Suspicious Response Code Bl ock
2.52.9.149 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock
46.19.86.154 |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;“lt : ?rc;fzf‘lj , t’;eggrcy‘isem;esn ot ddocument of 1361 Bl ock 2
46.121. 128. 107 |l srael 147.237.0.19 |madimatal .idf.il |Ostributed Suspicious Response Qode Bl ock 2
149. 78. 206. 16 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
84.108.33.151 |lsrael 147.237.0.19 |[nmadimatal .idf.il [Dstributed Suspicious Response Qode Bl ock 2
79. 181. 198. 208 || sr ael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response CGode Bl ock 1
37.26.147.155 |Israel 147.237.77.216|dover. i df . il Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
179.213.51. 96 |Brazil 147.237.77.216|dover.idf .il Unaut hori zed URL Access to wa i df.il/xmrpc. php Bl ock 1
79.177.19. 179 |israel 147. 237.72. 156 lanan. i df .i | gdejls;igl])e Untraceabl e SSL Sessions from79.177.19. 179 (lhknown SSL None 1
98.143. 148. 107 |Lhited Sates  [147.237.0.15 |kosher-kravi . i df. i|Wauthorized URL Access to 147.237.0. 15/ check B ock
66.249.64.13 |[lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock
195. 154.93. 77 |France 147.237. 72. 166 |aka. i df . i | (SZ‘SE“ gﬁibgspﬁngﬁli g‘\gg&f&iﬁﬂ;;m None 1
195. 154. 93. 77 |France 147.237.72. 166 [aka. i df . i | Abnor mal |y Long Header Line request header nane Bl ock
80. 246. 136. 44 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
68.180.229. 121 |Uhited Sates 147.237.76. 200 [ei tan. aka. i df . i1 mu;irloa:r:.zai:\. ﬂ?}_ ;Al‘slctejr?plta? es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
212.34.11.38  |Jordan 147. 237.77. 216 |dover . i df . i | m”iod"f"_’imp p/';fql“e“ Method sltenBack. gif in LR Bl ock 1
46.19.86.154 [l srael 147.237.77. 243 |nobi | e. i df . i | EDZ: Ir;bi“éﬁc: I%zftegz:;fgﬁplﬁesﬁf?tiﬂ ddocunent &/ 1432 B ock 1
Illegal Byte Code Character in Method AVAQAHKAA
195. 154. 93. 77 |France 147.237.72.166|aka. i df . i | ([[#8]] Ae A-R@A, ASA‘AAT&N ,§§Aﬂ B ock 1
HARA?[ [ #18] ] v[ [ #30] ] AASACI A...
188. 143. 232,15 [0 0 147. 237, 77. 176 |nat pash. i df . i | ;':‘j‘rwa’;fgzt e ?’:;’gg&igﬂf;g;’;?‘:sgs Bl ock 1
79.177.19.179 |lsrael 147.237.72. 156 [anan. i df . i | SSL Lhtraceabl e Connection - Unknown SSL Sessi on None 1
109. 67. 216. 249 |l srael 147.237.77.216|dover.idf . il O stributed Unauthorized LRL Access on wwwvidf.il/https:/wanidf.il/ |B ock 1
66. 249. 64. 193 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
195. 154, 93. 77 |France 147.237.72. 166 |aka. i df . i | Too Many Headers per Request - 62 Headers B ock 1
195. 154. 93. 77 |France 147.237.72. 166 [aka. i df . i | Aonornal |y Long Request request version Bl ock 1
79.178.63.13 |Israel 147.237.77. 243 |nobi | e. i df . i | thaut hori zed URL Access to Bl ock 1
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