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02-02-2016-19:04:06 to 02-02-2016-20:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 26
109. 67. 26. 72 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 6
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forvard 6
79.181. 56. 211 I srael 147.237.77. 216 dover. i df.il Block Wdp All Nets drop 5
109. 66. 135. 112 I srael 147. 237.72. 166 aka.idf.il Block Udp Al Nets drop 3
200. 53. 9. 113 Brazil 147.237.76. 177 ncore.idf.il Bl ock_Ulp Al _Nets drop 2
74.91. 28. 58 Lhited Sates 147.237.72. 167 i shurimaka.idf.il bl ock-sp-traf 1 drop 1
74.91. 28. 62 Lhited Sates 147.237.77. 234 hal ag.i df .il bl ock-sp-traf 1 drop 1
142. 54. 169. 165 Lhited Sates 147.237.77. 205 prisha.idf.il bl ock-sp-traf 1 drop 1
71.6.165. 200 Lhited Sates 147.237.76. 198 e. yohal an.idf.il Bl ock Udp All Nets drop 1
82. 166. 184. 140 | srael 147.237.76. 31 nakchal .idf.il B ock Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnalure Devi ce Action |Oount

93. 169. 180. 90 Romani a 147.237.77. 216 dover.idf.il |12715. HITP. Bind SQ Injectionin R Bl ock 3
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry ‘Ste |Signature |Count\
52.35.178.67  |147.237.77.216|W0ited Sates dover.idf.il ET WEB_SERVER Fake Googl ebot UA 1 | nbound 8
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.78.146  |147.237.72. 166 |Wited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
66.249. 64.190 |147.237.72. 166 |Wited Sates aka idf.il ET SCAN NVAP -sA (2) 2
209. 126. 116. 147|147.237. 76. 176 |Wnited Sates test.ncore.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
61.240. 144.65 |147.237.77.212|Chi na e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
188. 120. 148. 151(147. 237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
61.240. 144. 65 |147.237.76.38 |China eenmeitav.id.il |ET SCAN NVAP -sS wi ndow 1024 1
176.12.155.68 |147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
50. 19. 22. 223 147.237.72. 166 |Lhited Sates aka idf.il portscan: TCP O stributed Portscan 1
168. 62. 238. 153 |147.237.77. 234 |Wnited Sates hal ag. i df .il ET SCAN NVAP -sS w ndow 1024 1
46.116. 204. 244 (147.237.72. 166 || srael akaidf.il portscan: TCP O stributed Portscan 1
111. 180. 80. 143 [147.237.8.27 |China e.nadi matal .idf.il ET SCAN Behavi oral Lhusual ly fast inbound Tel net 1
onnections, Potential Scan or Brute Force
37.26.148.172  |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
213.57.213. 242 |147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
103. 36. 77. 11 147.237.76.31 |India nakchal . i df .i | ET SOAN Behavi oral Lhusual ly fast inbound Tel net 1
onnections, Potential Scan or Brute Force
5.43.197.178  [147.237.77.216 g‘z'cisgiig;a” Territory, | dover i df il portscan: TCP Distributed Portscan 1
213. 8. 204. 33 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
84.111.202.49 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
209. 126. 116. 147|147.237. 77. 19 |Wited Sates lavforumidf.il |ET SCAN NVAP -sS wi ndow 1024 1
79.179.234. 231 |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
209. 126. 116. 147|147. 237. 76. 147 |0 ted Sates chinuch.aka.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
194. 187. 249. 120|147. 237. 76. 198 |Eur ope e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 3072 1
61.240.144. 65 |147.237.76.39 |China nobi | e. nei tav.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
185. 3. 144. 50 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
176. 12. 155. 2 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
46.120. 195. 182 |147.237. 77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
123.119.164.1 |147.237.76.38 |China e.eneitav.idf.il ET SOAN Behavi oral Lhusual l'y fast inbound Tel net 1
onnections, Potential Scan or Brute Force
46.116. 9. 242 147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
109. 65. 73. 103 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
31.168.185.25 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
213.57.160. 179 |[147.237.72. 166 || srael aka idf.il portscan: TCP O stributed Portscan 1
95. 86. 82. 83 147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
5.29. 44,123 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
213. 8.204. 17 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
80.230. 7. 173 147 237 77 216 |1 srael dover i df il ET DC5 Large anount of TCP Zer oWndow - Possible Niller2 1
DDos at t ack
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
92.222.167. 164 |France 147.237.72. 156 |anan. i df .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 666
92.222.167. 164 |France 147.237. 76. 147 [chi nuch. aka. i df . i ||SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 444
92.222.167. 164 |France 147. 237. 76. 147 |chi nuch. aka. i df . i I|fSYN At t ack rej ect 207
99.237.104.94 |Canada 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SYN drop 70
L s SN retransnmit wth different .
112. 198. 103. 114|Phil i ppi nes 147.237. 72. 166 |aka.i df .i | Bad TCP sequence vi ndow scal e noni t or 39
Sreanming Engine: TQP Invalid i i ssi
185.3.144.91 [ srael 147.237.77. 243 |nobi L e. i of . i1 9 =g Invalid segnent retransmssion. |4 39
Ret r ansmi ssi on Packet dropped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaming Engine: TGP Invalid i i ssi
109. 160. 168. 246/l srael 147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. drop 21
Ret r ansni ssi on Packet dropped.
92.222.167. 164 |France 147. 237. 76. 147 |chi nuch. aka.i df . i [|SYN At t ack SYN -> SYN-ACK -> RST rej ect 18
Sreamng Engine: TCP Invalid i i ssi
46.121.128. 107 |Israel 147.237.0.19 |nadimatal.idf.il 9 =9 Invalid segnent retransmssion. | 16
Ret r ansni ssi on Packet dr opped.
109. 64. 220. 244 |Israel 147.237.77. 233 |atal .idf il Bad TCP sequence SNTetransmt with different moni tor (16
w ndow scal e
46. 19. 85. 22 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 13
109. 160. 224. 249]l sr ael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 12
. . SYNPAXK retransmt with different .
109. 160. 224. 249|I srael 147.237.72.166 |aka. i df il Bad TCP sequence i ndow scal e noni t or 12
Sreaming Engine: TGP Invalid i i ssi
109.65.41.69  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
87.69. 144. 203  |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
5.22.129.99 I srael 147.237.72. 166 |aka.i of .i1 Bad TCP sequence Invalid ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi
176.12.154.6 |l srael 147. 237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
46. 19. 86. 121 | srael 147.237.72. 166 |aka. i df.i | drop Frst packet isn't SYN drop 8
5.22.129. 99 I srael 147.237.0.34 [tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 8
31.210. 187. 204 |Israel 147.237. 72. 166 [aka.i of .i | Bad TCP sequence Inval i d ACK nunber noni t or 7
87.71.5.9 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
87.71.5.9 I'srael 147. 237. 77. 216 |dover . i df .i Bad TCP sequence SINAXK retransmt with different 1oouior |7
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
176. 12. 154. 206 | srael 147. 237. 77. 243 |nobi | e. i of . i 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
84.108. 105. 23 |Israel 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
. . SYN+AK retransmit with different .
80. 246. 136. 217 |Israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence i ndow scal e noni t or 6
Sreanming Engine: TCP Invalid i i ssi
5.22.135.178  |israel 147.237.77. 243 |robi L e. i of . i1 9 =g Invalid segnent retransmssion. |4 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
82.81.24.220  |israel 147. 237.72. 166 |aka i of .11 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 66.165.4  |Israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |4 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
149.78.34.20  |israel 147.237.72. 166 |aka. i of . 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19.85.169  |Israel 147.237.76. 200 |ei tan. aka. i of .| 9 =g Invalid segnent retransmssion. |4 6
Ret r ansmi ssi on Packet dropped.
87.68.248.214 |Israel 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
37. 46. 39. 155 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber noni t or
Sreanming Engine: TCP Invalid i i sSi
5. 22.129. 99 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 169 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 6
80. 246. 136. 217 |[lIsrael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46.19.85.73 I srael 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
5.22.129.99 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 6
Russi an o Streaning Engine: TCP Invalid |invalid segnent retransmission.
141.8.132. 112 erati on 147.237. 72. 166 |aka.i df .i | Ret r ansm ssi on Packet dr opped. drop 6
46.19. 85. 191 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19.85.101  |israel 147. 237.77. 216 |dover. i df .i | Bad TCP sequence SINGAK retransmt with different 1,00 o
w ndow scal e
46.19.85.73 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 5
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor 5
5.22.129.99 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 5
188. 120. 148. 91 |l srael 147.237.72. 166 |aka.i of .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 85. 22 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 5
80. 246. 136. 217 |lsrael 147.237.72. 166 |aka.idf. il dr op Frst packet isn't SN drop 5
46.19. 85. 73 I srael 147.237.72. 166 |aka.i of .i | Bad TCP sequence Inval i d ACK nunber aert 5
80. 246. 136. 217 |l srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
99.237.104.94 |Canada 147.237.0.34 |tikshuv.idf.il Distributed Too Mainy of the Same Response Code (404) B ock 144
176.12. 155. 105 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 86
176. 12. 155. 105 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) Bl ock 73
46.121. 128. 107 |[lIsrael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 65
5.22.129. 99 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 64
89. 139. 233. 234 |Israel 147.237.72. 166 |aka. i df . i | gg?l'\?ghyzg_ tzgj Sane Response (bde (404) in Session from Bock |35
2.54.171. 225 I srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 32
37.142.215.95 [Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Mainy of the Sane Response Code (404) Bl ock 32
176. 12. 155. 238 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode Bl ock 25
212.199. 205. 68 |l srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 16
85. 250. 108. 250 |[Israel 147.237.0.19 |[madi matal .idf.il|Dstributed Suspicious Response Code Bl ock 11
176.12.154.54 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode Bl ock 8
213.151.49.138  Israel 147.237.72. 166 aka. i df . i mu;:;).ril cife.di IL/Fia; uf‘i:cn(:?z;)zr ces/ i nages/ body/ i nages/ nai n. j pg Bl ock 3
79.176.160.58 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTIONS for waw aka. i df.il/ B ock 3
109. 66. 1. 62 I srael 147.237.77. 243 |nobi | e. i df . i | m;ult:?r(;fsz , g‘egpgrcytesem e/ stchi | ddocunent s/ 1362 Bock |3
37.26.146.130 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
93.173.233.69 | srael 147.237.72. 156 |anan. i df . i | mu;ﬁg;. izg;i' lulj‘cxggf; (t:gre/ doc. mur/ undef i ned Bock |3
79.176.160.58 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/sip _storagel/files/2/ B ock 3
195. 154. 71. 139 |France 147.237.72. 166 |aka. i df . i | Distributed Ml forned HITP Header Line B ock 2
195. 154. 71. 139 |France 147.237.72. 166 |aka. i df . i | DOstributed I11egal Byte Qde Character in Header Val ue B ock 2
195. 154. 71. 139 |France 147.237.72. 166 |aka. i df . i | Ostributed Ml formed UR B ock 2
195. 154. 71. 139 |France 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in Mthod Bl ock 2
176.12.154.42 |Israel 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 2
195. 154. 71. 139 |France 147.237.72. 166 |aka. i df . i | Dstributed Aonornal |y Long Header Line B ock 2
37.46.38.190  |Israel 147.237.77. 243|mobi L e i dff i1 [TEC :_?'C:fz_??/t‘:;egpgrcye;m 0 oo/ <t chi | deocumert &/ 1071 Bock |2
84.108. 105. 23 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
195. 154. 71. 139 |France 147.237.72. 166 [aka. i df . i | Distributed Unknown HTTP Request Met hod Bl ock 2
195. 154. 71. 139 |France 147.237.72. 166 [aka. i df . i | Distributed Abnormal Iy Long Request Bl ock 2
149. 78. 34. 20 | srael 147.237.72. 166 |aka. i df . i | DOstributed I11egal Byte Gde Character in URL Bl ock 2
213.57.172.65 |lIsrael 147.237.77.216|dover. i df . i | Lhtraceabl e SS. Sessi ons: Unhknown SSL Sessi on None 2
46.116.137.23 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 2
195. 154. 71. 139 |France 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Ode Character in Header Nane B ock 2
112. 198. 103. 114|Phi | i ppi nes 147.237.72. 166 [aka. i df . i | Abnormal |y Long Request net hod Bl ock 1
68.180.228.112 [nited Sates [147.237.77.216|dover.idf.il Par anet er Type M ol ati on PageNumin waw i df . i|/1815- he/ dover . aspx Bl ock 1
37.239.8.28 Iraq 147.237.77.216|dover. i df .i | Unhaut hori zed URL Access to www idf.il/arr/ Bl ock 1
188. 143. 232. 35 gj::;”i o [147.237.76.22 [refuah.idf. il maf:; o aTZ;e_ i\Adf(’_' ﬁt;fHngx_”;spfcem der 1$txtontent in Bock |1
93.172.167.199 |lsrael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ r eset . css B ock 1
176.12. 154. 139 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
84.108.128.38 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.176.160.58 |l srael 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized Method for Known URL from 79. 176. 160. 58 B ock 1
195. 154.71. 139 |France 147.237.72. 166 |aka. i df . i | fgéﬁ?&f\lﬁfﬁyﬁ:@i &?ﬂ_&m@) None 1
112. 198. 103. 114|rhili ppi nes 147.237.72. 166 [aka. i df . i | Too Many Headers per Request - 66 Headers Bl ock 1
109. 64. 220. 244 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1462- he/ at al . aspx B ock 1
31.168. 13. 78 I srael 147.237.72. 167 i shuri maka. i df . i|SSL Untraceabl e Connection - Cpen Mde None 1
176. 12. 155. 143 |Israel 147.237.77. 243 |nobi | e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/authentication/i ndex B ock 1
176.12.154.33 [ srael 147. 237.72. 166 |aka. i df . i | mn;kv:i Z?.rialr;e;;rn/ gxm:fmma;& None 1
Unknown Par anet er
80. 246. 137. 247 |l srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenPl acetbl der $enai | Updat e$hi ddenUpdat eErai | [None 1
in ww aka.idf.il/nain/giyus/faqg. aspx
Uhaut hori zed URL Access to
212.76.103. 137 |israel 147.237.72. 166 |aka. i df . i | maiiaéé:;i(ihlr/uségglj;?rgzgt]erﬁ\; (;"gjz’g (Za?gjsghgﬂ;ﬁfé’fﬁjgiok%hk“:fx'Saizsnﬁ Bock |1
fug
112. 198. 103. 114|Fhi | i ppi nes 147.237.72. 166 [aka. i df . i | Ill1egal Byte CGode Character in Header Nane [[#3]1m Bl ock 1
68.180.230.29 |Lhited Sates [147.237.77.176|nmat pash.idf.il Paraneter Type M ol ation PageNumin ww cogat . idf.il/1035-ar/cogat. aspx [B ock 1
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