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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address Site Signature Device Action
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 34
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 6
109. 66. 192. 180 | srael 147.237.72. 166 aka.idf.il Bl ock Wp Al Nets drop 6
31.168. 240. 21 I srael 147.237.72. 166 aka.idf.il Block Udp Al Nets drop 3
115. 239. 228. 10 Chi na 147.237.76. 199 e.nakchal .idf.il JLM Under _Attack Con Htp drop 2
185. 130. 5. 174 147.237.76. 200 eitan. aka.idf.il ock Wp Al _Nets drop 1
142. 54. 160. 212 Lhited Sates 147.237.0. 19 nadi matal .idf.il |bl ock-sp-trafl forward 1
142.54.169. 163 Lhited Sates 147.237.77. 176 nat pash. i df.i | bl ock-sp-traf 1 dr op 1
142. 54. 169. 165 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-trafl drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count

36.110. 147. 103 Chi na 147.237.77. 216 dover.idf.il |CL03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In ID|

Attacker Address
195. 34. 150. 18
59. 106. 108. 116

|Tar get Address
147.237.77. 216

147.237.77. 216

Attacker Qountry
Austria

Japan

dover.idf.il

|Signature
Tehila - Perl LW with fake user agent

dover.idf.il

Tehila - Perl LW with fake user agent
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
92.222.167. 164 |France 147. 237. 72. 156 |anan. i of . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 673
92.222.167. 164 |France 147. 237. 76. 147 [chi nuch. aka. i df . i [|SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 450
92.222.167. 164 |France 147. 237. 76. 147 |chi nuch. aka. i df . i || SYN At t ack rej ect 206
reamn ine: TCP Invali i i Ssi
85.130. 194. 49 |Israel 147.237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid  invalid segnent retransnissi on drop 36
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
2.52.56.6 I srael 147. 237. 77. 216 |dover i df . g =g nval i d segnent retransmssi on. drop 30
Ret ransmi ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreamng Engine: TCP Invalid i i ssi
46.19. 86. 92 I srael 147. 237.72. 166 |aka i f . g =g nval i d segnent retransmssi on. drop 30
Ret ransmi ssi on Packet dr opped.
82. 145, 219. 141 |Eur ope 147. 237. 77. 216 |dover . i df .i | SYN At ack SYN -> SYN-ACK -> RST rej ect 26
5.102.254.250 |Israel 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 19
92.222.167. 164 |France 147. 237. 76. 147 |chi nuch. aka.i df . i || SYN At t ack SYN -> SYN-ACK -> RST rej ect 15
reamng BEngine: TCP Invali i i SSi
79.180. 221. 203 |Israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segnent retransnissi on drop 12
Ret ransm ssi on Packet dr opped.
93.173. 253. 125 |lIsrael 147.237.76.31 |nakchal .idf.il  [SYN Attack SYN -> SYN-ACK -> RST rej ect 10
37. 46. 39. 162 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 10
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
46. 116. 10. 132 [l srael 147.237.72. 166 |aka.i df .il drop Frst packet isn't SN drop 7
Sreaning Engine: TGP Invalid i i sSi
46.19.86.127  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segrent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
176. 12. 154. 136 | srael 147.237. 72. 166 |aka.i of . i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
37.142.68.133 |Israel 147.237.76.31 |nakchal .idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 6
reamng BEngine: TCP Invali i i SSi
85. 130. 202. 223 |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TP Invalid i i ssi
176. 12. 155. 167 |Israel 147. 237. 77. 243 |nobil e.i df . i g =g nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
reamng BEngine: TCP Invali i i SSi
77.127.193.73  |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid  invalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dr opped.
46.19. 85. 112 I srael 147.237.72. 166 |aka. i df .i drop SAMrule drop 6
Sreaning Engine: TGP Invalid i i sSi
79.176.184.97 |israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.180. 147. 245 i srael 147. 237. 72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
109.67.57.29  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
5.28.187.129  |israel 147. 237.72. 166 |aka i f . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
176.12.155.51  |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
188. 120. 148. 206 |I sr ael 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or
176.12. 154. 136 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber alert
Sreaning Engine: TCP Invalid i i SSi
93.172.19.92  |[israel 147.237. 77. 243 |robi 1 e i df . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
41. 33.232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
80. 246. 136. 217 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber alert 5
80. 246. 136. 217 |Israel 147. 237. 72. 166 |aka.i f . i | Bad TCP sequence I'nval i d ACK nunber noni t or 5
80. 246. 136. 217 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d sequence nunber noni t or 5
37.26.148.170 |israel 147. 237. 72. 166 |aka.i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
31.210.186.35 |lIsrael 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 4
5.22.129. 99 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Invalid AGK nunber noni t or 4
185. 89. 217. 230 147.237.77. 216 |dover.idf . i | Bl ock HITP Non Conpl i ant Failed to handl e connection data  [nonitor 4
80. 246. 136. 217 |Israel 147. 237. 72. 166 |aka.i of . i | SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 4
31.210. 187. 222 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber noni t or 4
37.26.148.170 |israel 147. 237. 72. 156 [anan. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
31.210.186.54 |lIsrael 147.237.72. 156 |anan.idf . il Bad TCP sequence Invalid ACK nunber noni t or 4
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 4
Sreaning Engine: TGP Invalid i i sSi
46.19. 85. 58 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
77.127.108. 227 |israel 147. 237. 72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
2.52.177.122  |israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
84.228.247.1  |israel 147. 237.72. 166 |aka i f . i 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
109. 66. 178. 179 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.181.238  |Israel 147. 237.72. 166 |aka. i f . 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
79.176. 160. 171 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
37.142.64.93 | srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 136
37.26.146.188 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 117
149.88.59.64  |Israel 147.237.0.34 |tikshuv.idf.il 100 My of the Sane Response Code (404) in Session from Bock  [111
149. 88. 59. 64
176.12.154.37 |Israel 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 102
5.22.129. 99 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 88
176. 12. 155. 209 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 82
176.12.154.37 |Israel 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 67
80. 246. 136. 221 [Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 65
212.199. 205. 68 |[Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 29
37.26.146.188 |lsrael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 25
46.19. 85. 157 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 18
2.54.183. 170 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 16
109. 66. 24. 162 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 109. 66. 24. 162 B ock 10
176.12.154. 42  |Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 8
176.12.154.32  |Israel 147.237.77. 243 |nobi l e. i df . i | E;Lﬁtt o T?’ffsrcﬂgf‘;icﬁgngigsazx%d n Bock |6
80. 246. 136. 221 I srael 147.237.0.19 |nadimatal .idf.il gg?zl\gfylgg ;2? Sane Response Qode (404) in Session from Bl ock 5
109. 65. 151. 216 |Israel 147.237.77. 243 |nobi  e. i df . i | Emztirliet_’?;d_ l?;g’;iﬁg /Eyhp:n:es;iivgr‘ dor;)aranet o NewPassvord Bock |4
188. 143. 232. 22 gz::;”i on 147.237.0.34 |tikshuv.idf.il Mil tipl e Wnaut hori zed URL Access from 188. 143. 232. 22 B ock 3
2.52.54.124 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
109.66.24. 162 |l srael 147.237.72. 166 [aka. i df . i | mu;;;ril sfe.di Iﬁmﬁ?si;atr(/)resour ces/ i nages/ comrmon/ hr hori zontal . gi f" B ock 2
176.12.154.54  |Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 2
213.8.128.116 |[lIsrael 147.237.72.167|i shuri maka. i df . i|ntraceabl e SSL Sessions: Uhknown SSL Sessi on None 2
176.12.155.51 |lIsrael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 2
217.194.195.89 |[Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 2
66. 249. 66. 25 I srael 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to waw idf.il/error. htm Bl ock 2
37.26.147.152  |israel 147.237.77. 243 |nobi l e. i df . i | ﬁ;“lt ;?r&%fflcu;eggrcﬁim;es” < ohi | ddocunent &/ 1361 Bock |2
157.55.39. 142 |lhited Sates |147.237.72.166|aka. i df .i | Uhknown Paraneter catld in aka.idf.il/shalishut/sitel/gallery. aspx None 1
2.54.55.37 I srael 147.237.72. 166 |aka. i df . i | ma':;fi gf_""idl /O'n'a}i'n\fsoégt];:’/nf Oir';]m pessvor d. aspx None 1
188.138.1.218 [Ger many 147.237.72. 156 |aman. i df . i | Uhaut hori zed URL Access to 147.237.72. 156/ robot s. t xt B ock 1
46. 19. 86. 152 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
149.88.23.165 |Israel 147.237.0.19  |madi matal . i df . i IfFo e Tf%?l\m'ﬁl)égnh:;;eog?xgiﬂ acetbl der18txtdty in Bock |1
5.29. 206. 9 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
93. 160. 60. 22 Denmar k 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to waw i df.il/newsitelenglish Bl ock 1
176. 12. 155. 209 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 1
68.180. 228. 175 |Lhited Sates [147.237.77.74 [lawidf.il muzzgr:zfdl ﬁoﬁcsgfijcto?e/ doc_mur/ doc rur . asp Bock |1
157.55.39. 142 |lnited Sates [147.237.72.166|aka.idf.il Uhknown Paraneter catid in aka.idf.il/iturimasp/results. asp None 1
40.77.167.58 Lhited Sates |[147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw idf.il/anan B ock 1
2.54.56.51 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
Unknown Par arret er
46.116.67.216 [l srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP acehol der $ct | 38%ct | 01$ct | 03%chbl Questi on$ [None 1
1 in vww aka.idf.il/nain/giyus/questionnaire. aspx
149. 88. 59. 64 I srael 147.237.0.34 |tikshuv.idf.il Too Many 404: Response Code per Session B ock 1
93.172.19. 92 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Qode Bl ock 1
176.12. 155. 219 |Israel 147.237.76.42 |refuah.idf.il Suspi ci ous Response Code B ock 1
68.180.229. 121 [Wnited Sates [147.237.76.200|ei tan. aka. i df.il |Unknown Paraneter &SortDir in ww eitan. aka.idf.il/1103-he/eitan aspx |None 1
40.77.167.98 Lhited Sates [147.237.72.166|aka.idf.il Uhknown Paraneter tmin ww aka. idf.il/nain/giyus/ None 1
2.54.130. 48 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
Unknown Par arret er
109. 160. 169. 101 |l srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenP acehbl der $ct | 38%ct | 01$ct | 03%chbl Questi on$ [None 1
1 in ww aka.idf.il/nain/giyus/questionnaire.aspx
84.228.254.38 |Israel 147. 237.72. 166 |aka. i df . i | m“;li‘zriidﬁe_?lb‘:‘mﬁ,cgiejjs/tfomrol o at ual A Bock |1
188. 143. 232. 22 :Z::I”i on 147.237.0.34 |tikshuv.idf.il [Wnauthorized URL Access to waw tikshuv.idf.il/900-en/ B ock 1
46.116.137.23 |Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 1
93.173. 34. 62 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 1
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