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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
70.192. 135. 153 Lhited Sates 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 1709
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 35
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 10
164. 138. 122. 32 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
46.19. 86. 195 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
183. 60. 48. 25 Chi na 147.237. 76. 196 e.sviva.idf.il JLM Under At tack_Con_Tcp drop 2
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
71.6.135.131 Lhited Sates 147.237.76. 38 eeneitav.idf.il ock_Udp All _Nets drop 1
74.143.58. 3 Lhited Sates 147.237.76. 44 e.refuah.idf.il Bl ock Wp Al Nets drop 1

61. 160. 215. 88 Chi na 147. 237.76. 199 e.nakchal .idf.il |Block Wip All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In FW |

Attacker Address étuiikre; ‘Target Address |Ste Signature /?3'. (;?]
92.222.167. 164 |France 147. 237. 72. 156 |anan. i df . | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 379
92.222.167. 164 |France 147. 237. 76. 147 [chi nuch. aka. i df . i [|SYN At t ack SYN -> SYN ACK -> Ti meout rej ect 274
79.177.209. 211 |israel 147.237.72. 166 |aka.i df . Streaming Engine: TCP Invalid  Jinvalid segnent retransmssion drop 147
Ret r ansni ssi on Packet dropped.
92.222.167. 164 |France 147. 237. 76. 147 [chi nuch. aka. i of . i I|SYN At t ack rej ect 99
185. 92. 76. 69 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 93
31.168.29.185 | srael 147.237.76.42 |refush.idf.il  [Bad TCP sequence Vﬂdﬁr:é‘;”lt wth different monitor (89
37.26.148.214 |israel 147.237.0.34 |tikshv.ir.i1  |SLr@MNg Engine: TP Invalid invalid segnent retransnission drop 81
Ret ransnm ssi on Packet dropped.
212. 235. 103. 203 |l srael 147.237.72. 167 |ishurimaka.i of .il[Bad TCP sequence Inval i d sequence nunber noni t or 69
37.26.147.132  |israel 147237, 77, 243 |mbi e ior i1 | @M NG Bngine: TP Invalid  Jinvalid segnent retransnission drop 45
Ret ransm ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
80. 246. 133. 246 I srael 147.237.77. 234 |nal ag. i . i Bad TCP sequence mdroitvrsacnasl"lt wth dfferent moni tor |36
132. 66. 235. 215 | srael 147, 237 76. 200 |eitan aka i of i1 || SN NG Engine: TP Invalid  Jinvalid segnent retransnission drop 27
Ret ransni ssi on Packet dr opped.
46.19.86.246  |Israel 147.237.77. 243 |rvi e i1 |L) €8MNg Enginer TP Invalid - invalid segnent retransmission drop 21
Ret ransm ssi on Packet dropped.
46.19.85.115  |Israel 147.237. 77. 176 |rat pash. i of . i | Streaning Engine: TCP Invalid invalid segnent retransissi on drop 12
Ret ransni ssi on Packet dr opped.
89. 138.27.8 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
176.12.155.51 |Israel 147.237.77. 243 |rbi e i1 | €AM NG Enginer TP Invalid - invalid segnent retransmissi on drop 12
Ret ransnm ssi on Packet dropped.
195. 60. 232.57  |Israel 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
46. 19. 85. 66 I srael 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 11
2.52.23. 161 I st ael 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 11
92.222.167. 164 |France 147. 237. 76. 147 |chi nuch. aka. i df . i I|SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
46.120.134.17 | srael 147.237.72. 166 |aka.i df i Bad TCP sequence mdﬁvrsacn:l"lt Wth different monitor |10
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
46.19.85.100  |israel 147. 237. 77. 216 |dover . i df . i Bad TCP sequence mﬁsg reansmt wehdifferent | onitor |8
80. 246. 133. 104 [lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
46. 19. 86. 22 | srael 147.237.77. 234 |hal ag.idf.il drop First packet isn't SN drop 7
31.210. 186. 255 |Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 7
46. 19. 85. 233 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 6
54.151.42.39  [Wited Sates |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data  |nonitor |6
84.94. 40. 151 I srael 147. 237. 72. 166 |aka.i of . i | Bad TCP sequence noni t or 6
2.54.29. 82 I srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransission drop 6
Ret ransni ssi on Packet dr opped.
41. 33.232. 66 Egypt 147. 237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
176. 12. 154. 240 |Israel 147, 237.77. 243 |rbi e i1 | €8M NG Enginer TP Invalid - invalid segnent retransmission drop 6
Ret ransm ssi on Packet dropped.
66.249.60.104 |United Sates [147.237.0.19 |nadimatalicr.i1 | CaM NG Engine: TP Invalid — invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
109. 66. 168. 204 |Israel 147.237.72. 166 |aka i f .11 Streamng Engine: TCP Invalid  Jinvalid segnent retransnission drop 6
Ret ransm ssi on Packet dropped.
79.183.15.117 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
46. 19. 86. 90 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46. 19. 85. 64 I srael 147.237.77. 216 [dover.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 5
80. 246. 130. 192 [l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
5.102. 254. 54 I srael 147. 237. 72. 166 |aka.i of . i | Bad TCP sequence I'nval i d ACK nunber noni t or 4
80. 246. 133. 104 [lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 4
176.12. 155. 183 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
46. 19. 86. 97 | srael 147.237.76.31 |nakchal .idf.il dr op Frst packet isn't SN drop 4
149.78.172. 71 |Israel 147.237. 77. 216 [dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 4
149. 78. 226. 118 |l srael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
31.210. 187. 152 |l srael 147.237.76.31 |nakchal .idf.il  |Bad TCP sequence I'nval i d ACK nunber noni t or 4
91.200.12.136 |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
2.52.148. 52 I sr ael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
2.52.23.161 I srael 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
37. 46. 38. 202 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 4
46.117.221.16 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
84.108.69.166 |lsrael 147.237.72. 166 |aka. i df . i | Mitiple Il1legal Byte Gode Character in Method from84. 108. 69. 166 |B ock 10
84.108.69.166 |Israel 147.237.72. 166 |aka. i df . i | Ml tiple Ml formed URL from 84.108. 69. 166 B ock 9
84.108.69.166 [Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unknown HTTP Request Method from 84. 108. 69. 166 B ock 9
2.54.49. 113 | srael 147.237.72.167|i shuri maka. i df . il Distributed Too Miny of the Same Response Code (404) Bl ock 8
84.108.69.166 |Israel 147.237.72. 166 |aka. i df . i | Mil tiple Abnormal |y Long Request from 84.108. 69. 166 B ock 8
80.178.97.72  |israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt:‘fr&sz , t’;‘egpgfye;m O s/ i st chi | ddocurent &/ 1071 Bl ock 7
84.108.69.166 |lIsrael 147.237.72. 166 |aka. i df . i | DOstributed I11egal Byte Gode Character in LR B ock 7
84.108.69.166 | srael 147.237.72. 166 |aka. i df . i | :ﬂ_tlié’é%g_'fggj Byte (de (haracter in Feader Nane from B ock 6
84.108.69.166 |lsrael 147.237.72. 166 |aka. i df . i | Miltiple NULL Character in Header Nane from 84. 108. 69. 166 Bl ock 4
46. 19. 85. 95 I srael 147.237.77. 216 |dover . i df .i | Mil tiple Malformed URL from 46. 19. 85. 95 B ock 4
84.108.69.166 [Israel 147.237.72. 166 |aka. i df . i | Mil tiple Abnormal |y Long Header Line from 84. 108. 69. 166 B ock 4
46. 19. 85. 95 I srael 147.237.77.216|dover . i df .i | Mil ti pl e Unknown HTTP Request Method from 46. 19. 85. 95 B ock 4
84.108.69.166 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Mal forned HTTP Header Line from 84. 108. 69. 166 B ock 4
84.108. 69. 166 | srael 147. 237. 72. 166 |aka. i df . i | E'\:'jll_tliggé;_' fgg' Byte Qe Craracter in Feader Vel ue from B ock 4
176.12. 155. 186 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock

80. 246. 139. 108 |[Israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock
37.26.147.132 |Israel 147.237.0.19 |nadi matal .idf.il D stributed Suspicious Response Qode B ock

109. 66. 24. 162 |Israel 147.237.77. 216 |dover . i df . i | mult ;".riilzl?ia;‘;/ :ﬁgrees; e back. Gt Bl ock 3
176. 12. 154. 183 |l srael 147.237.0.19 |madi matal .idf.il D stributed Suspi ci ous Response Code B ock 3
84.108.69.166 |lsrael 147.237.72. 166 |aka. i df . i | Mitiple Illegal HITP Version from84. 108. 69. 166 Bl ock 3
84.108.69.166 |Israel 147.237.72. 166 |aka. i df . i | Mil tiple NALL Character in Wl from84.108. 69. 166 B ock 3
176.12. 154. 101 |l srael 147.237.0.19 |madi matal .idf.il D stributed Suspi ci ous Response Code B ock 3
116.203.6.195 [india 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to wwwidf.il/xmrpc. php Bl ock 2
212. 143. 124. 203|1 srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 2
188. 143. 232. 70 :3::;’} on 147.237.76.31 |nakchal .idf.il Mil ti pl e Unaut hori zed URL Access from 188. 143. 232. 70 Bl ock 2
212. 150. 215, 254|i srael 147. 237. 77. 170 |naar achot . i df . i | ﬁ:r“;:gti.f?_ ILF/L pgf/cf‘ﬁsest/g/ 112410, pef Bl ock 2
84.108.69.166 [Israel 147.237.72. 166 |aka. i df . i | Mil tiple NILL Character in Method from 84. 108. 69. 166 B ock

185. 32. 179. 218 |Israel 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock

188. 143. 232. 22 g;z:;nl on 147. 237.77. 226 }’W\IN}/ chamat z. aka.id Mil ti pl e Uaut hori zed URL Access from 188. 143. 232. 22 B ock 2
116.203.6.195 [India 147.237.77. 216 |dover . i df . i | PHP Attenpt B ock 2
80. 246. 136. 193 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
176.12.155.51 |l srael 147.237.77.243|mobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
46.19. 85. 95 I srael 147.237.77.216|dover . i df .i | Mil tiple Abnormal |y Long Request from 46.19. 85. 95 B ock 2
79.182.55.241 | srael 147. 237.72. 166 |aka. i df . i | mﬁgiiﬁlﬁmf./cgfijs/tfomml o at udal A B ock 2
46.19. 86. 44 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspi ci ous Response Code B ock 2
84.108.69.166 |lsrael 147.237.72. 166 |aka. i df . i | Illegal Byte Gode Character in Header Nane Bl ock
37.26.149.239 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
80. 246. 136. 217 |Israel 147. 237. 72. 166 |aka. i df . i | %&gﬁﬁﬂzﬁfﬁﬁfg - Protocol violation None 1
84.108. 69. 166 | srael 147. 237.72. 166 |aka. i df . i | %sﬂ%éiﬁﬁﬁpﬁngﬁ: &;DZTifC&C&ﬂgIE; on None 1
66.249.78.159 |[Israel 147.237.77.216|dover. i df . il Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 159 B ock 1
166. 63.123. 145 |[Uhited Sates [147.237.72.166|aka. i df .l Dstributed PHP At enpt Bl ock 1
84.108. 69. 166 |l srael 147.237.72. 166 |aka. i df . i | Mal formed URL B ock 1
46.19. 85. 95 I srael 147.237.77.216|dover. i df . il Mitiple I11egal HITP Version froma46. 19. 85. 95 B ock 1
31.168.29.185 |israel 147.237.76.42 |refuah.idf.il ?4? ;;?f‘;gﬂztf;u;lhg;;deﬁe ;’e‘ic‘is:s on B ock 1
109. 66. 10. 191 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
82.166.98.205 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 1
213.151. 42. 213 |l srael 147.237.72. 166 |aka. i df . i | Automat ed MUl nerabi lity Scanni ng B ock 1
79.194.87.199  |Ger many 147.237.77.216|dover. i df . il Unaut hori zed URL Access to wawi i df . il/894-en/i df gdover. aspx B ock 1
84.108.69.166 | srael 147.237.72. 166 |aka. i df . i | \'\/1‘ 'Otli;t' foft(rggffbégwﬁpislsé:ﬁ Cf'\;_ogq_?:._:g:. 69. 136? )(PrOt ocol None 1
46.120.134.17 |israel 147.237.72. 166 |aka. i df . i | Mitiple Ful Iw dth/ sl fw dth hi code Encoding on LR Paraneter (+) | o 1

from46.120.134. 17
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